
Happy	Monday!
Welcome	to	the	32nd	Issue	of	CyberSec	Weekly.
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Lab	1	Decodes	Dark	Web	Data
You	may	not	think	of	your	supply	chain	as	a	source	of	cybersecurity	risk,
but	you	should.	53%	of	organisations	have	had	a	data	breach	caused	by
third	party	information	theft,	according	to	Ponemon	Institute.
	
Data	breaches	can	and	do	spread	outside	the	perimeter	of	your	business.
That's	the	insight	that	drives	the	Lab	1	platform.	In	an	interconnected
business,	the	tools	you	use,	the	agencies	you	hire,	and	the	subcontractors
you	use	to	perform	everyday	business	are	all	potential	vectors	of	attack.
	
To	read	the	full	story…

Click	Here

https://thehackernews.com/2023/03/new-cyber-platform-lab-1-decodes-dark.html
http://cybersecweekly.com/


What's	a	hacker's	favourite
song?

A	Dell	-	Rolling	in	the	Deep

Google	Finds	18	Zero-Day
Vulnerabilities	in	Samsung	Exynos

Chipsets
Project	Zero,	Google's	zero-day	bug-hunting	team,	discovered	and
reported	18	zero-day	vulnerabilities	in	Samsung’s	Exynos	chipsets
used	in	mobile	devices,	wearables,	and	cars.
	
The	Exynos	modem	security	flaws	were	reported	between	late	2022
and	early	2023.	Four	of	the	eighteen	zero-days	were	identified	as	the
most	serious,	enabling	remote	code	execution	from	the	Internet	to	the
baseband.
	
These	Internet-to-baseband	remote	code	execution	(RCE)	bugs
(including	CVE-2023-24033	and	three	others	still	waiting	for	a	CVE-ID)
allow	attackers	to	compromise	vulnerable	devices	remotely	and
without	any	user	interaction.
	
To	read	the	full	story…

Click	Here

https://www.bleepingcomputer.com/news/security/google-finds-18-zero-day-vulnerabilities-in-samsung-exynos-chipsets/


How	the	Best	CISOs	Drive	Operational
Resilience

The	last	three	years	have	been	fueled	by	turbulent	change	—
especially	when	it	comes	to	an	organization’s	tech	structure.	The
unanticipated	global	pandemic	drastically	accelerated	digital
transformation	(DX)	and	a	borderless	workforce,	forcing	businesses	to
fast-track	projects	they	had	previously	scheduled	to	take	years.	These
years-long	projects	began	to	be	completed	in	the	matter	of	months,	or
even	weeks,	and	propelled	the	industry	forward	momentously,	but
also	highlighted	that	cybersecurity	must	be	interwoven	in	the	fabric	of
those	transformations	to	build	operational	resilience.
	
During	this	time,	cybersecurity	transformed	into	a	competitive
advantage	for	organizations,	not	just	a	cost	center	—	leading	many
boards	of	directors	to	start	paying	closer	attention	to	security
investments	and	metrics,	and	prioritizing	results.
	
To	read	the	full	story…

Click	Here
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Flipper	Zero
Flipper	Zero	is	a	portable	multi-
tool	for	pentesters	and	geeks	in
a	toy-like	body.	It	loves	hacking
digital	stuff,	such	as	radio
protocols,	access	control
systems,	hardware	and	more.
*this	is	an	affiliate	link	
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https://www.securityweek.com/how-the-best-cisos-drive-operational-resilience/
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