
Happy	Monday!
In	this	week's	issue:

	
18-year-old	charged	with	hacking	60,000	DraftKings	betting	accounts

	
Apple	Thwarts	$2	Billion	in	App	Store	Fraud

	
Video:	Hiding	Secret	Messages	in	Images

	
Android	phones	are	vulnerable	to	fingerprint	brute-force	attacks

	

Android	phones	are	vulnerable	to
fingerprint	brute-force	attacks

Researchers	at	Tencent	Labs	and	Zhejiang	University	have	presented	a
new	attack	called	'BrutePrint',	which	brute-forces	fingerprints	on
smartphones	to	bypass	user	authentication	and	take	control.	They	exploit
two	zero-day	vulnerabilities	and	biometric	data	on	the	fingerprint	sensors'
SPI,	allowing	for	a	man-in-the-middle	(MITM)	attack.
	
To	read	the	full	story...

Click	Here

What's	the	best	way	to	catch	a

https://www.bleepingcomputer.com/news/security/android-phones-are-vulnerable-to-fingerprint-brute-force-attacks/?&web_view=true


robot	on	the	run?
A	botnet.

Apple	Thwarts	$2	Billion	in	App	Store
Fraud

Apple	prevented	over	$2	billion	in	potentially	fraudulent	transactions
and	rejected	1.7	million	app	submissions	for	privacy	and	security
violations	in	2022,	attributed	to	new	App	Store	methods	and	protocols
that	prevent	the	creation	of	such	accounts.
	
To	read	the	full	story...

Click	Here

Hiding	Secret	Messages	in	Images

Watch	Here

https://thehackernews.com/2023/05/apple-thwarts-2-billion-in-app-store.html?&web_view=true
https://youtu.be/jEaPuJSWwT0


18-year-old	charged	with	hacking	60,000
DraftKings	betting	accounts

Joseph	Garrison	was	charged	with	hacking	into	the	accounts	of	60,000
users	of	the	DraftKings	sports	betting	website	in	November	2022,
using	credentials	from	other	breaches	and	selling	them	to	buyers.
	
To	read	the	full	story...

Click	Here

Quick	Links

Social	Engineering	Risks	Found	in
Microsoft	Teams

Click	Here

Critical	Flaws	in	Cisco	Small	Business
Switches

Click	Here

Keeping	a	competitive	edge	in
cybersecurity	

https://www.bleepingcomputer.com/news/security/18-year-old-charged-with-hacking-60-000-draftkings-betting-accounts/?&web_view=true
https://www.infosecurity-magazine.com/news/social-engineering-risks-found/?&web_view=true
https://thehackernews.com/2023/05/critical-flaws-in-cisco-small-business.html?&web_view=true


Click	Here
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