
Happy	Monday!
Welcome	to	the	46th	issue	of	CSW.

In	this	issue:
	

Trojanized	Super	Mario	Bros	Spread	Malware
	

Military	Satellite	Access	Sold
	

Police	Seize	Hacking	Site	BreachForums
	

And	much	more...

Trojanized	Super	Mario	Bros	Spread
Malware

Cyble	Research	and	Intelligence	Labs	discovered	a	trojanized	Super	Mario
Bros	game	installer	for	Windows	that	delivered	multiple	malware,
including	an	XMR	miner,	SupremeBot	mining	client,	and	Open-source
Umbral	stealer.	The	malware	targeted	gamers,	who	often	use	powerful
hardware	for	gaming,	which	is	ideal	for	mining	cryptocurrencies.
	
To	read	the	full	story...

Click	Here

What	do	you	call	8	hobbits?
A	hobbyte.

https://securityaffairs.com/147809/malware/trojanized-super-mario-bros-game.html?web_view=true


Military	Satellite	Access	Sold
A	Russian	hacker	has	advertised	access	to	a	military	satellite	operated
by	Maxar	Technologies	for	$15,000.	The	hacker	claims	the	buyer	could
gain	sensitive	information	about	US	military	and	strategic	positioning.
Unauthorized	access	to	military	satellites	could	compromise	national
security	and	pose	a	serious	threat.
	
To	read	the	full	story...

Click	Here

Video:	Using	AI	to	Stop	DDoS
Attacks

Watch	Here

https://www.hackread.com/military-satellite-access-russian-hacker-forum/?web_view=true
https://youtu.be/bRwtuMyzuB4


Police	Seize	Hacking	Site	BreachForums
U.S.	federal	authorities	have	seized	the	domain	of	BreachForums,	a
notorious	hacking	site.	The	site	was	once	the	go-to	community	for
English-speaking	cybercriminals	sharing	personal	data	stolen	from
various	websites	and	companies.	The	new	administrator,	"Baphomet,"
relaunched	the	forum	on	a	new	domain,	teaming	up	with	another
hacker	group,	ShinyHunters.	
	
To	read	the	full	story...

Click	Here

Quick	Links

Hacker	Responsible	for	Twitter	Breach	Sent	to	Prison

Click	Here

LastPass	Users	Furious	After	Being	Locked	Out

Click	Here

Microsoft	Teams	Bug	Allows	Malware	Delivery

Click	Here

cybersec	weekly

https://techcrunch.com/2023/06/23/feds-seize-notorious-and-shuttered-hacking-site-breachforums/?&web_view=true
https://techcrunch.com/2023/06/23/twitter-hacker-sentenced-prison/?&web_view=true&guccounter=1&guce_referrer=aHR0cHM6Ly9jeXdhcmUuY29tLw&guce_referrer_sig=AQAAAG1SLD4-l_KgFLp-ODXvct_i9sIm7-Tfa1G6NLl_zaqxI66K-asHzDNIxawvE-LyzLSbew53x-hlVtAoGxg4W3s_VfOVix_ipIMt_ZLyE9yUuYYrD-s-HpZ3iQXjfRCBEkQk0-H3d75XAhKbGcrNAos9JpyYLxFEQLJVjTHUGKCt
https://www.bleepingcomputer.com/news/security/lastpass-users-furious-after-being-locked-out-due-to-mfa-resets/?&web_view=true
https://www.bleepingcomputer.com/news/security/microsoft-teams-bug-allows-malware-delivery-from-external-accounts/?&web_view=true
https://www.youtube.com/channel/UC4a8FjinMbFk9DB8l7AYcJA
https://medium.com/@cybersecweekly
https://cybersecweekly.com/
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