CyberSec Weekly

Happy Monday!

Welcome to the 55th issue of CSW.
In this issue:
Brazilian Escort Service has Data Exposed
Data of 2.6 Million Duolingo Users Scraped
North Korean Hacking Group Behind Crypto Hacks

And much more...

Brazilian Escort Service has Data Exposed

The exposed data totaled 19gb and contained over 14 million records. In
the folder there was around 35,000 escort acounts, which included:
images, login credentials and more.

To read the full story...

Click Here

Why did the hacker get a ticket?

They didn't have a phishing license.


https://www.hackread.com/brazil-escort-service-exposes-escort-client-data/?web_view=true

Data of 2.6 Million Duolingo Users
Scraped

One of the largest online learning platforms, Duolingo, had 2.6 million
user info sold on an online hacking forum for $1500. The data included
things such as names and email addresses.

To read the full story...

Click Here

™\ NordvPN'

Faster
than ever

Get VPN now



https://www.bleepingcomputer.com/news/security/scraped-data-of-26-million-duolingo-users-released-on-hacking-forum/?&web_view=true
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North Korean Hacking Group Behind
Crypto Hacks

The FBI has attributed three recent cyberattacks on cryptocurrency
platforms to the North Korean government’s APT38 hacking group —
known by many researchers as Lazarus or TraderTraitor.

To read the full story...

Click Here

Quick Links

National Intelligence Office Releases Warning

Click Here

Teen Found Responsible for Lapsus$ attack

Click Here

Hacking Group KittenSec

Click Here
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https://therecord.media/north-korea-lazarus-behind-crypto-heists?&web_view=true
https://www.nextgov.com/cybersecurity/2023/08/national-intelligence-office-issues-cyber-warning-government-and-commercial-satellites/389649/
https://www.infosecurity-magazine.com/news/teens-responsible-lapsus/?&web_view=true
https://cyberscoop.com/kittensec-hacktivism-corruption/?&web_view=true
https://cybersecweekly.com/
https://medium.com/@cybersecweekly
https://www.youtube.com/channel/UC4a8FjinMbFk9DB8l7AYcJA
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