
Another	Zero	Day	For	Google
Chrome?

This	is	the	7th	zero	day	on	Chrome	this	year.	They	haven't	provided	a	lot
of	information	for	security	reasons	and	won't	until	the	large	majority	of

users	have	updated	Chrome.
	

What's	a	Type	Confusion	Bug?
It's	a	form	of	XSS	vulnerability.	This	is	an	exploit	that	allows	you	to	put
code	into	web	applications,	and	there	are	prevention	methods	against	this
which	cause	the	input	to	be	changed	so	that	code	isn't	run.	Occasionally
this	can	be	used	to	a	hackers	advantage,	by	figuring	out	how	the	input
will	be	changed	you	can	put	an	input	which	will	be	modified	to	cause	a
vulnerability,	a	double	bluff.	This	is	exactly	what	has	happened	in	the
latest	google	vulnerability.	
	
To	read	the	full	story…

Click	Here

https://www.bleepingcomputer.com/news/security/google-fixes-seventh-chrome-zero-day-exploited-in-attacks-this-year/


Why	We	Need	to	Stop	Metaverse
At	the	moment	VR	and	AR	is	a	gimmick	and	is	used	to	play	quirky
games,	however	Meta	(Facebook's	parent	company)	has	invested	a
substantial	amount	into	what	they	call	the	Metaverse.	The	Metaverse
is	an	environment	aimed	at	providing	shopping,	work	and	more
without	moving	a	muscle.	
Each	person	has	an	avatar	which	the	headset	tracks	facial	movements
to	create	a	realistic	impression	so	that	everyone	can	interact	and	this
is	where	the	problem	lies...
	
To	read	the	full	story…

Click	Here

What	computer	sings	the	best?
A	Dell.

https://cybersecweekly.com/past-newsletters/f/why-we-need-to-stop-metaverse


New	York	Post	‘Hacked’	By	Employee
Offensive	tweets	were	posted	by	an	employee	of	the	New	York	Post.
They	were	quickly	removed	but	are	said	to	have	contained	hate
speech	and	threats	towards	politicians.
	
To	read	the	full	story…

Click	Here

Course	of	the	Week
Introduction	to	Cyber	Security	-	The	Open	University.

Click	Here
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