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Happy Monday!

Welcome to the 26th issue of CyberSec Weekly
in this issue:

Hackers Target US Nuclear Sites

The Case for Decentralised Cybersecurit

Hackers Target Satire French Magazine

ION Group Targeted by Ransomware

Hackers Pursuing US Nuclear
Sites

Hackers are pursuing nuclear targets, which are some of the most heavily
regulated facilities in the United States. Despite those safeguards, the
opportunities for espionage and much worse have made them alluring to

To read the full story...



https://www.washingtonpost.com/politics/2023/02/03/us-nuclear-sites-face-hacking-espionage-threats/

Why did the computer take a
lunch break?

It needed a byte to eat

The $10 Trillion Case for
Decentralised Cybersecurity

With historic inflation, rising prices, the escalating Ukraine conflict,
and massive job losses in banking and tech, policymakers and
executives are stretched to deliver a recovery agenda to get the world
back to normal. Most have little bandwidth for yet more problems to
solve, like the impending perils faced by cyber threats.

Sadie Creese, a Professor of Cyber Security at the University of
Oxford, said, “There's a gathering cyber storm and it's really hard to

anticipate just how bad that will be."

To read the full story...

Click Here

CyberSec Weekly Youtube

Click Here



https://www.forbes.com/sites/lawrencewintermeyer/2023/02/02/the-10-trillion-case-for-decentralized-cybersecurity/?sh=544dec359da9
https://www.youtube.com/channel/UCGXDHG7bJBcypJp4wmM1WGw

Iran Responsible for Charlie Hebdo
Attack Says Microsoft

Today, Microsoft’s Digital Threat Analysis Center (DTAC) is attributing
a recent influence operation targeting the satirical French magazine
Charlie Hebdo to an Iranian nation-state actor. Microsoft calls this
actor NEPTUNIUM, which has also been identified by the U.S.
Department of Justice as Emennet Pasargad.

To read the full story...
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Ransomware Attack on ION Group

The LockBit ransomware gang has claimed responsibility for the
cyberattack on ION Group, a UK-based software company whose
products are used by financial institutions, banks, and corporations for
trading, investment management, and market analytics.

To read the full story...

Click Here
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