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RELIABILITY BLOCK DIAGRAMS

ENGINEERING

RELIABILITY » A reliability block diagram (RBD) provides a success
oriented view of the system.

» RBD'’s provide a framework for understanding redundancy.
» RBDs facilitate the computation of system reliability from
component reliabilities.

» RBDs and fault trees provide essentially the same
information.

RBD DEFINITION

» Below is the RBD for the backup power supply.

Off-site
power

Transfer Diesel-
switch generator




RELIABILITY BLOCK DIAGRAMS — DEFINITION
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A reliability block diagram (RBD) is defined as follows:

» A reliability block diagram is a graph whose edges are
the system components.

» There are a pair of nodes called terminal nodes — (a)
and (b) in the backup power supply diagram.

» If there is a path between the terminal nodes which
contains only edges with functional components, the
entire system is functional. Otherwise it is not
functional.



SERIAL & PARALLEL CONFIGURATIONS
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a o— A, A, ———o0 b
Serial
RBD DEFINITION
A‘\
a o——— ———o0 b
Ay
Parallel

» In the serial configuration, failure of either component,
A or A, causes system failure.

» In the parallel configuration, both components must fail
in order for the system to fail — redundancy



EXAMPLE: FIRE PUMP SYSTEM
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» The reliability block diagram for the fire pump system is
shown below.

» The redundancy of the pumps is clearly evident.

Fire
Pump 1

a o——— Engine Valve |———o b

Fire
Pump2
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RBDS AND FAULT

RELIABILITY BLOCK DIAGRAMS & FAULT
TREES — 1

ToP ToP

A, occurs

A, occurs

A, occurs

A, occurs
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Serial

A,

Parallel

Notice that the fault tree takes a failure perspective, whereas
the reliability block diagram takes a success perspective.
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RBDS AND FAULT

RELIABILITY BLOCK DIAGRAMS & FAULT

TREES — 2

TOP

~o{5)-

A simple serial parallel composition.

G1




SERIES STRUCTURE
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ao 1 2 o o o o n —ob

A system composed of n subsystems is called a series
structure if the failure of any one component causes failure
of the complete system.



PARALLEL STRUCTURE
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A system composed of n subsystems is called a parallel
structure if it operates if any one or more of its components
operates.



k-OUT-OF-n STRUCTURES
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two-out-of-three structure

1 — 2
SYSTEM STR
ao 2 — 3 o b
1 — 3

» A system that is functioning if and only if at least k of its
n components is functioning is called a k-out-of-n
structure.

» A 1-out-of-n structure is a parallel structure.
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DEFINITIONS - QUALITATIVE ANALYSIS

» A system with n components is called a system of order
n.

» x; denotes the state of component or subsystem i,

{ 1 the component is functioning ,
= , i=1,...,n

0 the component is failed
» x denotes the state of the entire system,

‘= 1 the system is functioning
~ | 0 the system is failed

» The structure function is a function ¢ (xi, ..., x)
associated with a given system, such that

X=0¢ (X1, .., %)



STRUCTURE FUNCTIONS
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» serial structure

(X5 e e Xn) =X X v e T
» parallel structure

X1y uxy) =1—(1—=x1)(1—x2)--(1—x)
s =1-T1{1-x)
i=1

X1y X = max X;
¢( I ) n) ie {1, n} i

» k-out-of-n structure

1 ’417 xiZk
d’("l""’x")_{ 0 %’Eixmk
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STRUCTURE
FUNCTIONS

COHERENT STRUCTURES

A component is irrelevant if it has no effect on the functioning
of the system, i.e., the i component is irrelevant if

¢(x17"'-xi7]707-xi+17'~'7-xn) = ¢(-x17"'x5717 17-xi+17~"7xn)
for allxl,...xi_l,xi+1,...,xn

Otherwise it is called relevant.

Assumption: the system will not run worse if a failed
component is replaced by a functional component

= ¢ (x1,...,x,) is @a nondecreasing function of each of the
variables xi, ..., x,.

A system is coherent if all of its components are relevant and
its structure function is nondecreasing.

By focusing on coherent structures we rule out certain
pathologies.



PATHS AND CUTSETS

INGINEERING » The set of components of a system of order  is
ELIABILITY
c={1,2,...,n}
» A path set, P, is a subset of C which by functioning ensures that the

system is functioning. A path set is minimal if it cannot be reduced
without losing its status as a path set.

» A cut set, K, is a subset of C which by failing causes the system to
fail. A cut set is minimal if it cannot be reduced without losing its
status as a cut set.

PATHS AND CUTSETS




DEFINITIONS - QUANTITATIVE ANALYSIS
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» A system with n components is called a system of order

n.
» A; denotes the event that the component or subsystem
i,i=1,...,nis functioning at time .

» A denotes the event that the entire system is
functioning at time r.
QUANTITATIVE

ANALYSIS » P(A;) = R; (¢) is the reliability of the i’ subsystem.
» P(A) = R (¢) is the reliability of the entire system.



SERIES STRUCTURE
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» Note:
» A=A NA N NA, & A=A UASU - UAS
» ACA;,i=1,....,n=R(t) <R ()
» A serial system reliability is no greater than the
reliability of any subsystem!
» Suppose that the failure events A; are mutually
independent, then

Revuruy R() = P(A) = P (M A)) = " P(A) = H:;Ri (1)

i=1



PARALLEL STRUCTURE
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» A=A 1UAU---UA,
» If the subsystem failure events are independent:

» AC=A{NASN - NAS

> P(A%) = P(A) P (A3)---P(4;)

> P(A) = 1-P(A°) = 1-T[_, P (A7) = 1-T[—, [1 - P (4)]
» Consequently, for independent events:

n

s R(t)=1- Hi:1 (1 —R; (1)



k-OUT-OF-n STRUCTURES
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» Consider identical components,
» The probability failure of failure over a specified time period for a
single component is p, so the component reliability is r = 1 — p,
» Let M denote the number of components that fail in the specified
time period, then
PM=m= C, p" (I1-p)""=C,(1-r"r"
# ways to M n—m
get m/n Jailures—— gypyivers
ReLisuLry » The k/n system will survive if there are no more than n — k failures,

SO

R= Enk (T=r)"F7""
m=0



DEFINITIONS
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» Redundancy is the duplication of critical components in
a system in order to improve reliability.

» Redundancy is normally a parallel connection of
identical components — can be active or standby

1 1
a o— —o b aJ —o b

2 — 2

REDUNDANCY

Active parallel Standby parallel



RELIABILITY OF ACTIVE AND STANDBY
SYSTEMS
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» Consider a redundant (parallel) combination of two
identical components.
» Let Ty, T», T denote the failure times of component 1,
component 2, and the system, respectively.
» the units are identical, so R (f) = Rx(¢)
» assume the failures of the two units are independent
events.

» The system reliability of the active parallel structure is

ST R, (1) =P(T\ >tUT, >1)
=P(T)>t)+P(Ta>t)—P(T1 >1)P(T>, > 1)
R, (l‘) =R (l) + R (l) — Ry (Z‘)Rz (l‘)



RELIABILITY OF ACTIVE AND STANDBY
SYSTEMS — 2

ENGINEERING
RELIABILITY

» The standby system does not start operating until the
primary unit fails.

» The system can survive until time ¢ if the primary unit
survives until time ¢ or the primary unit fails before time
t, but the second unit survives until time

R(t)=P( >t >T)=P(T1 >t)+P(T1 <tNT>>1)

» The two possibilities can be restated as 7; > ¢t or T
occurs at 7 < rand 7, > ¢t — 7. Notice that

P(r<Ti <T+dr)=fi(1)dr
P(r<Ti<7+drNTa>t)=Ry(t —7)fi (7)dr
P(T\ <tNT,>1) = [(R(t—7)fi (1) dr

R (t) =Ry (1) + /OtRz (t—7)fi(7)dr



EXAMPLE: CONSTANT FAILURE RATE
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RELIABILITY » Components with constant failure rate A have reliability
R(t)=e ™
» An active parallel structure has reliability
R, (t) =2 — eV
» A standby parallel structure has reliability

Ry (1) =(1+A)e ™

¥ Standby

parallel

REDUNDANCY

Active
parallel

Single
component

0.5 1 1.5 2 2.5 3




HIGH- AND LOW-LEVEL REDUNDANCY
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High (SYSTEM)-level

—] Redundancy —
1 2 3
1 f— 2 — 3
REDUNDANCY
1 2 L 3

Low (COMPONENT)-level
Redundancy



STRUCTURE FUNCTIONS REVISITED
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» Consider a system with state vector x = {xi,...,x,} and structure
function ¢; (x), and a second system with state vector
y = {y1,...,ym} and structure function ¢- (y).

» if these systems are connected in series then the whole system is
of order n + m, and its structure function is

¢ (x,y) = ¢1(x) #2 (y)

» if these systems are connected in parallel then the whole system is
of order n + m, and its structure function is

¢ (X7 y) = max {¢1 (X) ) ¢2 (Y)}

REDUNDANCY



SYSTEM LEVEL VS COMPONENT LEVEL
REDUNDANCY

ENGINEERING
RELIABILITY

» Suppose the two systems in the parallel structure are identical, i.e.,
we have a system level redundant configuration. In this case,

¢s (x,y) = max {¢1 (x), b1 (¥)} < b1 (aay1, -+ -, XnYn)

» Consider a component level redundant configuration of system one,
the structure function is

¢C (X’Y) = ¢1 (max {X1,y|} P ,max {x"7yn})
But, for coherent systems,
QSI (max {Xl,yl} LA 7H13.X {x"ay’l}) Z ()bl (xlyl’ R 7x'1y'1)

REDUNDANCY SO,
bc (x,5) > ¢s (X,y)
» Thus, in general, we get a better (more reliable?) system through
component redundancy rather than system redundancy.



SYSTEM LEVEL VS. COMPONENT LEVEL
REDUNDANCY — 2
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ao— A, A, oo Ag ——o b

ANB ANnB, AnB - ANB
ANB ANB, ANB - ANB
ANB ANB ANB - ANB

&551 AJ.“BZ AJ.“Bs AW.WBK

» Consider a system with K minimal cutsets, A, 4, ..., Ak.

» For a system level redundant configuration, place an identical
system with cutsets labeled B, Bs, . . ., Bx in parallel with the
original. The redundant system cutsets are all combinations A; N B;,
ij=1,...,K.

» A component level redundant system has cut sets A; N B;,
i=1,... K.

» Consequently, Rc > Rs.

REDUNDANCY
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EXAMPLE: SYSTEM VS COMPONENT

REDUNDANCY

{a}{a,a}

{a.b}.{a.b.b},
* (b8, 8.} {a,.a,,b,,b}

L




REDUNDANCY LIMITATIONS

ENGINEERING
RELIABILITY

» Common-mode failures are caused by dependencies
that cause redundant components to fail
simultaneously.

» common power supply
» shared environmental stresses
» common maintenance issues

» Load sharing can cause reliability degradation in active
parallel systems.
» failure of one unit can cause increased stress on
remaining units, e.g., engines, pumps, etc.,

» switching failures can occur in standby parallel systems
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