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Privacy Declaration, Management and Agreement

(This document needs to be completed and signed by a guardian of Applicants that are under 18 years of age.)

SECTION 1: OVERVIEW

1.1 Introduction

The Blue Hand Group (the Charity) is passionate about transparency, discovery,
learning, and working to evolve and improve. We are an active, flexible, engaged
socially conscious charity committed to promoting well-being through sustainable
practices and contemporary ideas.

In providing various programs to support the community via engagement functions
and provision of health and wellbeing services, the Charity collects, uses, discloses,
and holds a broad range of personal and health information relating to students
(including prospective, current, and alumni), staff, patients and third parties.

This information is entrusted to The Blue Hand Group and the Charity is required
under the Privacy and Personal Information Protection Act (NSW) 1998 (PPIPA) and
the Health Records and Information Privacy Act (NSW) 2002 (HRIPA) (collectively the
“Privacy Acts”) to ensure its protection.

The Charity has developed this Privacy Management Plan (Plan) in accordance with
section 33 of PPIPA. This Plan sets out the Charity's commitment to respecting the
privacy rights of its students, volunteers, ambassadors, board members, staff,
patients, and third parties. It also explains the Charity's practices and procedures in
handling personal information under PPIPA and health information under HRIPA.

All Charity staff have an obligation to implement the privacy principles established
by PPIPA and HRIPA in their day-to-day practices, by complying with the Privacy Acts
in the course of collecting, managing, using, disclosing and securing personal and
health information.

1.2 What Does This Cover?

Personal Information

Definition: The PPIPA defines personal information, in s 4(1), as: ‘information or an
opinion (including information or an opinion forming part of a database and whether
or not recorded in a material form) about an individual whose identity is apparent or
can reasonably be ascertained from the information or opinion. Personal information
includes such things as an individual’s fingerprints, retina prints, body samples or
genetic characteristics...
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Personal information held by The Blue Hand Group

The Charity collects and holds personal information to support its functions related
to learning and teaching, research, student administration, student services, and
activities, complaints, and disciplinary activities, recruitment and employment
activities, health and wellbeing activities, employment and relationships with
external parties for commercial, philanthropic and marketing purposes.

Personal information can be stored in a range of locations, forms, and formats (for
example, paper-based formats, digital formats including photographs and other
image formats, video and film footage, voice recordings, and computer-based
storage including databases).

The information collected includes the following and is stored in the following ways
(this is not an exhaustive list):

TYPE: Students/Volunteers

e Personal identifiers (e.g. names, date of birth, address, contact details, vaccine
certificate/ WWCC, and National Police Check)

e Clear and current photo identification such as passport, license, student ID or
Photo ID

e Assessment information (including suggestions, correspondence between
themselves and The Blue Hand Group, resources or ideas presented by the
individual.)

TYPE: Staff/Ambassadors

¢ Personal identifiers (e.g. names, unique identification numbers, address, contact
details)

¢ Digital photos for involved persons in include in their files for security reasons

¢ Financial information (e.g. tax file numbers, banking details, remuneration
details, superannuation details) Note: Ambassadors do not need to provide this
information.

e Previous employment details Note: Ambassadors do not need to provide this
information.

e Staff communications

TYPE: External

e Personal identifiers (e.g. names, contact details) of individuals associated with
the Charity such as benefactors, sponsors, consultants, contractors, suppliers,
users of the Charity’s facilities etc.

¢ Financial information (e.g. banking details of contractors, consultants, suppliers)

e Some records of the Charity's governance bodies (particularly Council, and
Senate and its subcommittees) may refer to personal information relating to
external persons
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STORAGE: Students/Volunteers

e Our CRM system holds students, volunteers, representatives, sponsors,
ambassadors, and board member identifiers, including but not limited to,
applications, admission, and progression information.f

e Faculties, Departments, and individuals involved that share information with The
Blue Hand Group will also have their relevant information stored in order for the
Chairity to provide consistent support to those the organisation works with.

e The Application form contains sections requiring identifiers, certain records, and
communications between individuals and others within the Charity and whilst
acting on the behalf or as a representative of the Charity.

e The Blue Hand Group holds records on volunteers, students, staff, and other
users to identify users and facilitate tailored tasks and responsibilities.

e The Charity and those associated with The Blue Hand Group retain records
relating to possible thefts, breaches of conduct, and incident notifications and
reports.

STORAGE: Staff/Ambassadors

e Electronic information management systems and files that contain most
personal information

e |ICT systems contain staff identifiers including staff emails and passwords and
other Blue Hand Group accounts

e The Charities’ website and publications (including the publicly accessible staff
directory) may provide staff identifiers including name, position, telephone
number, office location, email address, and qualifications.

STORAGE: External
e Marketing, governing bodies, monetary processing companies, and banking
systems hold information regarding benefactors and sponsors
¢ Financial systems hold information about suppliers, vendors, and contractors
e Committees and governance bodies may hold personal information of external
persons relevant to the performance of their relevant functions

Some of the Charity's program activities and auditing procedures involve the
collection of data of people both inside and outside the Charity which may also
include personal or health information (this may be held by The Blue Hand Group or
by individual researchers). Human-based research projects require prior approval
by the Charity's Human Ethics Research Committee (HREC), and as part of this
process, consent is normally obtained in respect of the collection, use and
disclosure of personal or health information for research purposes. However,
consent for research purposes may not be required in certain situations (see
section 4.1 of this Plan). Further information regarding research considerations can
be obtained from the Privacy Toolkit.
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Health Information: Definition
The HRIPA defines health information, in s 6, as
a) Personal information that is information or an opinion about:

e i.the physical or mental health or a disability (at any time) of an individual; or

e ii. an individual’'s express wishes about the future provision of health services to

him or her, or

e iii. a health service provided or to be provided to an individual;or
b) other personal information collected to provide, or in providing a health service,
or
c) other personal information about an individual collected in connection with the
donation, or intended donation, of an individual's body parts, organs or body
substances, or
d) other personal information that is genetic information about an individual arising
from a health service provided to the individual in a form that is or could be
predictive of the health (at any time) of the individual or of a genetic relative of the
individual, or
e) healthcare identifiers’

Health Information Held by the Charity

The Charity collects and manages health information as a is required and in
accordance with the law. Health information of staff (including volunteers,
ambassadors, and others) is collected and used to enable the programs to perform
their functions safely (for example, to ensure that all parties involved with the
Charity have been fully vaccinated). The information collected includes the
following and is stored in the following ways (not exhaustive):

TYPE AND STORAGE: Student/Volunteer/Ambassador
e Current Covid-19 vaccination certificate
¢ CRM systems hold student/volunteer/ambassador medical information.

Type AND STORAGE: Staff/Board Members
e Current Covid-19 vaccination certificate
e Staff welfare information (e.g. health and medical information related to
employment including sick leave documentation; Workers Compensation and
Occupational Health and Safety files; disability and equity information)
e Human Resources electronic information management systems and staff files
contain most staff information.
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Exclusions
The following are some relevant examples of categories of information that are
excluded from the scope of both the PPIPA and HRIPA:
e Information about an individual who has been dead for more than 30 years
¢ Information about an individual that is contained in a publicly available
publication
o This can include, for example, information which is published in newspapers,
books, or on the Internet (including social media plotforms), broadcast on
radio or television, or made known at a public event such as a graduation
ceremony
¢ Information or an opinion about an individual’s suitability for appointment or
employment as a public-sector official.
A full list can be found within the legislation.

1.3 What are the Charity's Responsibilities?

The PPIPA and HRIPA contain principles that govern the protection of personal
information. The PPIPA sets out information protection principles that cover the
collection, storage, access, accuracy, use, and disclosure of personal information,
with the HRIPA additionally covering identifiers and anonymity as well as transferrals
and linkage. This is detailed below:

Information Protection Principles (IPPs) Health Privacy Principles (HPPs)

NS

Storage

Access and

Identifiers and
Anonymit

Transferals and
Linkage
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These are the legal obligations which the Charity must abide by when collecting,
storing, using, or disclosing personal and health information. Some exemptions do
apply which are detailed in Section 4.1. Further detail on how the Charity is meeting
these obligations is included in Section 2 of this document.

1.4 Further Information

Further guidance is set out in the following sections of this Plan as follows:
- Applying the principles

- Complaints and breaches

- Other information

- Training and support

Additional resources including all relevant forms and templates, and
accompanying policies and procedures can be found in the Privacy Toolkit or by
contacting the Privacy Officer, via email at thebluehand.aus@gmail.com
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SECTION 2: APPLYING THE PRINCIPLES

2.1 The Information Protection Principles (IPPs) and Health Privacy Principles (HPPs)

Information Protection Principles (IPPs) Health Privacy Principles (HPPs)

N

Storage

Access and

Identifiers and
Anonymit

Transferals and
Linkage

How the Charity complies with the IPPs and HPPs is set out below. Where there is
overlap between the IPPs and HPPs these have been addressed as one.
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2.2 Collection - Lawful - 1PP 1/ HHP 1

An agency must only collect personal and health information for a lawful purpose.
It must be directly related to the agency’s function or activities and necessary for
that purpose. Personal and health information must only be collected by lawful
means, for a lawful purpose, directly related to a function or activity of the Charity,
and reasonably necessary for that purpose.

These purposes include, primarily, functions relating to admission, applications,
progression, and program-relevant information to individual contributions;
communication with prospective sponsors and ambassadors; volunteer activities;
medical and health services; recruitment, selection, appointment, management,
and payment of staff; research; and business dealings that support the functions
of the Charity.

Direct - IPP / HPP 3

IPP2 - An agency must only collect personal information directly from the
individual unless the individual has authorised collection from someone else, or if
the information relates to a person under the age of 16, it has been provided by a
parent or guardian.

HPP3 — An organisation must collect health information about an individual only
from that individual unless it is unreasonable or impracticable to do so. Wherever
possible, the Charity must collect personal and health information directly from the
individual the information relates to subject to the above exemptions. Individuals
can authorise the collection of information from others.

For example: Applicants authorise The Blue Hand Group to collect their
application information for the purposes of assessing which programs and
responsibilities they are best suited to. Staff can authorise the Charity to collect
health information from their medical or health practitioners. Gaurdians of children
under 16 can provide this information on behalf of their children.

The Charity is not required to comply with IPP 2 / HPP3 if the information concerned
is collected in connection with proceedings (whether or not actually commenced)
before any court or tribunal.
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Open - IPP3 [ HPP4
Before or as soon as practicable after collection, an agency must inform an
individual that the information is being collected, why it is being collected, who will
receive it, how it will be used, and to whom it may be disclosed. Individuals must
also be told how they can access and correct their personal and health
information, if the information is required by law or is voluntary, and any
consequences that may apply if they decide not to provide it. The Charity must
take reasonable steps to ensure that the person whose information is being
collected is aware of the fact of collection.
The Charity must inform individuals of the following:

e The identity of the party collecting the information and how to contact it

e The reason for the collection of the information

e The parties to whom the information is usually disclosed to

e How the individual can access and correct the information being collected, and

e The consequences that may apply if the individual decides not to provide that

information

The Charity informs individuals of the above matters through its Concent, privacy
statements, and consent forms as required. Consent is a key control to ensure the
individual has understood and provided informed consent.

Where the supply of information is voluntary (i.e. it is not required by law), the
Charity explains (in its collection notices) the consequences of not supplying it. For
example, in the terms and conditions of enrolment, the Charity explains that
admission or volunteering cannot proceed without particular information being
provided by prospective individuals. In cases where information being sought is
required by law, the legal basis of this request is clearly communicated to the
individual.

IRelevant - IPP4/HPP2

An agency must ensure that personal and health information is relevant, accurate,
complete, up-to-date, and not excessive. The collection should not unreasonably
intrude into personal affairs. When deciding to collect personal and/or health
information, the Charity must consider the relevance, necessity, and accuracy of
the information, and take care not to intrude on the personal affairs of individuals
from whom information is being sought. For example, individuals submitting
complaint notifications are asked to provide documentary evidence of the nature
of the disruption, the dates and/or length of the disruption, and the severity and
impact of the disruption on their daily functioning and mental wellness. Whether
the disruption relates to a pre-existing condition. The individual is only requested to
provide information that is relevant to their disruption.
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2.3 Storage

Secure - IPP5/HPP5

An agency must store personal information securely, keep it no longer than
necessary and dispose of it appropriately. It should also take reasonable security
safeguards to protect personal information from unauthorised access, use,
modification, or disclosure. The security of personal information collected by the
Charity is paramount, whether this information is in computer or online systems, or
in paper-based form. This means that personal information must be protected
from unauthorised access, alteration, use, and disclosure.

Digital Information Security
Information security is fundamental to information privacy. The Charity recognizes
the fast moving pace of IT security technological advances and the sophistication
of security attacks. As such, the Charity has a strategic focus to mature and
reinforce the security and integrity of information and data. To this end, relevant
Information Security Policies and Procedures are reviewed and refreshed on an
ongoing basis to ensure their effectiveness. In accordance with the Information
Security Policy a number of key controls are in place to ensure the protection of
personal information some of which have been included below:
e Governance
o Direction and support for information security is driven by the Chief
Information Officer and Senior Leadership Team. Appropriate policies and
procedures have been put in place to ensure that relevant governance
structures are in place.
¢ Information security systems
o Security software has been deployed across The Blue Hand Group's
computing systems and network components
o The Charity's information security management practices apply the
international standard ISO/IEC 27001:2013 and the information security
systems are maintained and continually improved with this standard in
mind
¢ Information classification labelling and handling
o All data that is stored, processed, or transmitted on Charity IT resources (or
on other IT resources where charity business occurs) are classified into one
of three categories.
= Confidential
= Controlled
= Published
o Minimum standards have been developed that should be applied to
Confidential, Controlled and Published data categories to ensure it receives
the appropriate level of protection and comply with the relevant laws and
regulations.
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o Security considerations are also taken into account in arrangements for
data transmission (including encryption and password protection where
appropriate), backup and storage.

e Controlling access to information systems

o Systems provide secure storage for confidential data as required by
confidentiality, integrity, and availability needs. Security is provided by
firewall controls, encryption access controls, file system audits, physically
securing the storage media, or any combination or other means deemed
appropriate.

o Formal procedures are in place to control the allocation of access rights to
information systems and services. These procedures cover all stages in the
lifecycle of user access, from the initial registration of new users to the final
deregistration of users who no longer require access to information systems
and services.

o The Charity monitors IT Resources by performing the following system
audits:

= reviewing privileged access quarterly, to ensure continued access is
required

= logging and auditing use of and changes to IT systems and services,
and

= retaining security logs for monitoring and investigations.

o Passwords are required when using work computers, portable devices, and
email communications to meet the policy requirements, including
conforming to strength requirements.

e Acquisition, development, and maintenance of information systems and
services

o To maintain the security of application system software and information the
following have been implemented:

= Change control procedures
» Technical review of applications after operating system changes
= Restrictions on changes to software packages
= Supervision and monitoring of outsourced software development
¢ Relationships with external third parties and information disclosed outside NSW
or to Commonwealth agencies

o Where it is necessary for personal or health information to be disclosed to a
third party provider for the purposes of providing a service, the Charity
ensures that appropriate contractual protections are included in the
contract with the provider to prevent unauthorised use or disclosure of
personal or health information.

o Contracts with third party providers include appropriate standards for data
protection and require compliance with the relevant privacy principles.
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o Where the Charity intends to disclose personal or health information to a
third party service provider outside of NSW or to a Commonwealth agency,
the Charity takes reasonable steps to ensure that the information it has
disclosed will not be held, used or disclosed by the recipient inconsistently
with the IPPs [ HPPs. It does this by:

= including contractual protections requiring the recipient to comply with
the IPPs / HPPs and the Privacy Commissioner’s guidance on transborder
disclosures;

= making an assessment to determine that the privacy protections
operating in the destination jurisdiction are substantially similar to those
in NSW; and

m conducting audits over the service providers’ IT systems before the
contract is entered into and during the term of the contract

e Training and awareness

o Information security awareness training activities are conducted
periodically for the Charities staff, ambassadors, volunteers, and students.

o Charity Staff is advised of new or updated policies and procedures through
the intranet and, on occasion, targeted training.

e Breaches/Disciplinary Action

o The Charity has comprehensive policies, procedures, and processes in
place to appropriately respond to data security breaches. This includes
procedures to ensure that security events (possible or potential breach or
failures of safeguards) and security incidents are reported, investigated,
and properly managed.

o The Charity also has log monitoring tools in place which help detect
unauthorised access and use of our systems. For example, attempts to
bypass access controls will be detected by the log monitoring tools and
relevant staff alerted.

o The Charity has policies and procedures in place to investigate and take
appropriate disciplinary action against Charity staff found responsible for
data breaches.

Records Management

The Charity's records are governed by the State Records Act 1998 (NSW) and
associated Standard on Records Management issued by the State Archives &
Records Authority of NSW. The Charity's record management system has been
identified as a secure and authoritative repository for the Charity's digital record
storage and management.
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It ensures that the following controls are in place to ensure information security
and accuracy:

e Version Control

e Access Control

e Unique ID

e Audit Log
The Charity keeps information for only as long as necessary or as required by law,
reducing the risk that it may be mishandled. If we find that we have no further need
for your personal information we may archive it in accordance with our record
retention obligations or securely destroy all record of it in a secure manner as
appropriate (for example, using secure (locked) recycling bins and shredders).

2.4 Access and Accuracy
Transparent - IPP6/HPP6
An agency must provide an individual with details regarding the personal and
health information they are storing, why they are storing it, and what rights
individuals have to access it. The Charity must take reasonable steps to ensure the
information it holds and uses is relevant, accurate, up to date, and not misleading,
having regard for the purposes for which it was collected and any purpose(s)
directly related to that purpose (this is considered the primary purpose of
collection). Individuals have a right to know:

e whether information about them is held by the Charity

e the nature of the information being held

e the main purpose(s) for which it is being used

e how they can access their information (and ensure valid requests for access

proceed without excessive delay or expense)
e how they can correct this information it if it is not accurate

Accessible - IPP7/HPP7

An agency must allow access to personal and health information without
excessive delay or expense. Individuals can view their information collected as part
of the application process. Individuals can contact The Blue Hand Group to request
their information or use to see what personal information is currently stored. All
requests for access should follow the Request for Information process. The Charity
will allow any individual to access the information held about them in accordance
with the PPIPA and HRIPA. Individuals can contact The Blue Hand Group with a
formal written request for said access to information. There is a $50 fee to cover
administrative costs. The fee must be paid to Commbank, BSB: 062212, Account
Number: 1070 7628. The Charity will hand over the relevant information within
fourteen business days of receiving the fee and the written request. Note that
access to information about a third party is not accessible under the Privacy Acts.
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Correct - IPP8/HPP8

An agency must allow an individual to update, correct, or amend personal and
health information where necessary. Individuals can update their information
collected as part of the application process by contacting
thebluehand.aus@gmail.com. People can contact The Blue Hand Group to correct
or update some of their information via the email address provided above.

2.5 Use
Accurate - IPP9/HPP9
An agency must ensure that personal and health information is relevant, accurate,
up to date, and complete before using it The Charity must take reasonable steps to
ensure that the information it holds is relevant, accurate, up to date, and not
misleading, having regard to the purpose(s) for which the information is to be
used. The preference of the Charity is to have one authoritative source of
information that can be maintained as opposed to multiple sources which risk
being incomplete, inconsistent, or outdated. Additionally, staff and other relevant
persons can update certain information themselves, such as contact details,
through the available IT systems. Prior to using personal information, the Charity
will take reasonable steps to check its accuracy by taking the following into
consideration:

e What was the purpose for which the information was collected?

e When was it collected?

e What was the context in which this information was collected?

e What purpose is the information going to be used for?

e Who has access to this information? A