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Wyoming SLEDS
Media Protection Policy
Purpose
This Policy describes requirements for protecting restricted SLEDS Information on media, including paper, external drives, workstations, and digital storage.
Scope
This Policy applies to the SLEDS Environment, SLEDS Information, Participating Entities, and other parties authorized or responsible for carrying out SLEDS Policies.
[bookmark: _fkoe3gd0ga4g]Applicable Standards and Regulations
· Federal Education Rights and Privacy Act (FERPA),  §20 U.S.C. § 1232g; 34 CFR Part 99.
· Unemployment Insurance Program Letter, No. 14-17 (dated March 23, 2017) regarding States' Responsibilities for Internal Security in the UI Program
· Federal and State privacy and security rules and regulations governing SLEDS Information including, but not limited to e-CFR  §§ 99.1 - 99.67 
· NIST (SP) 800-171, Rev. 2 requirements and corresponding International Organization for Standardization/ International Electrotechnical Commission (ISO/ IEC) 27001 Security Controls
· State of Wyoming Information Technology Policies and Standards, including but not limited to:
· General Policies and Standards
· Security and Privacy Policies and Standards
· Information Management and Control, Document Management Policies and Standards
· Facilities, Logistics, Natural Resources and Environmental Policies and Standards
· Plans and Operations; Research and Development Policies
· Manpower and Personnel Policies and Standards
[bookmark: _cg78tr2oat4t]Policy Statements
The State of Wyoming’s technology policies and standards are the minimum control requirements. More restrictive controls shall apply to the SLEDS Environment as provided in this Policy.

	1
	Participating Entities shall remove SLEDS Data from electronic devices and electronic media under their control or ownership in alignment with Wyoming State IT Policy 09400-P164 Policy Preparation of Electronic Devices and Media for Disposal.

	2
	Participating Entities shall manage their logical and physical access controls of the hardware and software that processes SLEDS data in a meaningful way in alignment with the SLEDS Access Control Policy and the Access Control Procedure. This includes applications, peripherals, removable media, other components and could be one computer or a network of computers, as stated in the Wyoming State IT Policy.

	3
	 WCCC IT staff shall document and confirm proper authorization controls for restricted information, including Personally Identifiable Information (PII).  This policy will be enforced to ensure proper access controls in alignment with SLEDS Identification and Authentication Policy, the SLEDS Access Control Policy, and the Access Control Procedure.

	4
	All electronic devices and media storing SLEDS Information will be erased, encrypted, sanitized or destroyed in alignment with the SLEDS Data Destruction Policy and the Data Destruction Procedure.

	5
	All workstations networked to the SLEDS Environment shall maintain current Windows and software updates.  All WCCC workstations shall employ drive-level encryption.

	6
	No USB or other removable devices shall be utilized or allowed to store SLEDS Information.

	7
	WCCC may conduct scans to enforce controls restricting the use of USB drives or other removable devices.


[bookmark: _tdx07shf9lqt]Additional Information
Additional and supporting information can be found using the following resources:
· SLEDS Glossary of Defined Terms
· SLEDS Policy and Procedure Inventory
· SLEDS Data Research Request Process 
· U.S. Department of Education FERPA Guidance
· PTAC Guidance on Integrated Data Systems
· PTAC Summary of FERPA Exceptions
For questions or concerns related to this Policy, please contact the Wyoming Community College Commission  Chief Technology Officer (CTO) at (307) 777-7763.
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