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Wyoming SLEDS
Generative Artificial Intelligence
Purpose
This policy outlines guidelines and principles for the responsible and ethical use of Generative Artificial Intelligence (AI) within the Wyoming Statewide Longitudinal Educational Data System (SLEDS). The objective is to ensure that the utilization of Generative AI in SLEDS promotes transparency, fairness, privacy, and accountability while enhancing data analysis capabilities. 	Comment by Ken Reynolds: Generative AI Definition for the Glossary: Generative AI refers to the use of machine learning algorithms to generate new content, such as text, images, or videos, based on patterns learned from existing data. It involves the creation of synthetic data that resembles real data, allowing for enhanced analysis and modeling capabilities.
[bookmark: _ay68tf75at00]Scope
This Policy applies to the SLEDS Environment, SLEDS Information, Participating Entities, and other parties authorized or responsible for carrying out SLEDS Policies.
Applicable Standards and Regulations
· Federal Education Rights and Privacy Act (FERPA),  §20 U.S.C. § 1232g; 34 CFR Part 99.
· Unemployment Insurance Program Letter, No. 14-17 (dated March 23, 2017) regarding States' Responsibilities for Internal Security in the UI Program
· Federal and State privacy and security rules and regulations governing SLEDS Information including, but not limited to CFR  §§ 99.1 - 99.67 
· NIST (SP) 800-171, Rev. 2 requirements and corresponding International Organization for Standardization/ International Electrotechnical Commission (ISO/ IEC) 27001 Security Controls
· State of Wyoming Information Technology Policies and Standards, including but not limited to:
· General Policies and Standards
· 09400-P170 Policy User Access Management
· 09400-S170 Password Standards
· Security and Privacy Policies and Standards
· Information Management and Control, Document Management Policies and Standards
· Facilities, Logistics, Natural Resources and Environmental Policies and Standards
· Plans and Operations; Research and Development Policies
· Manpower and Personnel Policies and Standards

· SLEDS High Availability Data MOU (HADS)
[bookmark: _7i960fugq9s]Policy Statements
The State of Wyoming’s technology policies and standards are the minimum control requirements. More restrictive controls shall apply to the SLEDS Environment as provided in this Policy.

	1
	Data Privacy: 
Use of AI tools to further SLEDS initiatives is allowed. 
Only publicly accessible SLEDS data can be used with public/cloud based AI tools.  

	2
	Data Quality: 
Only high-quality and relevant data should be used for training generative AI models. The data should accurately represent the population it intends to model and be regularly updated to reflect changes in demographics or other relevant factors.     

	7
	Human Oversight: 
Human experts should have an active role in the oversight of generative AI models. Their expertise should be utilized to interpret and validate the outputs, address potential biases, and ensure ethical considerations are met.

	10
	Continuous Monitoring and Evaluation: 
Model Performance: The performance and impact of generative AI models should be continuously monitored and evaluated. Feedback mechanisms should be established to collect user experiences and address any concerns or issues promptly.
Algorithmic Bias: Regular assessments should be conducted to identify and address any unintended biases that may arise from the generative AI models. Mitigation strategies should be implemented to ensure fair and unbiased outputs.

	11
	Compliance and Regulation
Legal Compliance: All activities involving generative AI within the SLEDS should comply with relevant laws, regulations, and policies, including data protection, privacy, and intellectual property rights.
Ethical Guidelines: This policy should align with broader ethical guidelines and principles for AI development and usage, such as those outlined by professional organizations, regulatory bodies, and international standards.

	
	



[bookmark: _tdx07shf9lqt]Additional Information
Additional and supporting information can be found using the following resources:
· SLEDS Glossary of Defined Terms
· SLEDS Policy and Procedure Inventory
· SLEDS Data Research Request Process 
· U.S. Department of Education FERPA Guidance
· PTAC Guidance on Integrated Data Systems
· PTAC Summary of FERPA Exceptions
For questions or concerns related to this Policy, please contact the Wyoming Community College Commission  Chief Technology Officer (CTO) at (307) 777-7763.
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