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Protecting Yourself from Identity Theft 
 
Greetings Client Advocates,          September 2021 
 
Cybercrime has been everywhere this year. Even though reported attacks affect mostly large 
corporations, individuals must also remain vigilant, so their personal information doesn’t fall 
into the wrong hands. 
 
Stay up to date with what’s happening in the cybersecurity space to better protect your own 
online presence. The information in the flyer this month explains the different types of phishing 
attacks that target consumer data. You’ll learn how these cyberattacks happen in the first place, 
plus what you can do to avoid inadvertently sharing your information with cybercriminals.  
 
With so much of our personal information online, protecting it from cyberattacks should be a 
top priority for all of us. You’ll remain one step ahead of identity thieves when you’re able to 
maintain a smart presence online!   
 
As always, if you would like a referral to any resources you may need – please reach out. It’s 
always great to hear from you!  
 
We appreciate your ongoing advocacy and are delighted to be of service.  
 
Sincerely, 
The Group Estes Realty Team 
 
Always looking for more ways to be of service … and working exclusively by referral throughout 
North King County and Snohomish County (and beyond sometimes!) 
 
If you know of someone who would appreciate the consistent level of service we provide, please 
introduce me via email, or call / text me with their name and contact information. I look forward 
to following up and will take great care of them. 
 



Phishing 
Emails: 
Cybercriminals 

will try to trick you 
into giving up personal 
information by way of a 
fake email. 

Tip: Don’t open 
attachments or links 
in emails you aren’t 
expecting. 

Social Media 
Phishing:  
Direct 

messages from fake 
accounts. 

Tip: If you click a link 
in a direct message 
that appears to be 
from a familiar account, 
but it prompts you to 
re-enter your log-in 
credentials, it is fake. 

Identity Theft 
Cyberattacks are a common way for identity thieves to 

access your personal information. Understand how these 

attacks happen so you can prevent them! 

Phishing  
incidents rose  

nearly 220% 
in 2020.1

PROTECTING YOURSELF FROM

Fake Texts 
(Smishing):  
Watch out 

for texts that request 
sensitive information 
like passwords, bank 
accounts or credit card 
numbers. 

Tip: Most banks will 
never text you with 
information about 
your account. Call your 
financial institution’s 
direct line to verify any 
suspicious texts. 

Fake Calls 
(Vishing):  
 The Internal 

Revenue Service (IRS), 
banks or other major 
services (like Amazon) 
will very rarely request 
personal information 
over the phone. Calls   
like these are fake.

Tip: Do not return 
voicemails about 
“compromised 
accounts.” Instead, 
review account activity 
online, then report the 
fake call to that service. 

How Do Cyberattacks Happen?
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Report the Attack
If you find out your information  
was compromised, report it at 
identitytheft.gov. The FTC will  
generate a customized recovery plan.

Regularly back up 
your files. Back up 
on multiple drives  
in case a device fails.

Keep security 
programs, browser 
plugins and all other 
software up-to-date.

personal information
These simple actions will help you stay one step  

ahead of cyberattacks and give you a plan if 

your information becomes compromised. 

PROTECTING YOUR

Set up a credit 
monitoring service 
to know when you’ve 
been compromised so 
you can act quickly. 

Ensure you have 
updated antivirus 
software and firewall 
running before you 
go online. 

Enable two-factor 
authentication 
wherever possible. 

Create unique 
passwords of at least 
12 characters, and 
use letters, numbers 
and symbols. 

SOURCE: 1. David Warburton, “2020 Phishing and Fraud Report,” F5 Labs.   


