MQTT Broker SSL Implementation Guideline

Mainly 2 steps

1. Bring up EC2 Linux System
2. Install mosquitto on the above system

Bring up EC2 Linux System

st-2#Instances:sort =instanceld w @ i

Instances |[ECZMan X @ SetorChangethe Fe X | M Inbox (178)- prades X | @ ConfiguringandTes X | @ Using The Mosquitt: X | @ Using The Mosquittc X | @ Mosquitto Usemam: X

&« C @ us-west-2.console.aws.amazon.com/ec2/v2/home?region=us.

Services v  ResourceGroups v % 0 rditech ~

Oregon v Support v

£C2 Dashboard
Acti v
ons A O % 0

Tags 4 | Q Filterby tags and attributes or search by keyword @ 10202

Events

Reports
" Name ~ Instance ID ~ Instance Type - Availability Zone - Instance State -  Status Checks -~ Alarm Status Public DNS (IPv4) ~  IPv4 Public IP - IPv6IPs -
Limits

@ Windows -03587f2ebbbcabb21  t2.micro us-west-2a @ stopped None Y  ec2-34-211-161-54us- 3421116154
Ubuntu -06330fbadd5b31193  t2.micro us-west-2b @ stopped None & -

=) INSTANCES
Instances
Launch Templates
Spot Requests
Reserved Instances
Dedicated Hosts
Scheduled Instances
Capacity Reservations >
. Instance: | -03587f2ebbbcabb21 (Windows)  Elastic IP: 34.211.161.54 [_N =N =]
AMIs

Description | Status Checks | Monitoring | Tags
Bundle Tasks

Instance 1D -03587f2ebbbeabb21 Public DNS (IPvd)  €c2-3d-211-161-54.Us-WeSt:2.compUte aMaZenaws. com
BLOCK
- Instance state  stopped IPv4 Public 1P 24.211.161.54
Volumes Instance type ~ t2micro 1Pv6 IPs
Snapshots ElasticIPs ~ 34.211.161.54* Private DNS  ip-172-31-28-231.us-west-2.compute internal
Availability zone  us-west-2a Private [P 172.31.28.231
Lifecycle Manager
Security groups  launch-wizard-1. view inbound rules. view outbound rules Secondary private IPs
= ORK & Scheduled events VPCID  vpc-e871428e
AMIID  Windows_Server-2019-English-Ful-Base-2019.08.16 (ami- SubnetD  subnet-5easdfas
Security Groups
04ad37d29320886c0)
Elastic IPs Platform ~ windows Network interfaces ~ eth0
Placement Grouns 7 IaMrole - Sourcasdest check  True h
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&« C @& us-west-2.console.aws.amazon.com/ec2/v2/home?region=us-west-2#Launchlnstanc

1. Choose AMI nstance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7.
. H [ l and Exit
Step 1: Choose an Amazon Machine Imarge (AMI ancefand 1
@ UDUNIU Server15.U4 LIS (VM) 55U VOIME 1yPe - ami-Uoas | € 10eauaacsa (04-DIt Xso) / aMI-ULCDEan L2501 9D£C (04-DIL AT [ Select | .

Ubuntu Server 18.04 LTS (HVM) EBS General Purpose (SSD) Volume Type. Support available from Canonical (http:/www.ubuntu.com/cloud/services). ® 6a-bit (xB6)

Rootdevice type-ebs  Virtualization type:hvm  ENA Enabled: Yes 64-bit (Arm)

Free tier eligible

Are you launching a database instance? Try Amazon RDS. Hide
Amazon Relational Database Service (RDS) makes it easy to set up, operate, and scale your database on AWS by automating time-consuming database management tasks. With RDS, you
can easily deploy Amazon Aurora, MariaDB, MySQL, Oracle, PostgreSQL, and SQL Server databases on AWS. Aurora is a MySQL- and PostgreSQL-compatible, enterprise-class

database at 1/10th the cost of commercial databases. Learn more about RDS

Launch a database using RDS

Ubuntu Server 16.04 LTS (HVM), SSD Volume Type - ami-0994¢095691a46fb5 (64-bit x86) / ami-033a024887b09d8a8 (64-bit Arm)

Ubuntu Server 16.04 LTS (HVM) EBS General Purpose (SSD) Volume Type. Support available from Canonical (http:/www.ubuntu.com/cloud/services). ® 64-bit (x86)

Free tier eligible

Rootdevicetype:ebs  Virtualization type:hvm  ENA led: Yes. 64-bit (Arm)
Microsoft Windows Server 2019 Base - ami-0bff712af642¢77¢9 m
Wind
lindows Microsoft Windows 2019 Datacenter edition. [English] 6a-bit (x86)

Free tier eligible

Rootdevicetype:ebs  Virualization typarhum  ENA

@ Deep Learning AMI (Ubuntu 16.04) Version 25.0 - ami-025c308193ac1a136

MXNet-1.5.0, TensorFlow-1.14, PyTorch-1.2, Keras-2 2, Chainer-6.1, Caffe/2-0.8, Theano-1.0 & CNTK:2 7, cenfigured with NVIDIA CUDA, cuDNN, NCCL, Intel MKL-DNN, Docker & NVIDIA-

64-bit (x86)
Docker. For a fully managed experience, check: https://aws.amazon.com/sagemaker

Rootgevicetype:ebs  Vinualization typeshwm  ENA Enabled: Yes
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Launch instancewiz- X @ SetorChangethe R X | M Inbox (178)- prades. X | @ Configuringand Tes' X | @ Using The Mosquitic X | @ Using The Mosquitic X | @ Mosquitto Usemam: X

< c

& us-west-2.console.aws.amazon.com/ec2/v2/home?region=us-west-2#aunchlnsta

7. Review

4. Add Storage

1.ChooseAMI 2. Choose Instance Type 3. Configure Instance 5. Add Tags 6. Configure Security Group

Step 2: Choose an Instance Type

Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinations of CPU, memory, storage, and networking capacity, and give you the

flexibility to choose the appropriate mix of resources for your applications. Learn more about instance types and how they can meet your computing needs.

Filterby:  Allinstance types v Current generation v  Show/Hide Columns

Currently selected: t2 micro (Variable ECUs, 1 vCPUs, 2.5 GHz, Intel Xeon Family, 1 GiB memory, EBS only)

Family - Type - vePus (i - Memory (GiB) - Instance Storage (GB) (i) -~  EBS-Optimized Available (i) -~ Network Performance (i)~
i
a General purpose 1 1 EBS only Low to Moderate Yes
S— " - S -
General purpose 2 4 EBS only Low to Moderate Yes
General purpose 2 8 EBS only Low to Moderate Yes
purpose t2.xlarge 4 16 EBS only Moderate Ves
General purpose 12.2xlarge 8 2 EBS only Moderate Yes
General purpose t3a.nano 2 05 EBS only Yes Up to 5 Gigabit Yes
General purpose 13a.micro 2 1 EBS only Yes iaiai Ves -

Cancel | Previgus Review and Launch [JRIVEN
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Wizard:

< G @ us-west-2.console.aws.amazon.com/ac2/v2/home?region=us-west-2#Launchins

15:00
01-11-2019

7. Review

1.Choose AMI 2. Choose Instance Type nfigureinstance 4 Add Storage 5. Add Tags 6. Configure Security Group

Step 7: Review Instance Launch

Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair to your instance and complete the launch process

~ AMI Details
@)  Ubuntu Server 16.04 LTS (HVM), SSD Volume Type - ami-0994c095691a46b5
m Ubuntu Server 16.04 LTS (HVM)EBS General Purpose (SSD) Volume Type. Support available from Canenical (http:/www.ubuntu.com/cloud/services).

Root Device Type: ebs  Virtualization type: hvm

~ Instance Type

Instance Type ECUs VCPUs Memory (GiB) Instance Storage (GB) EBS-Optimized Available

t2.micro Variable 1 1 EBSonly - Low to Moderate

~ Security Groups

launch-wizard-6
launch-wizard-6 created 2019-11-01T15:01:49.372+05:30

Security group name
Description

Type Protocol Port Range | Source ( Description (

This security group has o rules

» Instance Details
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Launchinstance wiz: X @) SetorChangethe R X | M Inbox (178)- prades X | @ ConfiguringandTes X | @ Using The Mosquitic X | @ Using The Mosquitic X | @ Mosauitto Usemam: X | .3 Amazon ec2notwo xtw
€ 5 C @ uswest le.aws.amazon.

'ome?regior LaunchlnstanceWizard:

Select an existing key pair or create a new key pair bd

A key pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI

Key pair name
[anytext

Download Key Pair ‘

Q You have to download the private key file (*.pem file) before you can continue. Store it
in a secure and accessible location. You will not be able to download the file again
affter it's created.

U anytextpem Show all

T &7

1ome?region=us-west-2#LaunchinstanceWizard:

Services v Resot

Launch Status

Your instances are now launching
The following instance launches have been i

iated: -0a6fc43eal6764ab2  View launch log

Get notified of estimated charges
Create billing alerts to get an email netification when estimated charges on your AWS bill exceed an amount you define (for example, if you exceed the free usage tier).

How to connect to your instances

Your instances are launching, and it may take a few minutes until they are in the running state, when they will be ready for you to use. Usage hours on your new instances will start immediately and continue to accrue until you stop or terminate your
instances.

Click View Instances to monitor your instances' status. Once your instances are in the running state, you can connect to them from the Instances screen. Find out how to connect to your instances.

~ Here are some helpful resources to get you started
= How to connect to your Linux instance « Amazon EC2: User Guide

- Learn about AWS Free Usage Tier « Amazon EC2: Discussion Forum

While your instances are launching you can also

Create status check alarms to be notified when these instances fail status checks. (Additional charges may apply)
Create and attach additional EBS volumes (Additional charges may apply)
Manage security groups
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Instances |[EC2Man: X @ SetorChangethe Re X | M Inbox (179)- prades. X | @ ConfiguringandTes X | @ Using The Mosquitic X | @ Using The Mosquitic X | @ Mosquitto Usemam: X | 2

< c

& us-west-2.console.aws.amazon.com/ec2/v2/home?regiol

is-west-2#Instances:sort=instanceld

* @ :

EC2 Dashboard
Events

Tags

Reports

Limits

=) INS

Instances

Launch Templates
Spot Requests
Reserved Instances
Dedicated Hosts
Scheduled Instances

Capacity Reservations

=) IMAC
AMIs

Bundle Tasks

Volumes

Snapshots

Lifecycle Manager

Y

Security Groups

Launch Instance Connect  Actions v

A o % @

Q Filter by tags and attributes or search by keyword [~] 1to30f3

Name ~ | Instance ID ~ | Instance Type ~ | Availability Zone ~ Instance State v Status Checks ~ Alamm Status Public DNS (IPvd) - IPvaPubliclP - IPv6IPs ]

Windows i-03587f2ebbbeabb21  t2.micro us-west-2a @ stopped None €c2-34-211-16 us-.. 34.211.161.54

= i ol i -
@  NewUbuntu i026fc43ealf764ab2  t2.micro us-west-2b @ running Z Initializing Nene % ec2E23657-124usw.. 523657124
»

Instance: | i-0a6fc43ea16764ab2 (New Ubuntu)  Public DNS: ec2-52-36-57-124.us-west-2.compute.amazonaws.com .-

Description | Status Checks | Monitoring | Tags
Instance ID ~ i-0a6fc43eal6764ab2
Instance state  running
Instance type  12:micro
Elastic IPs
Availability zone  us-west-2b

Security groups

Scheduled events  No scheduled events

launch-wizard-6. view inbound rules. view outbound rules

AMIID  ubuntu/ /hum-ssd/ 116.04-amd64
20190913 (ami-0994c095691a461b5)

Platform

1AM e

Public DNS (IPva)
1Pv4 Public IP

IPY6 IPs

Private DNS

Private IPs
Secondary private IPs
VPCID

Subnet ID

Network interfaces

Source/dest chack

©C2-52-36-57+124.us-west-2 compute. amazonaws.com
52.36.57.124

ip-172-31-45-234.us-west-2.compute.internal
172.31.45234

vpc-e871428e
subnet-b3960cfb

ethd
True

Privacy Pollcy  Terms of Use

L anytextpem

Showall X

Instances [EC2Man. X @ SetorChangetne Re X | M Inbox (179)- prades X | @ ConfiguringandTes: X | @ Using The Mosquittc X | @ Using The Mosquittc X | @ Mosquitto Usemam: X

< ¢

@ us-west-2.console.aws.amazon.com/ec2/v2/home?region=us-west-2#Instances:sort =instanceld

EC2 Dashboard
Events
Tags
Reports
Limits

= INS S
Instances
Launch Templates
Spot Requests
Reserved Instances
Dedicated Hosts
Scheduled Instances

Capacity Reservations

AMIs

Bundle Tasks

BLOCK

Volumes
Snapshots
Lifecycle Manager

Security Groups

CloudWatch Monitoring

Instance I}
Instance state  running
Instance type  tZmicro
Elastic IPs
Availability zone  us-west-2b

Security groups

Scheduled events  No scheduled events.

launch-wizard-6. view inbound rules. view outbound rules

AMIID  ubuntu/ m-ssd/ 16.04-amd
20190913 (ami-0994c095691a461b5)

Platform

1AM role

Public NS (IPvd)
IPva Public IP

IPV6 IPs

Private DNS

Private IPs
Secondary private IPs
VPCID

Subnet ID

Network interfaces

Source/dest check

A o % 0
4 Q Filter by tags and attributes or search by keyword [~] 1t030f3
Name ~ Instance ID ~ Instance Type ~ Availability Zone - Instance State - Status Checks ~ Alarm Status Public DNS (IPv4) = IPv4 Public IP - IPv6IPs -
Windows i-03587f2ebbbcabb2 1 12 micro us-west-23 @ stopped None Y ec2-34-211-161-54us- 34.211.161.54
Ubuntu 1-06330fbadd5b31133 12 micro us-west-2b @ stopped None Y -
®  NewUbuntu i-0a6fc434 s-west-2b @ running X Initializing None % ec252-3657-124usw.. 523657124
Create Template From instance
Instance State "
Instance: | Instance Settings (>-52-36-57-124 us-west-2 compute. amazonaws.com _§-J=
Image
Description Status Checks VWA

£c2-52-36-57-124. us-west-2 compute.amazonaws.com
52.36.57.124

ip-172:31-45-234.us-west-2.compute.internal
172.31.45234

vpc-e871428e
subnet-b3960cfb

ethd
True
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Instances [EC2Man: X @) SetorChangethe Re X | M Inbox (179)- prades. X | @ ConfiguringandTe:: X | @ Using The Mosquitic X | @ Using The Mosquitic X | @ Mosauitto Usemam: X

€ > C @ uswest le.aws.amazon. 1ome?region= t-2#Instances:sort=instanceld @ :

Connect To Your Instance

1 would like to "“""e‘l‘"i“' ® Astandalone SSH client () ]

) @
© AJava SSH Client directly from my browser (Java required) (©
To access your instance:

1. Open an SSH client. (find out how to connect using PuTTY)

2. Locate your private key file (anytext.pem). The wizard automatically detects the key you used to
launch the instance.

3. Your key must not be publicly viewable for SSH to work. Use this command if needed:
chmod 460 anytext.pem
4. Connect 1o your instance using its Public DNS:
@c2-52-36-57-124.us-west-2.conpute . anazonaws . con
Example:

ssh -i "anytext.pem” ubuntu@lec2-52-36-57-124.us-west-2.compute anazonaws .com

Please note that in most cases the username above will be correct, however please ensure that
you read your AMI usage instructions to ensure that the AMI owner has not changed the
default AMI username.

If you need any assistance connecting to your instance, please see our connection documentation

) anytextpem ~ Showall | X

€ > C @ us-west Je.aws.amazon. 1ome?region=us-west-2#Instances:sort=instanceld @

U i
Launch Instance Connect Actions v
A o % 0

Events
Tags —— a0 53211 Dy eyvord @ K < 1w030f3 > )
Reports l 9 PuTTY Key Generator - el =] 1 CEEE=TE ‘ — | ts Ps -
Limits OO (s » Administrator » Downloads »  <|4|[ SeonDonnoass |
Key b - 2 —— - = ==
=) INSTANCES Nokey. b Organize v New folder - [l @
| tnstances H x i = Date madified Type Size =
Launch Templates W ) |
[ Des [ L] anytext.pem B 012001503 PEMFile 28|
Spot Requests 18 Dow " ; J 00001644 WinRARZIP archive 4KE
Reserved Instances ] Recent Places W ec2-3-211-161-SA.us-west-2computea..  01-11-20191225  Remote Deskiop .. 1B
Dedicated Hosts 1 ) ec2-30-211-161 54.us-west-2computes..  01-11-20191224  Remote Deskiop 168 i .
9 Libraries E Modified 1stNov_Proposed Amendment... 01-11-20191453  Microsoft Office KB
Scheduled Instance 24| [ Documents &1 matth-1.7.0-windows-x64 011120191402 Application SLET0KE |5 _N_N=0
Capacity Reservatiof &) Music || pradesp (1).perm 01-11-20101303  PEM File 2KB
LEED [ Pictures ] pradeep.pem 01-11-201912:22 PEM File 2KkB
B IMAGES Generate a ivate key pair E deos ) Proposed Amendment in Claims_Marked ~ 01-11-2019 1449 Microsoft Office .. 21KB B
AMis T ey e L B puttygen 01-11-20191220  Application 681 KB
Bundle Tasks egroup L] rdidatalogger.pem 01-11-201913:05 PEM File 2KB
8] rdidatalogger 01-11-20191307  PuTTY Private Key.. FIC
- ;_ﬁ_éS}JElC BLOCK Parameters. /8 Computer T [#] rdinew 01-11-201912:33 PuTTY Private Key... 2Kk T
Type of key o generate:
Volumes @ RSA ©DsA ©ECDSA  OE2S519 O SSHARSA) LIS it pem
Snapshots Nurber o bis n a genersied key: 2048 f
Lifecycle Manager
AMIID  ubuntu/images/hvm-ssd/ubuntu-xenia
_ NETWORK & 20190913 (ami-0994c095691a46fb5)
SECURITY Platform - Network interfaces  ethd
Security Groups - IAMrale - Source/dest check  True -
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X @ SetorChangethe R X | M Inbox (179)- prades. X | @ Configuringand Tes' X | @ Using The Mosquitic X | @ Using The Mosquitic X | @ Mosquitto Usemam: X | & AmazonecZnotwe: X

&« C & us-west-2.console.aws.amazon.com/ec2/v2/home?region=us-west-2#Instances:sort=instanceld

Launch Instance Connect  Actions v
A o % @

Events
Tags 4 Q Filter by tags and attributes or search by keyword [~] 1to30f3
Reports
P ERPTTY Key Gengigiag - fvailability Zone + Instance State ~  Status Checks ~ Alarm Status PublicDNS (IPvd) - IPvaPubliclP  ~ IPv6IPs R
Limits File Key Conversions Help
s-west-2a @ stopped MNene £c2-34-211-16 34.211.161.54
5 Ins Public keyfor pasting into OpenSSH authorized ey fie: e west.2b @ stopped None 3 .

Instances ashmsa -

AAAAB3NzaC tyc ZEAAAADAQABAAABAQCF TyzQohbg D2LINADhWZEj4Has LVDN‘ﬂl ls—wesl—lb @ running @ 272 checks None Y ec2523657-124usw. 5236.57.124
Launch Templates m/ZaqVLModJzh6Yp MWbUfpJAiksv46405T luwrdyOMLhDE | FRF8GO Da2e/Ids UBObd

38AwHRwuSJgwt VU20mdinlpwD vk 1/
Spot Requests +dB8GhB3L Wi 75uTaeMmRShe l/mbR/ucWiac1/3KDArYQZMoQy R3CHKVCdch | ~ =

PuTTYgen Notice
Reserved Instances || Kevfngemin sshrsa 2048 Db:a6226.26:92.20 10.63:4:20 22 d6.68. 8 fe
comment imported-opensshikey

Dedicated Hosts e ) Successfully imported foreign key »

Key passphrase; (OpenSSH SSH-2 private key (old PEM format))

Scheduled Instance: 52-3 12 T

o use this key with PuTTY, you need to
EriomrEm use the "Save private key” command to
save it in PuTTY's own format.

_N =]

Capacity Reservatiof
Actions

=) IMAC
AMIs

Generate 2 public/private key pair

52--57-124.us-west-2. CompUte. aMazonaws.com

Load an existing private key fie

Bundle Tasks

Savethe generated key Save publick

Farameters

Tl Private DNS  ip-172:31-45-234 us-west-2 compute internal
Fype of key to generate:
BSA DsA Private IPs  172.31.45234

Volumes

Number of bits in a genercted key: . view outbound rules Secondary private IPs

Snapshots

VPCID  vpc-e871428e

Lifecycle Manager

AMIID ubuntu/ /hvm- / 1-16.04 464 SubnetID  subnet-b3960cfb
& 20190913 (ami-0994c095691a46fb5)
= SECURTTY Platform Network interfaces  eth0
SEEUH(YGFDUPE - 1AM role - Source/dest check  True -

Terms of Use

LI anytextpem ~ Showall X

Man X @ SetorChangethe R X | M Inbox(179)-prade= X | @ ConfiguringandTes X | @ Using The Mosquite X | @ Using The Mosquittc X | @ Mosquitto Usemar: X

3 C & us-west-2.console.aws.amazon.com/ec2/v2/home?region=us-west-2#Instancessort=instanceld

e il
Launch Instance Connect Actions v
A o % 0

Events
Tags 4 | Q Filterby tags and attributes or search by keyword [>) 1w030f3
Reports N I D Instan’ larm St Public DNS (IPv4) 1Pv4 Public IP 1PV6 IP.
- ame < Instance RStoE S perry conmpanor M — =) rann tatus. ublic DNS (IPv) - | IPva Public - IPV6IPs. 4
Windows -03587f2ebbbcabb2t 12 micf | Category: jone Y ec234211-16154us. 3421116158
= INS S [ |
Ubuntu 06330madd5o3 1153 2 mic)|| © B AR » .
Instances Logar peciy you wart to connect to
Launch Templates 8 Newlbunts  i-Dabicideat6losabd  2mief|| 7 Tme Host Name (or IP address) Pott jone Y ec2E236-57-124usw.. 523657.124
It 62523657124 us-wesd 2 computo.am 22
Spot Requests Foatu .
Reserved Instances e W‘”::WEEBHEE [
> = | Load. save or delete a stored session
Dedicated Hosts Behaviour D
Translation Saved Sessons
Scheduled Instances Instance: | i-0a6fc43ea16764ab2 (New Ubuntu) || Selection [N -}=]
Colours Defaut Setiings
Capacity Reservations - Connection o
- Description Status Checks Monitoring Data U
= s Prozy
AMIs Instance ID -0abfc43ea 167644 Iui‘;e: NS (4} ec2-52-36-57-124 us-west-2 compute amazonaws.com
Bundle Tasks Instance state  running =-SSH Publi 100
Instance type  t2.micro Hex Cose window on extt: IPV6 IPS
. — Hostkeys © Hways O Never nly on clean ext
g Elastic IPs Cipher - lvate DNS  ip-172-31-45-234.us-west-2 compute.internal
Volumes Availability zone  us-west-2b oy rivate Ps 172.31.45.234
Lifeeyele Manage Scheduled events Mo scheduled VPCID  vpc-eB71428e
ifecycle Manager
AMI ID ubuntu/ e / 16.0: d SubnetID  subnet-b3960cfb
NETWORK & 20190913 (ami-0994c095691461b5)
v Platform Network interfaces  ethd
Security Groups e 1AM rale Source/dest check  True -
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X P SctorChangethe B X X | @ ConfiguringandTes X | @ Using The Mosquit:c: X | @ Using The M X uitto Usemam: X | 2 Amazon
< C @ us-west-2consoleaws.amazon.com, 2/h
3 ices ~  Resource Groups ~ rditech v Ore pport ~
aws Servi R G ditech o rt
~—
EC2 Dashboard Launch Instance Connect  Actions v ~
A o % @
Events
Tags Filter by tags a e 1to30f3
Ry s i
epor R PuTTY Configurtion 2 Type| B Select private key file — — -— - == IPV6 IPs
Limits oo i
gory: 1
{ ) ) » Administrator » Downloads
Femuss Optons controling S5H autherticaton UlJsle 2
= &1 Window
¥ Organize »  New folder - @
Instances ‘o banner (35H-2 only) g &
Behaviour [] Bypass authentication entirely (SSH-2 only) Size
Launch Temp| Trangiation Bofzioites :
- Selection o B Desktop PUTTY Private Key. 2KB
Spot Request, Coloars Atempt auihenication using Pageant Downlesd \
. | & oot i Do ) & Downloads PUTTY Private Key.. 2KB
eserved Insf i Atompt “keyboard ermctve” auh (SSH2) | Recent Places PUTTY Private Key.. 2K8
o
Dedicated Hol o Authentication parameters >
Telnet 3 4 Libraries E
Scheduled In: Rlogn [0 Alow agent forwarding lic DI 8o 1=} =]
£1-SSH 7] Allow attempted changes of usemame in S5H-2 2| Documents
Capacity Res: Kex & Music
Host keys C\Users Administrator\ Dowrloads\newt [ Browse s =) Pictures
- B videos
AMIs - Auth l I3
Bundle Tasks Y & Homegroup
xn
- Tunnels ks
= q % Computer -
Volumes Rooi ] [__teb Open ] [ Conosl_] ] | [PuTTY Private Key Files ¢ppl)
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Installation of mosquitto on linux system
Follow the below steps to install mosquitto

1. sudo apt-add-repository ppa:mosquitto-dev/mosquitto-ppa
2. sudo apt-get update

3. sudo apt-get install mosquitto

4. sudo apt-get install mosquitto-clients

Follow the below steps to Enable user authentication

Create a txt file in the following format
Username:Password

Issue the following commands to add certificate to this file
mosquitto_passwd -U passwordfile (text file name)

Copy this file to /etc/mosquitto

Open mosquiito.conf and add these 2 lines to enable user authentication

allow_anonymous false
password_file etc|mosquitto|passwords. txt

Restart the broker to absorb the changes

ubuntu@ip-172-31-36-216:~$ mosquitto -v
1572603369: mosquitto version 1.6.7 starting
1572603369: Using default config.

1572603369: Opening ipv4 listen socket on port 1883.
1572603369: Error: Address already in use

To resolve this

ps —ef | grep mosquitto

kill -9 pid

mosquitto_sub -t 'SSYS/#' —v

or

root@ip-172-31-36-216:/home/ubuntu# mosquitto

1572603616: mosquitto version 1.6.7 starting
1572603616: Using default config.

1572603616: Opening ipv4 listen socket on port 1883.
1572603616: Opening ipv6 listen socket on port 1883.
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To enable Message flow on to AWS ES2 system, follow the below steps

Create Security Group to allow TCP/1883 traffic in the inbound direction

Security growps| X I SetorChangeth X | M Inbox(179)-pre X | @ Configuringand X | @ Using The Mosc

< c

& us-west-2.console.aws.amazon.com/ec2/v2/home?region=us-west-2#SecurityGroupsisort=groupld
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On MQTTFx client, include Public domain IP4 address as Broker Address
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The bring up is now complete, topic could be subscribed and publish on the MQTTfx client
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Mosquitto SSL Configuration -MQTT TLS Security

Server Side:
Openssl tool is used to generate the required keys and certificats for both the server and client

Issue the following commands in sequence and make changes to the mosquitto.conf on the server
for the changes to take effect

1. openssl genrsa -des3 -out ca.key 2048

2. openssl req -new -x509 -days 1826 -key ca.key -out ca.crt

3. openssl genrsa -out server.key 2048

4. openssl req -new -out server.csr -key server.key

5. openssl x509 -req -in server.csr -CA ca.crt -CAkey ca.key -CAcreateserial -out
server.crt -days 360

The directory file listing would look similar to the below

Copy the ca.crt, server.crt and server.key file to /etc/mosquitto/cert folder
Make the following changes to the mosquitto.conf file

Add the following lines

Port 8883

Cafile /etc/mosquitto/certs/ca.crt

Keyfile /etc/mosquitto/certs/server.key

Certfile /etc/mosquitto/certs/server.crt

Most important step is to copy the ca.crt on to the client system.

Incase its get challenging to transfer this file, as it would from AWS EC2 environment. Please use
notepad+ (not plain notepad) to copy paste the certificate contents

Client Side: Configure the MQTT Client with the broker address, enable SSL and point to the ca.crt
file and connect for application
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