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IBM Engineering enables customers

with complex engineering needs
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Our strategic focus addresses
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safety- and mission-critical systems, including
those subjected to regulatory standards
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IBM Engineering solution

Traceability and impact analysis

Capability Operational
Analysis Analysis
Systems

IBM Requirements Management
DOORS Next
DOORS

IBM Rhapsody Systems Engineering

IBM Rhapsody

IBM Rhapsody Model Manager

IBM Global Configuration Management
IBM reporting and Engineering Insights
IBM Publishing

IBM Engineering / © 2025 IBM Corporation

Requirements

Systems
Specification

System
Design

Electrical /
Electronics
Design

across and through the V Deploy

Operational
Test
Engineering System

Lifecycle

Management V&V
- System
Test

Lean Software Mechanical
Engineering Design

Jazz Reporting Service

Operations &
Maintenance

IBM Engineering Test Management

IBM Rhapsody Test Conductor

IBM Engineering Workflow Manager
IBM Method Composer

IBM Automotive Compliance

IBM Integration Hub



IBM ELM
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rojected Rhapsody ALIN
P | 10.0.2 Engineering ELM7.X
N 2025 May 04 ELM HC 2.x
ELM HC 1.0 ELM 7.x SR1 Rhapsody 10.x
Apr Early O3 Q4

2025 | ‘ ‘ ‘ ‘ ‘ ‘ 2026

NN = >y A DOORS Common SAFe® Autom.otive
9.7.2.10 Licensing updates Compliance

BRSSP Tuly 9.0.0. 01 04
S>—>=22 72071 93 Integration DOORS
227 T TA Hub 7.x 9.X
A2 70T T AN 03 04
A272TTAANKN
27T TN KN N = Quarterly: Rhapsody Systems Engineering releases
727 T A R R = <  Regularly: ELM iFixes
7\ /]\ /Y /K R RO € IBM Engineering / © 2025 IBM Corporation



cLM /.1

builds on IBM
leadership in...
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Digital Thread

Defines and helps teams
manage dependencies
among engineering data from
their tools

Link between models with OSLC-
AM (RMM), including with the new
Rhapsody Systems Engineering
(employing SysML v2)

Simplified linking: drag-n-drop
across RMM browser windows

Larger/more convenient drop
zone for work item drag-n-drop

linking and adding attachments

Engineering Insights knowledge /
traceability graph using LOE rs
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Reporting

Automates the gathering and
presentation of project and
program-wide status
Information and program
deliverables

Report on additional dimensions in
historical metrics when using LOE

Built-in Report Builder type explorer
documents data source schemas,
simplitying advanced report
authoring

Reporting performance, scale

reliability, availability:

— New relational database store for
LOE is the default

— DOORS Next log-based TRS
required

— Removed many cases for
needing to reindex

3

Conftiguration and
Change Management

Improves the process of
defining, reviewing, and
changing artitacts in the
context of the larger product
under design or development

Create DOORS Next baseline at a
time in the past

Export requirements in a baseline
using an existing ReqlIF definition

Entforce unique config names in ETM
Use a more flexible and consistent
grammar for more predictable EWM-
Git workflow

Code review improvements

LDX rs: link index moved to

relational store and combined with
LOE rs (one less server!)
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Agile Engineering

Facilitates planning and
managing work to reduce time to
market, minimize bottlenecks,
and accelerate the flow of work
across the value stream for
continuous value delivery

Express yourself: Images and tables in
work items descriptions

Enhance agility using latest guidance
for SAFe®
— Updated flow metrics reports and

templates

Extend Automotive Compliance

— ASPICE 4.0 updates

— ASPICE for Cybersecurity

— Improved TARA and guidance on
vulnerability management
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User Productivity

Practitioners and
administrators can work faster
with less overhead and fewer
opportunities for error

Get the requirements data you need
In front of you:

— Ancestors and descendants

— Advanced filtering

Easier navigation through Rhapsody
models in web browser with RMM
sidebar model explorer

6

Operating at Scale

With hardened deployments,
Increased data and user scale,
and keeping current with the
specific operation environment

and integrations

Easier auditing of user access and
permissions
— APIs and logging

Performance optimizations

— Significant improvements in
report queries with LOE rs

— Significant improvements in
versioned link lookups for UIs
with LDX rs

— Other Improvements

Secure deployments

— updates to components,
specified operating environment,
and integrations
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Complex Expressions with AND/OR Boolean Operators

IBM Engineering Requirements Management DOORS Next (/rm)

= /-CM-001-RM AMR v rlﬂ Change set NOT required v ‘ Pam Turner

0
.

Project Dashboard Artifacts Rewviews Reporis @ Search Artifacts

¢ | .../ 01 Requirements/ | AMR System Requirements Specification

A Apply A) (1<)

(,ﬂxll match (AND) Editin new window [  Close filters (X) \

—

Mo filters. Add filters to only list matching artifacts

+ Addfilter [4 Add group

Views » ID Contents
1523516 .
"1 Introduction
search Views = B 1b23681 Purpose of the Document
Gold Plating 1523702 This document describes the specific functionality of the Automated Meter Reader system. The system is currently available with a handheld collection
_ . . device. The mobile and fixed network methods of data collection are outside the scope of this system.
Trace to Stakeholder Reguirements
1523466 - .
Upstream and Downstream Traceability (Satisfaction) v General DESC” ptlon

- Functions and Purpose

1523630 The AMR system is used to determine water service / consumption for the more than 79,000 meter connections to residential, commercial and industrial
customers inside a 72 square mile area.

g
ih
il

1523699 In handheld AMR, a meter reader carries a handheld computer with a built-in or attached receiver/transceiver (radio frequency or touch) to collect meter
readings from an AMR capable meter. This i1s sometimes referred to as "walk-by" meter reading since the meter reader walks by the locations where meters
are installed as they go through their meter reading route. Handheld computers may also be used to manually enter readings without the use of AMR
technology as an alternate but this will not support comprehensive data which can be accurately read using the meter reading electronically.

1523650 <AMR Artist Rendition=

Showing 72 of 72 (100%)
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Complex Expressions with AND/OR Boolean Operators

IEM Engineenng Requirements Management DOORS Next (/rm)

— /-CM-001-RM AMR Vv rlﬂ Change set NOT required v | Pam Turner
Project Dashboard Artifacts Rewviews Reporis @ Search Artifacts
/ 01 Requirements / AMR System Requirements Specification v =

ml match (AND) Editin new window [  Close filters @\

— i | All match (AND) v S

All match (AND)

Some match (OR)

Not all match (AND NOT)  fdd group

\ E NDT‘IE match (OR NDT‘ /

Views Show Ancestors Descendants Highlight filter matches
- 1D Contents

eareh Viewe _ 1523516 _ -
Search Views IS\ E Introduction
IF:“'. la '.'\.|:_f 5 3 B
Gold Plating 1b23681 Purpose of the Document

race to S lder Reguirements : : : : : : : : .
Trace to Stakeholder Requirements 1523702 This document describes the specific functionality of the Automated Meter Reader system. The system is currently available with a handheld collection
Upstream and Downstream Traceability (Satisfaction) device. The mobile and fixed network methods of data collection are outside the scope of this system.

1523466

-2 General Description
Approved Requirements v Functions and PUFPGEE

1523630 The AMR system 1s used to determine water service / consumption for the more than 79,000 meter connections to residential, commercial and industrial
customers inside a 72 square mile area.

Showing 72 of 72 (100%)

d‘“""’"
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Complex Expressions with AND/OR Boolean Operators

IBM Engineering Requirements Management DOORS Next (/rm)

= /-CM-001-RM AMR Vv

flﬂ Change set NOT required Vv ‘ Pam Turner

Project Dashboard Artifacts Rewviews Reporis

@ Search Artifacts

¢ | ../ 01Requirements/ | AMR System Requirements Specification ¢ =
All match (AND) Editin new window [§  Close filters (X)
— ( Some match (OR) v e \
11 Name contains unit L O
N 3 Name contains device 174 @)

— -+ Addfilter [4{ Add group

— -+ Addfilter [4{ Add group

. Show Ancestors Descendants Highlight filter matches
Views
B~ 1D Contents
Search Views SN - 1523653 The handheld device shall provide a means to automatically (electronically) read the meter.
Gold Plating 1523664 Individual meter usage data and leak diagnostic data, when successfully uploaded to the handheld device, shall be immediately available for display on the
Trace to Stakeholder Requirements handheld device.
pstream and Downstream Traceability (Satisfaction] 1523544 The handheld device shall display the following data for leakage: timestamp, meter ID
1523535~ Meter Interface Unit
e 1523632 The meter interface unit shall operate using walk-by, mobile (vehicle-based), and mesh network collection platforms.
i o o 1523703 The meter interface unit shall support all data collection functions (data reading, time-tniggered operation, and management) of the AMR system. v

Showing 34 of 34 (100%)
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Complex Expressions with AND/OR Boolean Operators

IEM Engineering Requirements Management DOORS Next (frm)

— /-CM-001-RM AMR Vv rlf.: Change set NOT required Vv | Pam Turner

Project Dashboard Artifacts Rewviews Reports @ Search Artifacts

¢ | .../ 01 Requirements/ | AMR System Requirements Specification

I|::I _:::.. I_-II%I Il-‘:l
m match (AND) \ [ Edit in new window [ ] Close filters @

e :: Mame contains handheld

%
O]

— I  MNonematch (OR NOT) ©

Name contains unit

1%

22 Name contains device i

S
S
— -+ Addfilter |4 Add group /

— + Addfilter [4 Add group

Views Show Ancestors Descendants Highlight filter matches
' ID Contents
Caarch Views B B 1523699 In handheld AMR, a meter reader carries a handheld computer with a built-in or attached receiver/transceiver (radio frequency or touch) to collect meter
- = readings from an AMR capable meter. This is sometimes referred to as "walk-by" meter reading since the meter reader walks by the locations where meters

Gold Plating are installed as they go through their meter reading route. Handheld computers may also be used to manually enter readings without the use of AMR
. e eholder Reau technology as an alternate but this will not support comprehensive data which can be accurately read using the meter reading electronically.

race 10 >lakenolder Redguirements

1523762 Meter usage data and leak diagnostic data shall be retrievable on demand from any meter interface via the network or a handheld.
Upstream and Downstream Traceability (Satisfaction)
All Sta -
b Showing 2 of 38 (5%

Y+
}
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Complex Expressions with AND/OR Boolean Operators

IBM Engineering Requirements Management DOORS Next (frm)

= /-CM-001-RM AMR Vv

flﬂ Change set NOT required v ‘ Pam Turner

Project Dashboard Ariifacts Rewviews Reporis

'@ Search Artifacts

¢ | ../ 01Requirements/ | AMR System Requirements Specification & =
- |-; - [ Filters are open in a separate window [ Edit here [i E-ri"g’[t:-f’-j’lt] - |-; -
Views Show Ancestors Descendants [ ] Filter - Requirements Management (RM) - Google Chrome — ] X [
8- contents © Notsecure kips://svtperfihs.dev.fyre.ibm.com:9443/rm/edit-filters#artifactURI=https%3A%2F%2Fsvtperfihs.dev.fyre.ib...
Search Views = B 1523699 In handheld AMR, a m¢
= (&l ; ; . : e .
| readings from an AMR Fiitar - AMR System Requirements Specification App
Gold Plating are installed as they gc
technology as an alterr
Trace to Stakeholder Reguirements
1523762 Meter usage data an  All match (AND)
Upstream and Downstream Traceability (Satisfaction)
e 22 Mame contains handheld i @
L — I Nonematch (ORNOT) W )
— & Name contains unit g O
— I Name contains device g O

— -+ Addfilter [+ Addgroup

— -+ Addfilter L[4 Addgroup

Showing 2 of 38 (5%4)
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Show Ancestors/Descendants

IBM Engineering Requirements Management DOORS Next (/rm)
—= Z/-CM-001-RM AMR Vv

Project Dashboard Artifacts Rewviews Reporis

& | .../ 01 Requirements/ |

Flﬂ Change set NOT required v ‘ Pam Turner

@ Search Artifacts

AMR System Requirements Specification

1<) Create e B view: Approved Requirements  Type to filter artifacts by text or by ID g =) (XZ)

Views

Gold Plating
Trace to Stakeholder Reguirements

Upstream and Downstream Traceability (Satisfaction)

il
(4]
il

Ancestors

Descendants

Contents

4

Showing 11 of 72 (15%)

The handheld device shall provide for the means for the meter reader to manually enter a meter reading.
The handheld device shall include a leak indicator.
The handheld device shall provide a means to automatically (electronically) read the meter.

_ The meter interface unit shall employ two-way communications down to the endpoint making it possible for operators to "‘push’ interval data requests,
firmware updates, new capabilities and updated monitoring schedules via the network.

The meter interface unit shall be powered by a replaceable long lasting battery (lithium or other).
The systems shall forward a reading from a more remote area back to a main collector without actually storing it.

The system shall consist of a series of antennas, towers, collectors, repeaters, or other permanently installed infrastructure to collect transmissions of
meter readings from AMR capable meters and get the data to a central computer without a person in the field to collect it.

The control computer shall be capable of operating in a normal office environment.
The handheld unit shall function in environments from -5 degree C through +50 degree C.
The handheld unit shall function in environments with 99% ambient humidity.

The meter interface unit shall be able to store data into nonvolatile RAM which does not need power supply to maintain memory.

O
-

Highlight filter matches

Status

Approved
Approved
Approved

Approved

Approved
Approved

Approved

Approved
Approved
Approved

Approved

IBM Engineering / © 2025 IBM Corporation
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Show Ancestors/Descendants

IBM Engineering Requirements Management DOORS Next (frm)

AMR v

= /-CM-001-RM

Flﬂ Change set NOT required v ‘ Pam Turner

Project Dashboard Artifacts Reviews Reporis @ Search Artifacts

& | ../ 01Requirements/ | AMR System Requirements Specification

1<) Create g B view: Approved Requirements  Type to filter artifacts by text or by ID 5e) =) I1X)

N Ancestors Descendants
Views
B~ 1D Contents
- i 16523574 _ -
search Views =\ E System Requirements
Gold Plating 1523552 : :
e - Functional Requirements
Trace to Stakeholder Reguirements _
1523482~ Handheld device
Upstream and Downstream Traceability (Satisfaction) } } .
1523531 The handheld device shall provide for the means for the meter reader to manually enter a meter reading.
all Sta 1523775 The handheld device shall include a leak indicator.
Approved Reauireme n [E] 1523653 The handheld device shall provide a means to automatically (electronically) read the meter.

[
]
3
Lad
]
L
]
i

Meter Interface Unit

1523502 _ The meter interface unit shall employ two-way communications down to the endpoint making it possible for operators to ‘push’ interval data requests,
firmware updates, new capabilities and updated monitoring schedules via the network.
1523719 The meter interface unit shall be powered by a replaceable long lasting battery (lithium or other).

Fixed Network Automated Meter Reading System

1523625 The systems shall forward a reading from a more remote area back to a main collector without actually storing it.

1523772 The system shall consist of a series of antennas, towers, collectors, repeaters, or other permanently installed infrastructure to collect transmissions of
meter readings from AMR capable meters and get the data to a central computer without a person in the field to collect it.

1523517

- Non-Functional Requirements

4
Showing 21 of 72 (29%)

Highlight filter matches

Status

Approved

Approved

Approved

Approved

Approved

Approved

Approved
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Show Ancestors/Descendants

IBM Engineering Requirements Management DOORS Next (/rm)

/-CM-001-RM AMR Vv

Project Dashboard Artifacts Reviews Reports

Flﬂ Change set NOT required v ‘ Pam Turner

Search Artifacts

O

& | ../ 01Requirements/ | AMR System Requirements Specification ¢ =
| l:: | B view: Approved Requirements  Type to filter artifacts by text or by ID 'T. O \=) | l_
. Show |+ Ancestors |+ Descendanis Highlight filter matches

Views
~ ID Contents Status
carch Viewe 1523574 -
search Views Z B 7 -3 System Requirements
Gold Plating 1523862 Functional Requirements
Trace to Stakeholder Requirements e i
1523482~ Handheld device
Upstream and Downstream Traceability (Satisfaction) i i _
1523531 The handheld device shall provide for the means for the meter reader to manually enter a meter reading. Approved
All Sta 1523775 The handheld device shall include a leak indicator. Approved
Approved Requireme N 1523653 The handheld device shall provide a means to automatically (electronically) read the meter. Approved
1523535~ Meter Interface Unit
1523502 _ The meter interface unit shall employ two-way communications down to the endpoint making it possible for operators to ‘push’ interval data requests, Approved
firmware updates, new capabilities and updated monitoring schedules via the network.
1523782 The meter interface unit shall be compatible with the existing meter models in use for the area covered by this project. In Process
1523719 The meter interface unit shall be powered by a replaceable long lasting battery (lithium or other). Approved
1523558 The meter interface unit shall capture usage data hourly and store this consumption data for up to 365 days. This hourly consumption data is In Process
considered usage profile data.
1523762 Meter usage data and leak diagnostic data shall be retrievable on demand from any meter interface via the network or a handheld. Obsolete
1523663 Fixed Network Automated Meter Reading System -
1 b
Showing 24 of 72 (33%)

https://sviperfihs.dev.fyre.ibm.com:9443/rm/web#action=com.ibm.rdm.web.pages.showReport...

ﬂhz-z-—
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Show Ancestors/Descendants

IBM Engineering Requirements Management DOORS Next (frm)

/-CM-001-RM AMR v

Flﬂ Change set NOT required v ‘ Pam Turner

Project Dashboard Artifacts Rewviews Reports Search Artifacts

O

¢ | .../ 01 Requirements/ | AMR System Requirements Specification

(1<) Create e B view: Approved Requirements | Type to filter artifacts by text or by ID e (=)(X)

O
(.

. Show |+ Ancestors |+ Descendants
Views
E- 1D Contents
b Ve 1523574 -
Search Views = & 7 -3 System Requirements
Gold Plating 1623552 Functional Requirements
Trace to Stakeholder Reguirements _
1523482 Handheld device
Upstream and Downstream Traceability (Satisfaction
- | ’ 1523531 The handheld device shall provide for the means for the meter reader to manually enter a meter reading.
all Sta 1523775 The handheld device shall include a leak indicator.
4 ed Re EIme ~ =] 1523653 The handheld device shall provide a means to automatically (electronically) read the meter.
1523535« Meter Interface Unit
1523502 _ The meter interface unit shall employ two-way communications down to the endpoint making it possible for operators to ‘push’ interval data requests,
firmware updates, new capabilities and updated monitoring schedules via the network.
1523782 The meter interface unit shall be compatible with the existing meter models in use for the area covered by this project.
1523719 The meter interface unit shall be powered by a replaceable long lasting battery (lithium or other).

The meter interface unit shall capture usage data hourly and store this consumption data for up to 365 days. This hourly consumption data is
considered usage profile data.

Meter usage data and leak diagnostic data shall be retrievable on demand from any meter interface via the network or a handheld.

Fixed Network Automated Meter Reading System
4
Showing 24 of 72 (33%)

https://svtperfihs.dev.fyre.ilbm.com:9443/rm/web#action=com.ibm.rdm.web.pages.showProjectDashboard&componentURI=https%3A%2F%2Fsviperfihs.d...

Approved

Approved

Approved

Approved

In Process
Approved

In Process

Obsolete

v | Highlight filter matches

ﬂh:u:-—
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Show Ancestors/Descendants

IBM Engineering Requirements Management DOORS Next (frm)

/-CM-001-RM AMR v

Project Dashboard Artifacts Rewviews Reports

& | .../ 01Requirements/ |

4

FI#: Change set NOT required v ‘ Pam Turner

0

Search Artifacts

AMR System Requirements Specification

L) Create g B view: Approved Requirements = Type to filter artifacts by text or by ID Ne) =) I1X)

O
(.

Highlight filter matches

. Show |+ | Ancestors |+ | Descendants v
Views
- 1D Contents
L oreh Ve 1523574 .
Search Views 1= & "~ -3 System Requirements
Gold Plating 1523552 Functional Requirements
Trace to Stakeholder Requirements 1523489 Handheld device
1523531 The handheld device shall provide for the means for the meter reader to manually enter a meter reading.
1523775 The handheld device shall include a leak indicator.
1523653 The handheld device shall provide a means to automatically (electronically) read the meter.
1523535~ Meter Interface Unit
1523502 . The meter interface unit shall employ two-way communications down to the endpoint making it possible for operators to ‘push’ interval data requests,
firmware updates, new capabilities and updated monitoring schedules via the network.
1523782 The meter interface unit shall be compatible with the existing meter models in use for the area covered by this project.
1523719 The meter interface unit shall be powered by a replaceable long lasting battery (lithium or other).

The meter interface unit shall capture usage data hourly and store this consumption data for up to 365 days. This hourly consumption data Is
considered usage profile data.

Meter usage data and leak diagnostic data shall be retrievable on demand from any meter interface via the network or a handheld.

- Fixed Network Automated Meter Reading System

Showing 24 of 72 (33%)

https://svtperfihs.dev.fyre.ibm.com:9443/rm/web#action=com.ibm.rdm.web.pages.showProjectDashboard&componentURI=https3A%2F% 2Fsviperfihs.d...

Status

Approved
Approved

Approved

Approved

In Process
Approved

In Process

Obsolete

ﬂh:l-:—-
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Create a historical baseline

Create Baseline
Create a baseline of the "AMR Initial Stream” stream.

Name: * Before Review Started

Description: |

MNow

® 8/15/2024 A (08:00:00 w

Cancel Create
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Improved DOORS Next TRS

The DOORS Next Tracked Resource Set (TRS) service
IS now more resilient to unplanned server outages
and heavy server load.

It provides data to (1) LQE for reporting (Report
Builder, Engineering Insights) and (2) LDX for
versioned link information when using global
configurations.

The improved log-based TRS replaces
the previous event-based TRS.

IBM Engineering / © 2025 IBM Corporation

New installations: New DOORS Next v7.1 server
deployments use the new, improved log-based TRS

Upgrading to 7.1: Switching to log-based TRS

required™ as part of the upgrade process.

his

Includes a DOORS Next TRS rebase operation
and LQE reindex of the DOORS Next TRS data

For additional details, see the interactive upgrade

guide.

*If not already configured in 7.0.2 or 7.0. 3.

21



Workflow
Management
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Add images inline to work item description and large html attributes

I m a ge ty p e s IBM Engineering Workflow Management (fccm) o

. i = JKE Banking (Change Management) My Stuff MrTest & 3 ()
J p eg) glf} p n g) a' n d b m p Project Dashboards v WorkItems v Plans v  Source Control v Builds v  Reports v Search Work Items B. Q

Work Items /

= Story 92 2 23| =8 5

. = = X &d B & @ & B % Save
Copy-paste image from the
. . Summary: * As a user, I want to manage multiple accounts using a single login so that I can save time. | New v
clipboard or file explorer
Overview Acceptance Links Approvals History
Insert image X
. . . Details
OI’ use eX|St| ng |mage attaCh mentS _ o To insert an image into the editor, select an attachment. You can either
. . Font -/ size - A-B- B I U § T, = dg 2 E | E select an attachment from the current work item or specify an attachment

from current or different work item ID number,

In order to simplify their bank account management the client wishes to have online functionality to view and manage several types of bank accounts
Attachment on this work item

U 5 : online-banking-mrtogage-high-level-stories-31.... v
Ty Attachment ID

Alternative text

Tasks & Considerations:

1. Collaborate with the development team to ensure the proposed user interface is feasible and aligns with the bank's technical capabilities.
2. Implement appropriate validations and error handling to ensure the accuracy and integrity of the provided information.

3. Incorporate secure encryption protocols to protect sensitive customer data during the account setup process.

4. Coordinate with legal and compliance teams to ensure the terms and conditions, privacy policy, and banking regulations are accurately reflected during the accoun| wish to request | wish to request

. . . . changes In mortgage changes in interested
5. Conduct user testing and gather feedback to refine the account opening process and enhance the overall user experience. I.J.pe?: gage e yie ds

Preview

Discussion
If the image cannot be displayed for any reason (for example, you do not have
permission to view the attachment, or the attachment is not an image), the alternative
text is displayed.
TELS
S

Cancel
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Add tables inline to work item description and large html attributes

= Use common html table features

= Copy-paste table from MS Word
and MS Excel

IBM Engineering / © 2025 IBM Corporation

Project Dashboards v  Work Items %* Plans v Source Control v  Builds v  Reports v

Task 121: Conduct Attack Analysis for Item: Smart Car Sharing Lock*

Details

Description

Collapse Section

eemen oun o woulYSiS iNVolves mapping all attack vectors within the organization. It helps find risk areas and vulnerable systems for organizations to minimize as many attack vectors as possible.

Table 1: Threat Analysis

Security Property

Authenticity

Damage Scenario

An unknown third party can access
the car using an intercepted access
token

Threat Scenario

Spoofed messages

Integrity

An unknown third party able to
access a car with a fraudulent access
token

Tampered messages

Non-repudiation

The user unlocked the car but is not
identifiable

Replay of intercepted messages by
attacker

Access to key
details Confidentiality

Access to key details shared beyond
the trusted group

Unauthorized disclosure of
messages via social engineering

Availability

Access to key information is
impossible, and road users are not
able to unlock the car

Denial of service attack on key-
sharing platform

Authorization

Guest users are unexpectedly able to
access key detail

Elevation of privilege in the guest
user database

Stakeholder: Road User

Impact Analysis

Justification

Key details leaked, but the car is still
operatable and safe

Key details leake, but the car is still
operatable and safe

Either guest user or attacker

Table Properties

Rows™*

9

Columns®

9

Headers

First Row '

Caption
Table 1: Threat Analysis

High privacy impact as key detail
shared with the attacker who knows
the user

No Safety implication as the car
cannot be moved

Can have safety implications for
assisted driving models

Discussion

Cell Properties

Width

21 pixe v
Height

30 pixe v
Cell Type

Data v

Rows Span

Columns Span

Background Color

#FFTE79
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Jazz Reporting
Service +
Link Index Provider
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For practitioners

IBM Engineering / © 2025 IBM Corporation
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Report on additional LO

You can report on these additional
dimensions using Lifecycle Query
Engine historical metrics

Work Item Closure
* Filed Against

* Resolved

* Resolution

e TJeam Area

Work Item Creation

* FoundIn
e Resolved
 Resolution

IBM Engineering / © 2025 IBM Corporation

Work Item Totals

-ound In
Priority
Resolved
Resolution
Severity
Team Area

- historical metrics

Add condition

Attributes of: | Closure trend for Work Item [Type: Closure trend for Work Item] v

Choose an attribute:
|

O Filed Against
O Found In

O Iteration

O Priority

O Project Area
O Resolution
O Resolved

O Severity

O Status

Select valid filter values to continue.

30



Creating simpler reports across subtypes in reports with LQE data source

When reporting across multiple child types that
shared a common parent type such as Work
Item or Requirement using an LOE data source,
you would previously create a report using the
merge or append of multiple report branches,
that could lead to repeating traceability paths
In each branch making the report more
complex to maintain and slower to perform.

Now you can use external URIs to promote
them into the parent type and create single
branch reports with LQE data source that can
return and filter on those promoted properties
Including common filtering across sub-types
from the same parent type.

To distinguish subtype attributes, after
attribute in the brackets, the word Promoted is
added. The end result should be simplified
report creation and most likely improved report
performance when there is a large number of
subtypes.

IBM Engineering / © 2025 IBM Corporation

Add condition

Attributes of: | Requirement [Type: Requirement] v

Choose an attribute:

Include attributes from subtypes

O Category Type (Promoted)

O Component

O Contrihtitar

OCreal Add attributes to the report

O Crea

ODesc| Attributes of: | Requirement [Type: Requirement] v
O Forei -
O Forei

O Forei Include attributes from subtypes

O Foreil & Selectall

Select v

() Category Type (Promoted)

() Component

() Contributor

() Count artifact versions
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A help when writing advanced queries: RB Type explorer documents data schemas

* You can view data source schema details for all data sources (LQE rs, LOE Jena and DW) and use it to develop
reports in Report Builder (RB). From the Help menu in RB, click Type explorer to view data source schema
detalls. Filter the details based on data source, data type, categories, and artifacts.

IBM Engineering Report Builder Take a tour

« Use this information

tO UnderStand the LeB aes A Apprgva[
St r u Ct u re a n d Lifecycle query engine sc... v :"il::rk [tem Approval is a EWM defined CM resource ;T;::-Er:iing a specific approval of a work item. o B
d d . _I: ric_cm:Approval true RITRS.WORK_ITEM_APPROVAL http://jazz.net/xmlns/prod/jazz/rtc/cm/1....
ependencies o .
the data source I ’
(® Current data 1D Title Description Range URI Column Table
S C h e T] a . By u S I n g O Historical trends jrs:iversionSkew Count artifact versions Add this attribute to ... http://www.w3.org/2... http:/fjazz.net/ns/jrs... RITRSWORK_ITEM ...
. rtc_cm:approvalDue Due The due date for an a... http:/fwww.w3.orgf2... http:/fjazz.net/xmlns/... RITRSEWORK_ITEM ...
c ]
t h e C etal l'e d Aregories a dcterms:title Title http:ffwww.w3.orgf2... http:/fpurl.org/dc/ter... NAME
. . Change and Configuration - , L o L WWWLW [2 \PPROVAL_TYPE
I n S I g »-] tS a b O ut th e management ric_cm:approvalType Type The type of the appro... http:/fwww.w3.org/f2... http:/fjazz.net/xmlns/... AP _
Quality management xsd:anyURI URL http:/fwww.w3.org/2. http:/fwww.w3.org/2... RITRS.WORK_ITEM ...
d ata S O u rce Requiremen ts mana gement
Architecture management
schema, you can
create custom SQL )
I Q  Searc
queries and
I Approval
C evel.op repo rts Approval Task
. R B Change Request
I ’] * Change Set
Deliverable
Dimension for http:/fjazz.net/
ns/lge/metrics/shapes/cm/
WorkItemClosure
Dimension for http:/fjazz.net/
ns/lge/metrics/shapes/cm/
. . . WaorkItemCraation Items per page: 50 v 1-5 of 5 items 1w 1oflpages 4 L
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For administrators
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Major improvements using Litecycle Query Engine relational store
(LOE rs and LDX)

 LQE rsis the default installation for new JRS deployments  Enable LQE rs during JTS setup. Report Builder detects
whether LQE relational store i1s enabled. If so, then Report
« It offers significantly better performance and availability Builder enables LQE rs for reports.
than LQE Jena: Generally faster queries, higher
concurrency, less RAM required. « When LQE Jena is not installed or disabled, only SQL
query language Is supported, and query language options
 Improvements are so good* that we now recommend are not visible
using LQE rs for Link Index Provider (LDX) as well. LDX rs
7.1 performance report.  During the time that ELM 7.1 is deployed in your
organization, plan to convert all remaining RB SPARQL
LDX response time by number of threads reports to SQL. ELM 7.1 is the last version that will include
100000 LOE Jena.
=
o § 10000 LDX response time by GC version count pljciii,i’gﬁff Zéibv'ayr(;ur
P —e—LDX Jena (single thread)
c & 1000 2500
§ = LDX Oracle
100 % oo —e—LDX Jena
0 50 100 150 % —e—LDX rs Oracle
# Threads élooo LQE rs Oracle
€ o ——QErs DB2
o

0 10 20 30 40 50 60
GC Version Count in Million
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https://jazz.net/wiki/bin/view/Deployment/LDXrs710Performance
https://jazz.net/wiki/bin/view/Deployment/LDXrs710Performance
https://jazz.net/wiki/bin/view/Deployment/LDXrs710Performance

LQE Jena architecture prior to the ELM 7.0.3

gl

CLQED — LQE is well structured as a TRS indexer and

IBM DOORS Tracked
Next Resource Set query endpoint provider
(TRS)

— Has a storage Intertace that currently writes
to Jena

IBM EWM

— Jena limited by scale that can be achieved
on one machine (no clustering support)
- Data needs to be local to Jena (local

filesystem)
- Jena creates multiple index tiles that
nandle various ?s ?p ?0 patterns —
verforms best when memory mapped

P

IBMETM

IBM RMM
Starting with
7.0.3
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LDX in 7.0.3 and earlier was a separate application (a special case of LQE)

LDX

g

IBMDOORS ==
Next :

d

ILinkIndexService

e

SPARQL

IBM EWM )
“o
= =

IBMETM > ’ Tracked

Resource Set
(TRS)

<>
Jg

IBM RMM

Starting with
7.0.3

TDB
Index
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— Link Index Provider (LDX) provides Java
ILinkIndexService interface to ELM applications
— The Interface utilizes a parameterized SPARQL
query
« Resources for which inbound links are needed
for
« Which inbound links are of interest
— Query Is executed against the custom LQE at
/ldx

— Customized LQE as /ldx web app
— Adjusted to store only link info from resources,
as well as Global Configuration (GC), Local
Configuration (LC) for scoping details
— Setup to Index a subset of ELM data providers
e Only the ones that own the storage for links
between 2 domains
« Ifcross DN to DN server links are created,
those DN TRS feeds added as data providers
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LOE rs can service LDX and it Is the default for 7.1
and recommended for all customers

EI] — LDX provides Java ILinkIndexService
e Interface to ELM applications
1BM DOORS Tl ol
NeXt E ILinkIndexService are needed for
9‘7 « Which inbound links are of interest
"\ - DEST AP — Query Is executed with JDBC against
IBM EWM -1 existing LQE rs DW
- !
LOE + LDX rs
"N Tracked b
= @™ Resource Set
IBMETM = (TRS)

epor
Builder

E

Relational DB

<>
N\ -
IBM RMM L%
L= (LQE rs DW schema)
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LQE rs architecture for existing ELM customers — Topology 1

T

IBM DOORS &= Tracked
Next i Resource Set
. (TRS)
.@ B SPAROL
- [ B
IBM EWM X Report
- DB Builder
Index
I(; B .
7 —
IBM ETM Tracked SoL
Resource Set
<>
NG =
IBM RMM
7.0.3
DB
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LQE rs architecture for existing ELM customers — Topology 1

When to consider:
» The current LOQE has a large index and Is under heavy load

Pros:
v LQE rs will not be impacted by the LQE Jena’s performance

Cons:
** Additional installation work 1
¢ More data sources to manage in Report Builder |BM DOORS E Tracked
<» More physical server to maintain Next Ry
o :—::> SPARQL /
|BM EWM@E k
|ndex
e & - :
ovem B el /
8 (TRS) m\w | |
|BM RMM E — \g
7.0.3 : -~

~N N~ Relational DB
(New Schema in DW)
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LQE rs architecture for existing ELM customers — Topology 2

T

IBM DOORS
Next -
Ao

IBM EWM

—

Tracked LOE

Resource Set
(TRS)

SPARQL
Report

‘ Jena At

Q

IBMETM

N#
IBM RMM
7.0.3

Relational DB
(New Schema in DW)
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LQE rs architecture for existing ELM customers — Topology 2

When to consider:

» The LOE Jena server does not have much data and is not
under heavy load.

]
Pros: |BM DOORS E Tracked
v Minimal additional installation work Next 5 Mg
v’ Less Report Builder data sources to manage o EWM‘G’E -
v Less maintenance work on additional physical server T —
Con: %

* Server rename Is needed If decide to move LQE to a
server with less resources

IBM Engineering / © 2025 IBM Corporation

S~

SPARQL

J
e

&

Relational DB

e
;

TDB
|ndex

(New Schema in DW)
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What should you expect

when adopting LOE rs?

Improved scalability and
resilience

— LOE rs handles concurrent
report execution more
efficiently, and a single long
report will no longer impact
the entire LOE server
- Tested up to 5000 simulated

users (83 reports/sec)

- LOE Jena could only handle
25 simulated users for the
set of reports used in IBM
testing

IBM Engineering / © 2025 IBM Corporation

Detailed LOE rs performance report can be found at LOE rs performance report,
as well as LOE rs database sizing.

Equivalent or better report
performance

— A minority of reports may run
longer. New user-selectable
database hints will optimize
report performance.

Reduced resource requirements

— A database server with
128GB of RAM can handle a
reporting workload that
required 1.5TB of RAM on an
LOE Jena server: less than
1/10%" the RAM

— Disk size of LOE rs database
Is roughly half the Jena data
store

Incremental indexing times
should be similar to LQE Jena

— Full reindexing should be
equivalent but may take
longer depending on the load
on the database server
hosting LOE rs
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https://jazz.net/wiki/bin/view/Deployment/LQErs703Performance
https://jazz.net/wiki/bin/view/Deployment/LQERSDatabaseSizing

AL

- with relational store

tomated the LOE server rename tor LO

removes the need to reindex

« LOQE server rename for LOE rs Is now automated
In Report Builder: no need to reindex!

- To rename the LQE server, all you need to do is

generate and replace the mapping.txt file into
the JTS LQE location and restart the Jazz Team

Server.

Previously, whenever the LQE server renaming
orocess was triggered, you had to first
unregister LQE from JTS, manually rename the
server, and register the LQE again, and then
reindex all data sources.

IBM Engineering / © 2025 IBM Corporation
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Removal of Litecycle Query Engine Jena support

 Starting with IBM Engineering 7.2, the Lifecycle Query Engine
(LQE) Jenais no longer supported. The LQE relational store
will be the only supported storage mechanism. This change
Improves performance and simplifies maintenance by
standardizing on a single storage mechanism.

Note: Before you upgrade to IBM Engineering 7.2, you must
migrate your SPARQL reports from LQE Jena to the LOE

relational store as upgrading will disable LOE Jena support
entirely.

IBM Engineering / © 2025 IBM Corporation
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The ELM release cadence continues...

In recent years we released ELM twice each year
(in addition to normal maintenance):

* Minor release of features in 20 / early 30Q (in iFix)
 Majorrelease In 40

For ELM 7.0.1 and 7.0.2 we released SR1 in 2Q / early

30 to replace outdated and vulnerable components
(notably: log4j v1). [post]

For ELM 7.0.2 IFIx18 we added low-risk features and
serviceability items [post]

For ELM 7.0.3 IFIxO7 we added low-risk tfeatures and
serviceability items [post]

IBM Engineering / © 2025 IBM Corporation

A Service Release (SR) provides a way
to remove old components from the
deployed system

The ELM patch service 1s additive: a simple way to
deploy that can update components; it has no way
to remove old component versions.

A service release Is installed using an updated
iInstaller and/or updated IBM Installation Manager
repositories. It provides a way to remove old
component versions.

* Upgrades and new installs will use an updated

Installer

 Where 7.1 1s already Installed, a side-by-side

INnsta

Instal

lation will be done with an updated

er

This 1s the same pattern as used in ELM 7.0.2 SR1
[Technote 6588059]
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https://www.ibm.com/support/pages/how-perform-side-side-installation-deploy-ibm-engineering-lifecycle-management-702-sr1-ifix015-and-701-sr1-ifix018
https://jazz.net/blog/index.php/2022/08/18/important-announcement-regarding-remediation-for-log4j-version-1-vulnerabilities-in-elm/
https://jazz.net/blog/index.php/2022/12/19/new-features-in-elm-7-0-2-ifix018/
https://jazz.net/blog/index.php/2024/07/25/performance-serviceability-and-other-quality-of-service-improvements-in-elm-7-0-3-ifix007/

-LM 7.1 Service
s planned for ea

Release (SR)
rly O3, 2025

Update Java runtime to Java 17

(IBM Semeru Runtime Certified Edition V17)

Update various component versions, including Java

and IBM Eclipse SDK (IES)

Include selected high-value, low-risk tfeatures

Include serviceability improvements

Include fixes to proc

uct issues identified by

customers (normal |

IBM Engineering / © 2025 IBM Corporation

-ix content)

ELM 7.1 SR1 interim tix 4 will be the
prerequisite tor tuture ELM 7.1 1Fixes

The ELM 7.1 SR1 will serve the purpose ot 7.1
IFix04.

The ELM 7.1 SR1 interim Tix 4 release will
necome the basis for tuture incremental
maintenance (iFix05+, debug patches, etc.)

This Is the same pattern as ELM 7.0.2 SR1
[ Technote 6588059]
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https://www.ibm.com/support/pages/how-perform-side-side-installation-deploy-ibm-engineering-lifecycle-management-702-sr1-ifix015-and-701-sr1-ifix018

Planned content of ELM 7.1 SR1 interim fix 4 — more detail

Rationale

Category

Runtime environments

Security

Digital Thread

Requirements
type system
management

Scale, performance,
reliability, monitoring,
serviceability

Keeping the specified operating
environment current

Meet IT Security operational
requirements

Ensure accurate information

model when using multiple
DOORS Next servers

Simplity effort to make type
systems changes consistently

System reliance / ease of admin

IBM Engineering / © 2025 IBM Corporation

Java 17, Liberty 25.0.0.3

JRS Excel reports with live data can use application passwords for authentication/authorization
JRS, LOE, LDX can participate in single sign-out when using Jazz Authorization Server (JAS) using
the new advanced property “Jazz logout”

Updated components

Custom link constraints between artifacts managed in multiple DOORS Next servers

Create your own automations for type system management across many project areas, components,
and configurations using new DOORS Next public APIs to find, create, read, and delete artifact types

Improve the speed and reliability of work item post-save operations during periods of high activity
(including full text indexing, attachment visibility, TRS change log, MBean updates)

DOORS Next change set delivery: additional integrity checks and improved logging

JRS: provide more event data to LOE administrators; for data sources: provide separate retry interval
settings for TRS document and individual items

ETM avoid TRS validation false positives due to user activity while validation check is running
Provide Engineering Insights sample views using LQE relational store, simplitying adoption of LQE rs
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DOORS Next: Link constraints across RM servers

« Ability to enforce linking rules when RM artitacts are spread over 2 or more RM servers
- Link constraint rules can now use artifact types defined on another RM server (remote server)
- URI can be used to create rules that apply both to linking to artifact on the same and on another server

Link Constraints

Create link rules to restrict which links are allowed. If no rules are specified, all links are allowed.

Specify which links are allowed between requirement artifacts based on artifact types and link types. If no rules are specified, all li

Link Rules

Source Artifact Type ~
Actor

Business Goal

Business Goal

Hardware Requirement [9443RM2Comp
(9443RM2)]

IBM Engineering / © 2025 IBM Corporation

Link Type (Outgoing » , Incoming « )

Link (Link To, Link From)
Link (Link To, Link From)
Satlsfaction (Satisfies, Satisfied By)

Embeds (Embeds, Embedded In)

- Generate Rules

Target Artifact Type

Actor

System Specification [9443RK
(9443RM2)|

Business Rule [9443RMComp

Actor

New Rule

Artifact type (link start):

Link type: %

Artifact Container:
Components:

Artitact type (link end): %

.

X

Remote server'

Actor H
Link To » '

All project areas in current global configuration '

9443RM (9443RM) '

Select artifact type
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ENI predefined content when using LOE relational store (LQE rs)

LOE rs based sample views and Custom Artifact Elements are included in the following folders:
« Predefined custom artifact elements
- Predefined views

=  Welcome Views s Queries w Analy=ig Welcome  Views w  Queries v Anabysis w
i . Views /
Custom artifact elements
Shared views
] Actions inti ucry language
L] MName ACtions Description fucry languag My views Shared views
* ] Aseel management — , , _
I MName Actiens Descriptien Queny language
_ _ = Predefined views e e
# L Configuration management
'f_ﬂ Change Request Activities in Time Intervals S0L based view which includes changes request activities from all lifecycle SO0
management applications categorized by specific time intervals.
H [ DOORS requirement management —_— -~ S
_J LI Change Request Explorer - Waork Item Hlararchy S0L based view which allows user to select & work [tem, and show the related 0L
wwinrk itemnis in a higrarchical structure.
= U Enginearing workflow management 1 I change Requests Multilevel View SOL based view which shows related work items in a hierarchical view thal helps  S5QL
&'t k 1 B
you analyze thelr dependencles,
1 (= o . - 5 a-g P | - [ s - _'. - . - . s . - . - - . .
O & pefect p ®x o S0L based custem artifact element which contains SOL query Lo fetch all Defect.  SQL . LIl Requirement Collection Implementatio 5001 hasad view which shows requirement collections, related requirements, and 501
Multiple customn conditions and project scope support added, Also, custom link COverage existing or missing implermentation aclivilies associaled with specilic
added to link to another Arifact. requirements, The view shows Links to versloned file artifacts that are linked to
. the implementation work,
=t Stoary S0L based custom artitact element which contains S0L query to fetch all Story, 3L ~
Multiple cestom conditions and project scope support edded, Alsa, custam link | | Eﬁ kequirermnesnt Collection Implementation Test 501 hased view which shows requirerment collections, related requirements with 501
gdcied 1o link Lo anather Artiract., COVETAES implementation activities, and related test cases and test results.
) & Task S0L based custom artifact element which contains S0L query to fetch all Task. SGI ) B8 Requirement Explorer SOL based view which allows user to select a requirement, and show the related  SQL
MI-LI.I.I;;IE -::i.n;-::-m conditions i=!nrl project soope suppart added. Alsn, custom link artifacts from all lifecycle management applications.
arced to link to anather Artlfact.
4 hased i hi . fetch all [ ] fj Requirement Implamentation Test Coverage S0L basad view which shows requirements with existing or missing 5QL
bl 1] o o =] FAICT - 5 =T y . . R : - - . .
| erkdzem EE',:,I:ki-E::-,;HJiT:ma;: ,f;,t";,:ﬂﬁez for -.:3:,::!',1 ileld-;:lt#;:? nEtfc :F-:-:-l' =k implementation activities. The view shows links to versioned file artifacts that are
L i . GLrETy : E a Sy ; ; T
Project scope. Also, custom link added to link to another Artifact Linked o the implementation work through change sets.
m Guallty management 1__;3 Requiremeants Tracsability - Links-ta Relationship SQL based view which shows the requirement link-to relationship In a hierarchical S0QL
- ' starting from Collection wiew.
P11 Requirements Traceability - Links-to Relationship S0L basad view which shows the requirement link-to relationship in a hierarchical 501
O &'a | [ q
E} Test Cpse S0 hased custem artlfact elemeant which contalns 500 queary to feteh all Test S VhEw
rases. Custom condltions added for Test Cese's Tdentlfler and to apply Project
geope, Also, custom link added to link 1o arother Artifact, | EE' Requirements Traceability - Child Relationship SOL based view which shows the requirement parent child relationshipin a Sl
. : : . hlerarchical view.
L) €} Test Fxecution Record 5L based custom artifact element which contains S0L query to fetch all Test SOl ’
Execution Record. Multiple custom conditions and project scope support added. () $f rtest Plan Explarer S0 hased view which allows user to select 2 tast plan, and show the relarad S
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