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Executive Summary 

The implementation of a Post-Quantum Cryptography (PQC) solution 
represents a transformative advancement in hospital cybersecurity that fundamentally alters the legal 
and financial risk profile for hospital leadership. By adopting NIST-standardized post-quantum 
cryptographic algorithms, hospitals can demonstrate the "highest standard of foresight and vigilance" 
required under federal law, while simultaneously satisfying the Department of Justice's criteria for a 
"well-designed" and "proactive" corporate compliance program.1 

This analysis demonstrates how PQC implementation protects the Chief Executive Officer (CEO), Chief 
Technology Officer (CTO), and Board of Directors from personal liability under multiple federal 
regulatory frameworks, including HIPAA, the HITECH Act, the 21st Century Cures Act, and the 
Responsible Corporate Officer Doctrine. The analysis explains how such implementation favorably 
influences prosecutorial decisions under the DOJ's Evaluation of Corporate Compliance Programs. 

Summary of PQC Benefits 

Category Impact of PQC Implementation 

Risk Reduction Directly mitigates "emerging risks" associated with advanced hacking and 
"Store Now, Decrypt Later" attacks 

Prosecutorial 
Credit 

Demonstrates a "proactive" rather than "reactive" risk management 
methodology under DOJ guidelines 

Financial/Legal Can lead to lower criminal fines, avoidance of corporate monitors, and 
HIPAA safe harbor protection 

Program Integrity Ensures the compliance program is not "stale" and "evolves" with 
technology as required by DOJ standards 

I. HIPAA and HITECH Act: Encryption Safe Harbor 

The Health Insurance Portability and Accountability Act (HIPAA) and the Health Information Technology 
for Economic and Clinical Health (HITECH) Act provide a critical "safe harbor" from breach notification 
requirements when Protected Health Information (PHI) is rendered "unusable, unreadable, or 
indecipherable to unauthorized individuals."2 

A. The Encryption Safe Harbor Explained 

Under 45 CFR § 164.402(2) and HHS guidance, if electronic PHI (ePHI) is encrypted consistent with 
NIST standards and the decryption key remains secure, the information is considered "secured." 
Consequently, the loss or theft of an encrypted device or unauthorized access to encrypted data does 
not trigger breach notification requirements. This safe harbor protection extends to all forms of ePHI 
at rest and in transit. 

245 CFR § 164.402(2); HHS Guidance on Rendering PHI Unusable, Unreadable, or Indecipherable 
1DOJ, Evaluation of Corporate Compliance Programs (Updated September 2024), available at justice.gov 

 
Page 1 of 7   How & Why PQC+ Minimizes DOJ DSP Hospital Liability  

Info@TransformativIP.com  

mailto:Info@TransformativIP.com


 

Post-quantum cryptography provides an enhanced layer of protection that addresses the emerging 
threat of quantum computing attacks. While current AES-256 encryption satisfies existing HIPAA 
requirements, PQC ensures that encrypted data remains protected against future quantum-enabled 
decryption attempts—a threat known as "Harvest Now, Decrypt Later" (SNDL), where adversaries 
collect encrypted data today with the intention of decrypting it once quantum computers mature. 

B. Liability Reduction for Hospital Leadership 

By implementing PQC, hospital leadership demonstrates proactive compliance with HIPAA's Security 
Rule technical safeguards (§164.312). The benefits include: 

•​ Elimination of Breach Notification Costs: The average cost of a healthcare data breach 
exceeds $10 million. Safe harbor protection eliminates notification costs, credit monitoring 
expenses, and reputational damage. 

•​ Avoidance of Civil Monetary Penalties: HIPAA penalties range from $137 to $68,928 per 
violation, with annual caps up to $2,067,813 per violation category. Safe harbor protection 
shields the organization from these penalties. 

•​ Protection of Long-Lived Medical Records: Genomic data and comprehensive medical 
records have lifelong relevance. PQC ensures these records remain protected for decades, 
even as quantum computing capabilities advance.3 

II. Responsible Corporate Officer Doctrine: CEO Protection 

The Responsible Corporate Officer (RCO) Doctrine, also known as the "Park Doctrine," permits criminal 
prosecution of corporate officers for regulatory violations affecting public welfare, even if the officer had 
no personal knowledge of the violation.4 

A. Understanding the Park Doctrine 

Under the RCO Doctrine, a CEO can be held strictly liable when: (1) a prohibited act took place within 
the company; (2) the defendant's position gave them responsibility and authority to prevent or correct 
the violation; and (3) they failed to do so. Courts have held that corporate officers are subject to "the 
highest standard of foresight and vigilance" in matters affecting public health and safety. 

The doctrine has expanded significantly in healthcare contexts, with HHS Office of Inspector General 
increasingly using "exclusions" as penalties. Recent cases, including United States v. DeCoster, have 
affirmed that corporate officers can face imprisonment for regulatory failures, even without direct 
personal knowledge of violations. 

B. The "Objective Impossibility" Defense and PQC 

The only viable defense under the RCO Doctrine is demonstrating that the officer was "powerless" to 
prevent or correct the violation despite exercising extraordinary vigilance. This is commonly referred to 
as the "objective impossibility" defense. 

PQC as Proof of Vigilance: Implementing the most robust cryptographic solution 
available—post-quantum cryptography standardized by NIST—serves as the "ultimate expression" of 
the CEO's duty of vigilance. By deploying the most advanced security tools on the market, the CEO 

4U.S. v. Park, 421 U.S. 658 (1975); U.S. v. Dotterweich, 320 U.S. 277 (1943) 
3HITECH Act § 13402(h)(2); HIPAA Breach Notification Rule, 45 CFR § 164.404 
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establishes a "colorable defense" demonstrating they were not a "least-cost avoider" of risk, but a 
diligent leader who took every reasonable step to prevent data breaches. 

This proactive investment shifts the burden of proof, making it significantly more difficult for prosecutors 
to establish that the CEO had the power to prevent a breach but failed to act. Even if a breach occurs 
through other means, the existence of state-of-the-art cryptographic protection demonstrates good faith 
compliance with the "highest standard of foresight and vigilance." 

III. CTO/CISO Liability: The Learned Hand Standard of Care 

For technical executives such as the Chief Technology Officer (CTO) and Chief Information Security 
Officer (CISO), liability often stems from negligence or misleading statements regarding security 
readiness. Courts frequently apply the Learned Hand formula to determine whether an organization met 
its duty of care.5 

A. The Learned Hand Formula Explained 

The Learned Hand formula, derived from United States v. Carroll Towing Co., is expressed algebraically 
as B < P × L, where: 

•​ B (Burden): The cost, effort, or difficulty of implementing a security safeguard 
•​ P (Probability): The likelihood of a security incident occurring 
•​ L (Loss): The severity or gravity of harm if an incident occurs 

An organization is considered negligent if the burden of implementing a security measure (B) is less 
than the expected loss from a potential breach (P × L). 

B. Application to Post-Quantum Cryptography 

For hospitals, the variables of the Learned Hand formula strongly favor PQC implementation: 

•​ Near-Infinite Loss (L): The gravity of harm from a quantum-enabled breach—including 
exposure of lifelong genomic records, manipulation of medical devices, or compromise of 
patient safety systems—is considered nearly infinite. 

•​ Rising Probability (P): The likelihood of quantum-enabled attacks increases as quantum 
hardware continues to mature. NIST has established 2035 as the deadline for full transition to 
post-quantum cryptography. 

•​ Low Burden (B): Post-quantum cryptography is software-based and runs on existing hardware, 
making implementation costs relatively low compared to the catastrophic potential losses. 

Given this analysis, failure to adopt PQC could be viewed as a violation of the "reasonable" standard of 
care, exposing the CTO/CISO to personal liability for failing to eliminate an "excessive, preventable 
danger." 

 

 

IV. Board of Directors: Caremark Oversight Duties 

5United States v. Carroll Towing Co., 159 F.2d 169 (2d Cir. 1947) (Learned Hand Formula: B < P × L) 
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Board members face personal liability through shareholder derivative suits if they "consciously 
disregard" their responsibility to oversee mission-critical risks. The foundational case establishing this 
standard is In re Caremark International Inc. Derivative Litigation.6 

A. Cybersecurity as a Mission-Critical Risk 

Delaware courts have increasingly recognized cybersecurity as a "mission-critical" risk requiring active 
board oversight. The quantum computing threat is a widely documented "red flag" that boards cannot 
ignore. Failure to address known, material cybersecurity risks can result in personal fiduciary liability for 
directors. 

B. Creating a Verifiable Record of Diligence 

A board that mandates PQC implementation fulfills its duty of loyalty by creating a "verifiable record" 
demonstrating that directors were informed about emerging technological threats and shared 
accountability for the organization's long-term security posture. This documentation shields directors 
from the "cybersecurity debt" that often leads to personal fiduciary liability. 

Board actions demonstrating diligence include: (1) receiving regular briefings on quantum computing 
threats; (2) approving adequate budgets for PQC implementation; (3) monitoring implementation 
progress; and (4) ensuring independent testing of cryptographic controls. 

V. DOJ Evaluation of Corporate Compliance Programs 

The Department of Justice's "Evaluation of Corporate Compliance Programs" (September 2024 update) 
provides the framework prosecutors use to assess the effectiveness of corporate compliance programs, 
influencing charging decisions, monetary penalties, and whether a corporate monitor will be imposed.7 

A. The Three Fundamental Questions 

Prosecutors evaluate compliance programs based on three fundamental questions: 

1.​ Is the corporation's compliance program well designed? This examines risk assessment, 
policies, procedures, training, and management of emerging risks. 

2.​ Is the program adequately resourced and empowered to function effectively? This 
evaluates management commitment, autonomy of compliance functions, and technological 
parity. 

3.​ Does the corporation's compliance program work in practice? This assesses continuous 
improvement, testing, detection capabilities, and remediation efforts.8 

B. How PQC Addresses Each Question 

1. Demonstrating a "Well-Designed" Program 

The DOJ guidance specifically instructs prosecutors to evaluate how companies manage "emerging 
risks" related to new technologies. The 2024 update emphasizes: 

8U.S.S.G. § 8B2.1(a); JM 9-28.800 (Principles of Federal Prosecution of Business Organizations) 

6Delaware Caremark Standard; In re Caremark International Inc. Derivative Litigation, 698 A.2d 959 (Del. Ch. 
1996) 
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•​ Proactive Risk Management: Prosecutors assess whether a company's approach to risk 
management is "proactive or reactive." Investing in PQC before quantum threats become 
prevalent demonstrates proactive identification and management of "emerging internal and 
external risks." 

•​ Risk-Tailored Resource Allocation: Allocating significant funds to the "most robust and 
capable" cryptographic solution validates that the company is deploying compliance resources 
in a "risk-based manner" rather than creating a "paper program." 

•​ Management of Emerging Technology Risks: The guidance asks: "How does the company 
assess the potential impact of new technologies... on its ability to comply with criminal laws?" 
PQC implementation directly answers this question by addressing the evolving technological 
threat landscape. 

2. Proving the Program is "Adequately Resourced" 

The DOJ examines whether there is an "imbalance between the technology and resources used by the 
company to identify and capture market opportunities and the technology and resources used to detect 
and mitigate risks." 

By purchasing a high-end PQC solution, a hospital demonstrates to prosecutors that it treats security 
and risk mitigation with the same strategic importance and financial commitment as its commercial 
operations. This investment serves as evidence that the compliance function is "adequately resourced 
and empowered" rather than being a mere "paper program." 

3. Showing the Program "Works in Practice" 

The DOJ guidance emphasizes "continuous improvement, periodic testing, and review." Implementing 
NIST-standardized PQC algorithms demonstrates: 

•​ Evolution with Technology: The program is not "stale" and evolves as the "regulatory 
landscape" and technology change. 

•​ Tested Remediation: Prosecutors evaluate whether "remedial improvements have been tested 
to demonstrate they would prevent or detect similar misconduct." A functioning PQC 
implementation is a tested, validated control. 

•​ Culture of Compliance: High-level financial commitment to advanced security technologies 
demonstrates a "culture of compliance" from the top down. 

C. Impact on Prosecutorial Decisions 

PQC implementation favorably influences multiple prosecutorial decisions: 

•​ Reduction of Penalties: A "well-designed" and "tested" program can lead to a lower fine range 
under the U.S. Sentencing Guidelines (§ 8C2.5(f)). 

•​ Avoidance of Corporate Monitors: If a program is deemed effective because it has been 
"resourced, reviewed, and revised" with advanced technologies, prosecutors may decide that a 
costly independent compliance monitor is not appropriate. 

•​ Credit for "Lessons Learned": The DOJ may credit a risk-based program "even if it fails to 
prevent an infraction," provided the company exercised due diligence. PQC serves as high-level 
evidence of such diligence. 

•​ Potential Declination: In some cases, proactive security investments may contribute to a 
prosecutor's decision to decline prosecution entirely. 
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VI. 21st Century Cures Act: Information Blocking Security Exception 

The 21st Century Cures Act (2016) requires healthcare providers to share electronic health information 
(EHI) freely, but provides eight exceptions that permit blocking under certain circumstances.9 

A. The Security Exception 

Under 45 CFR Part 171, it will not be information blocking for an actor to interfere with access, 
exchange, or use of EHI in order to protect the security of EHI, provided the practice is "reasonable 
and necessary" based on a security policy that is applied consistently and in a non-discriminatory 
manner. 

B. PQC as a Security Justification 

A hospital implementing PQC can leverage this exception to require that all third-party partners, health 
information exchanges, and data requestors use quantum-resistant connections before receiving EHI. 
This provides a legally defensible basis to deny insecure requests that might otherwise trigger 
"information blocking" penalties. 

As of July 31, 2024, the HHS Office of Inspector General (OIG) began enforcing information blocking 
violations, with disincentives including three-quarters reduction in Medicare reimbursement increases. 
The security exception, properly applied through PQC requirements, provides hospitals with a 
documented, consistent security policy that satisfies the exception's conditions. 

VII. DOJ Data Security Program and National Security 

The Department of Justice's Data Security Program (DSP), established under Executive Order 14117, 
creates new restrictions on transactions involving access to bulk sensitive personal data by countries of 
concern.10 

A. Categories of Protected Data 

The DSP restricts transactions involving bulk sensitive personal data including: (1) financial data; (2) 
biometric and health data; (3) geolocative data; (4) government identification numbers; and (5) network, 
device, and advertising identifiers. Human genomic data receives the highest protection 
level—transactions involving access by countries of concern to bulk human genomic data are 
prohibited outright, regardless of security measures. 

B. CISA Security Requirements 

For restricted transactions to be permissible, U.S. persons must ensure data is "not linkable, 
identifiable, unencrypted, or decryptable using commonly available technology." PQC represents the 
definitive defense against state-sponsored quantum decryption efforts, ensuring compliance with these 
requirements through October 2025 and beyond. 

VIII. NIST Post-Quantum Cryptography Standards (2024) 

10DOJ Data Security Program; Executive Order 14117; CISA Security Requirements 
921st Century Cures Act § 4004; 45 CFR Part 171 (Information Blocking Exceptions) 
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On August 13, 2024, the Secretary of Commerce approved three Federal Information Processing 
Standards (FIPS) for post-quantum cryptography, representing the culmination of NIST's eight-year 
international standardization competition.11 

A. The Three Approved Standards 

Standard Purpose Algorithm 

FIPS 203 General encryption / Key encapsulation ML-KEM (Module-Lattice-Based 
Key-Encapsulation Mechanism) 

FIPS 204 Digital signatures (primary) ML-DSA (Module-Lattice-Based 
Digital Signature Algorithm) 

FIPS 205 Digital signatures (backup) SLH-DSA (Stateless Hash-Based 
Digital Signature Algorithm) 

B. Federal Migration Timeline 

NIST IR 8547 (November 2024) establishes critical migration deadlines: 

•​ 2030: Deprecation of classical asymmetric cryptographic algorithms providing only 112-bits or 
less of security (e.g., RSA-2048) 

•​ 2035: Complete disallowance of deprecated algorithms; full transition to quantum-resistant 
cryptography required for National Security Systems 

Hospitals implementing PQC now position themselves well ahead of these federal requirements, 
demonstrating proactive compliance and avoiding the rush of last-minute transitions. 

IX. Conclusion: The Fiduciary Imperative 

The implementation of post-quantum cryptography represents more than a technical security 
upgrade—it constitutes a fundamental exercise of fiduciary duty by hospital leadership. By adopting 
NIST-standardized PQC solutions, the CEO, CTO, and Board of Directors create a comprehensive 
legal shield that addresses multiple federal regulatory frameworks simultaneously. 

The Analogy: Implementing PQC today is like installing a bank vault designed to withstand thermal 
drills before those drills are widely available to thieves. Even if a breach eventually occurs through other 
means, the proactive investment proves to authorities that the institution was acting in good faith and 
with maximum diligence to protect its assets. The vault may not stop every possible attack vector, but it 
demonstrates that leadership fulfilled their duty to implement the most robust protections available. 

In an era of increasing regulatory scrutiny and the emerging quantum computing threat, hospitals that 
fail to implement post-quantum cryptography expose their leadership to significant personal liability. 
Conversely, those that act proactively position themselves to benefit from HIPAA safe harbor protection, 
favorable prosecutorial treatment under DOJ guidelines, defensible positions under the Responsible 
Corporate Officer Doctrine, and satisfaction of their Caremark oversight duties. 

The question is no longer whether to implement PQC, but how quickly hospital leadership can 
demonstrate their commitment to this essential security measure. 

11NIST FIPS 203, 204, 205 (August 13, 2024); NIST IR 8547 Transition to Post-Quantum Cryptography Standards 
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