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1. Executive Summary

This technical evaluation provides an in-depth analysis of how the PQC+ platform—specifically
the SMARTCompliance® and SMARTInfoSecur® modules—not only satisfies but
substantially exceeds the requirements established by the Centers for Medicare & Medicaid
Services (CMS) Interoperability Framework. The document is designed to serve as a definitive
reference for security architects and Chief Data Officers evaluating solutions for healthcare data
protection in the quantum computing era.

The healthcare sector faces a dual challenge in 2026: meeting stringent federal interoperability
mandates while simultaneously integrating artificial intelligence into clinical workflows.
Traditional security frameworks were designed for static data exchange, not for the high-
velocity, Al-driven decision support systems now becoming standard. The PQC+ platform
addresses this paradigm shift through two complementary approaches: governance
automation via SMARTCompliance® and quantum-resistant cryptographic protection via
SMARTInfoSecur®.

1.1 Key Findings

CMS Framework Compliance: The PQC+ platform satisfies all 26 criteria across the five core
pillars of the CMS Interoperability Framework, with native FHIR R4 support ready for the July 4,
2026 mandate.

Al Governance Gap Closure: SMARTCompliance® addresses five critical gaps that current
federal standards do not contemplate: Al-specific consent management, continuous model
monitoring, Al data rights transparency, workflow fragmentation, and post-quantum security
vulnerabilities.

Mathematical-Level Security: SMARTInfoSecur® implements NIST FIPS 203, 204, and 205
post-quantum cryptographic standards, providing defense against 'Harvest Now, Decrypt Later'
(HNDL) attacks through embedded policy encryption.

Federal Validation: The platform holds the industry-exclusive FDA Authority to Operate (ATO)
for a post-quantum cryptographic solution in healthcare, representing validation at a level
exceeding standard HITRUST assessments.
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2. CMS Interoperability Framework: Technical
Foundation and Al Challenges

The CMS Interoperability Framework establishes the architectural blueprint for modern health
data exchange, defining how payers, providers, and patients interact within a standardized
ecosystem. Understanding this framework—and its limitations in the Al era—is essential for
evaluating any governance solution.

2.1 The Five Pillars of CMS Interoperability

The framework is organized around five core pillars, each addressing a distinct aspect of
healthcare data exchange:

Pillar I: Patient Access and Empowerment

This pillar ensures patients can access their health information through applications of their
choosing. Requirements include seamless data access via patient-selected apps, transparency
in claims and Explanation of Benefits (EOB) data, and robust consent preference management.
The technical implementation relies on standardized APls that enable third-party applications to
retrieve patient data while respecting consent boundaries. The fundamental limitation here is
that consent frameworks were designed for human-to-human data sharing, not for algorithmic
consumption by Al systems.

Pillar II: Provider Access and Delegation

Provider access requirements center on enabling full treatment-based data retrieval with
appropriate identity assurance. The framework mandates IAL2/AAL2 digital credentials for
provider authentication, delegated vendor access models for authorized third parties, and
automated quality gap queries for care coordination. While these requirements ensure
legitimate clinical access, they do not address the unique risks posed when that access is
mediated by Al systems that may retain, learn from, or redistribute accessed data.

Pillar 1ll: Data Availability and Standards

Data availability requirements mandate USCDI v3 compliance and operational FHIR API
readiness by July 4, 2026. This standardization ensures semantic interoperability across
healthcare organizations. However, the standards focus on data structure rather than data
usage governance—they define how data should be formatted for exchange but not how Al
systems should be permitted to consume or learn from that data.

Pillar IV: Network Connectivity and Transparency

Network requirements include participation in the CMS National Provider Directory and reporting
of network usage metrics. These transparency requirements enable accountability in traditional
data exchange scenarios but lack mechanisms for monitoring Al-specific usage patterns, model
training activities, or algorithmic decision-making processes.

Pillar V: Identity, Security, and Trust
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The security pillar enforces purpose-based queries, IAL2/AAL2 digital credentials, and
HITRUST-level security protocols. These requirements provide a baseline for traditional data
protection but were developed before quantum computing threats became practical concerns
and before Al systems created new categories of data exposure risk.

2.2 The Al Paradigm Shift: Where Traditional Frameworks Fail

The shift from static data exchange to Al-driven clinical workflows creates vulnerabilities that the
CMS framework was never designed to address. Traditional interoperability standards assume a
model where data moves from point A to point B for a specific, time-limited purpose. Al systems
fundamentally break this model in several ways. First, they may retain and learn from accessed
data indefinitely. Second, they may combine data from multiple patients to derive insights that
expose patterns about individuals or populations. Third, their decision-making processes may
be opaque, making it difficult to audit how specific data influenced specific outcomes.

The Treatment, Payment, and Healthcare Operations (TPO) paradigm that underlies HIPAA was
designed for an era when data use cases were predictable and discrete. When patient data is
ingested at scale to train Large Language Models (LLMs) or feed automated Clinical Decision
Support (CDS) systems, the TPO framework provides no technical mechanism for
distinguishing between legitimate clinical use and unauthorized model training, for tracking how
data flows through Al pipelines, or for ensuring that derived insights respect the consent
boundaries established for the source data.
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3. The Five Critical Al Governance Gaps

Technical analysis reveals five specific gaps where current interoperability standards fail to
provide adequate governance for Al-integrated healthcare systems. Each gap represents a
category of risk that requires purpose-built technical controls.

3.1 Gap 1: Al-Specific Consent and Governance

The Problem: HIPAA's consent framework covers traditional Treatment, Payment, and
Healthcare Operations, but it does not contemplate secondary use of patient data for LLM
training or automated diagnostic development. When a patient consents to share their data for
treatment, they are not—under current frameworks—providing informed consent for that data to
train Al models that may influence decisions about millions of other patients.

The Technical Requirement: Organizations need technical enforcement of separate
authorizations for distinct use cases: clinical CDS use where Al provides real-time decision
support for an individual patient's care, versus third-party Al research where data contributes to
model development that extends beyond the patient's direct treatment. These authorizations
must be granular, revocable, and technically enforced at the point of data access.

Why This Matters: Without technical enforcement, consent becomes a policy fiction.
Organizations may have patients sign consent forms, but if systems cannot technically
distinguish between permitted and prohibited uses, the consent provides no actual protection.
The risk extends beyond regulatory compliance to fundamental patient trust—if patients learn
their data trained models without their explicit authorization, the resulting loss of trust could
undermine the entire interoperability ecosystem.

3.2 Gap 2: Continuous Model Monitoring

The Problem: Standard audit logs track data access events but ignore 'model drift—the
degradation of Al accuracy as clinical populations evolve over time. An Al model trained on
historical data may perform well initially but produce increasingly inaccurate or biased results as
patient demographics, disease patterns, or treatment protocols change.

The Technical Requirement: Long-term safety requires technical structures to monitor whether
models remain private (not leaking training data through outputs), ethical (not producing
discriminatory recommendations), and compliant (operating within their authorized scope)
throughout their operational lifecycle. This monitoring must be continuous, automated, and
integrated into the governance framework rather than treated as an afterthought.

Why This Matters: Healthcare Al systems often operate for years after initial deployment. A
model that passes validation at launch may become dangerous through drift. Without
continuous monitoring, organizations have no technical mechanism to detect degradation before
it causes patient harm. The liability implications are significant—if an organization deploys an Al
system and fails to monitor its ongoing performance, they may bear responsibility for harms that
post-deployment monitoring would have prevented.

3.3 Gap 3: Al Data Rights and Transparency
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The Problem: CMS transparency requirements focus on network connectivity metrics, but they
lack provisions for what might be called 'Al Nutrition Labels'—disclosures about the training
data, methods, and limitations of Al systems used in clinical care.

The Technical Requirement: These labels must disclose training data origins (what patient
populations the model learned from), de-identification methodologies (how privacy was
protected during training), and known failure modes (situations where the model performs poorly
or produces unreliable results). This information must be surfaced to clinicians at the point of
care, enabling informed judgment about when to trust and when to override Al
recommendations.

Why This Matters: Clinicians cannot appropriately calibrate their reliance on Al systems without
understanding those systems' limitations. A model trained primarily on data from urban
academic medical centers may perform poorly for rural populations; a model trained on
historical data may not account for recent treatment advances. Without transparency, clinicians
either over-rely on Al (risking patient harm) or under-rely on Al (losing the benefits of decision
support).

3.4 Gap 4: Workflow Fragmentation

The Problem: The proliferation of disconnected Al tools creates what might be termed a

'problem of plenty'—multiple Al systems operating in silos, each with its own data models,
interfaces, and governance requirements. True interoperability requires that Al outputs be
integrated into structured clinical workflows rather than existing as isolated point solutions.

The Technical Requirement: Al ambient scribes, diagnostic assistants, and other tools must
produce outputs that can be converted into structured EHR data. This conversion must preserve
semantic meaning, maintain provenance tracking, and respect the governance constraints
applicable to both the input data and the Al-generated output.

Why This Matters: Fragmented Al tools create documentation gaps, increase cognitive load on
clinicians, and undermine the benefits of structured data for population health analytics and
quality reporting. If Al-generated clinical notes exist outside the structured EHR, they cannot be
effectively queried, analyzed, or used for downstream care coordination.

3.5 Gap 5: Post-Quantum Security Vulnerabilities

The Problem: Current encryption standards based on RSA and ECC are defenseless against
'Harvest Now, Decrypt Later' (HNDL) threats. Sophisticated adversaries are capturing encrypted
health data today with the intention of decrypting it using quantum computers in the future.
Given that healthcare data often carries retention requirements exceeding thirty years, data
encrypted today with traditional methods will likely be exposed within its required retention
period.

The Technical Requirement: Healthcare organizations require cryptographic protections that

will remain secure even against future quantum computing capabilities. This is not a theoretical
concern—the cryptographic transition must begin now because encrypted data captured today
cannot be retroactively protected.
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Why This Matters: Healthcare data is uniquely valuable for adversaries because it is both
permanent (medical conditions do not change) and sensitive (it can be used for identity theft,
extortion, or targeted attacks). The HNDL threat specifically targets this data's long-term value.

Existing HITRUST requirements do not address this temporal dimension of the threat
landscape.
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4. SMARTCompliance®: Technical Architecture for Al
Governance

The SMARTCompliance® module serves as the automated enforcement engine for Al
governance, transforming static regulatory policies into dynamic technical checkpoints. This
section provides a detailed technical analysis of how the module operates and why its
architectural decisions enable capabilities beyond traditional compliance systems.

4.1 The Al Compliance Gateway: Architecture and Operation

At the core of SMARTCompliance® is the Al Compliance Gateway, implemented using the
Model Context Protocol (MCP). This gateway acts as a controlled checkpoint for every Al-driven
data request, regardless of the requesting system or the type of Al operation being performed.

Request Interception and Analysis

When an Al system requests patient data, the gateway intercepts the request before any data is
retrieved. The interception layer examines the request metadata including the requesting
system identity, the stated purpose of the request, the specific data elements being requested,
and the patient identities involved. This analysis happens in real-time with latency measured in
milliseconds, ensuring that Al workflows are not materially slowed by governance checks.

Consent Rule Evaluation

The gateway maintains a real-time consent rule engine that evaluates each request against the
patient's documented consent preferences. Unlike traditional binary consent models (access
permitted or denied), the gateway supports granular consent rules that may permit some uses
while restricting others. A patient might consent to their data being used for their own clinical
care via Al-powered CDS while prohibiting use of that same data for training third-party Al
models.

Dynamic Masking and Anonymization

When consent rules permit partial access, the gateway applies dynamic masking or
anonymization before data reaches the requesting Al system. This is not a static de-
identification process—the gateway determines in real-time which data elements require
protection based on the specific request context. The same underlying patient record might be
delivered with full fidelity for direct clinical care, with identifying elements masked for quality
improvement analytics, or with additional protections for research use cases.

4.2 Jurisdictional Awareness and Granular Tagging

Healthcare data governance varies significantly by jurisdiction. A data flow that is fully compliant
in one state may violate regulations in another. SMARTCompliance® addresses this through
real-time jurisdictional evaluation that automatically determines applicable laws based on
patient geography, provider location, and data destination.

Multi-Jurisdictional Rule Application
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The platform maintains a continuously updated repository of healthcare data regulations
including HIPAA (federal), CCPA/CPRA (California), state-specific health privacy laws, and
international regulations for cross-border scenarios. When a data request is processed, the
jurisdictional engine identifies all applicable regulations and applies the most restrictive
interpretation where regulations conflict.

Sensitive Category Protection

Certain categories of health data receive heightened protection under specific regulations. The
platform utilizes granular tagging for sensitive categories including reproductive health data
(subject to enhanced protections in many jurisdictions post-Dobbs), substance use disorder
records protected under 42 CFR Part 2, behavioral and mental health data, and HIV/AIDS
status information. This metadata-driven approach ensures that sensitive data flows are
automatically restricted or redacted when crossing state lines or organizational boundaries,
without requiring manual intervention for each transaction.

4.3 The Audit Engine: Comprehensive Transaction Logging

The platform's audit engine captures a comprehensive metadata set for every transaction,
satisfying and exceeding IAL2/AAL2 compliance requirements. The audit trail is designed to
support both real-time compliance monitoring and after-the-fact forensic analysis.

Captured Metadata Elements

For each transaction, the audit engine records: timestamp with sub-second precision and
session identifier for transaction correlation; user identity verified through IAL2/AAL2
mechanisms, along with role and organizational affiliation; source IP address and device identity
for endpoint accountability; the specific consent basis that authorized the access; detailed
enumeration of data categories accessed and any masking applied; and success or failure
status with detailed refusal reasons for denied requests.

Audit Trail Integrity

Audit records are cryptographically signed at creation and stored in an append-only structure
that prevents tampering. The audit trail itself is protected by the same post-quantum
cryptographic mechanisms that protect patient data, ensuring that forensic evidence remains
admissible and trustworthy even in future legal proceedings.
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5. SMARTInfoSecur®: Post-Quantum Cryptography
and Embedded Policy

As quantum computing capabilities advance, the healthcare sector's reliance on traditional
encryption represents a critical failure point for long-term data protection. SMARTInfoSecur®
addresses this existential threat by implementing NIST-standardized Post-Quantum
Cryptography (PQC), holding the industry-exclusive FDA Authority to Operate (ATO) for a
PQC solution in healthcare.

5.1 Understanding the Quantum Threat to Healthcare Data

Traditional public-key cryptography—including RSA and Elliptic Curve Cryptography (ECC)—
derives its security from mathematical problems that classical computers cannot solve
efficiently. RSA security depends on the difficulty of factoring large composite numbers; ECC
security depends on the discrete logarithm problem over elliptic curves. Both of these problems
can be solved efficiently by quantum computers running Shor's algorithm.

The timeline for practical quantum computers remains uncertain, but the HNDL threat model
means the cryptographic transition must begin immediately. Adversaries—including nation-state
actors—are actively harvesting encrypted data today, storing it for future decryption. Healthcare
data is a primary target because its value does not decay: a patient's genetic information,
chronic conditions, and medical history remain sensitive and exploitable indefinitely.

5.2 NIST PQC Standards Implementation

SMARTInfoSecur® implements the three NIST-standardized post-quantum cryptographic
algorithms published as FIPS 203, 204, and 205. These standards represent the culmination of
a multi-year standardization process that evaluated dozens of candidate algorithms for security
and performance.

FIPS 203: ML-KEM (Module-Lattice-Based Key-Encapsulation Mechanism)

FIPS 203 standardizes CRYSTALS-Kyber as the primary key encapsulation mechanism for
post-quantum key exchange. The algorithm's security derives from the hardness of the Module
Learning With Errors (MLWE) problem—a mathematical challenge that remains computationally
intractable even for quantum computers. In the SMARTInfoSecur® implementation, ML-KEM is
used to establish secure session keys for encrypted data exchange, replacing traditional Diffie-
Hellman and ECDH key agreement protocols.

FIPS 204: ML-DSA (Module-Lattice-Based Digital Signature Algorithm)

FIPS 204 standardizes CRYSTALS-Dilithium for digital signatures. This algorithm enables the
creation of digital signatures that cannot be forged even by quantum-capable adversaries. In the
healthcare context, ML-DSA provides quantum-resistant authentication for all system actors,
ensures the integrity and non-repudiation of clinical documents and audit trails, and enables
cryptographic verification of policy compliance at the point of data access.

FIPS 205: SLH-DSA (Stateless Hash-Based Digital Signature Algorithm)
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FIPS 205 standardizes SPHINCS+ as an alternative digital signature scheme based on hash
functions rather than lattice problems. This provides cryptographic diversity—if future
cryptanalysis reveals weaknesses in lattice-based schemes, SLH-DSA offers a fallback based
on entirely different mathematical foundations. SMARTInfoSecur® uses SLH-DSA for long-term
archival signatures where maximum security margins are required.

5.3 Why Lattice-Based Cryptography Resists Quantum Attacks

Understanding why lattice-based cryptography provides quantum resistance requires examining
the mathematical foundations. A lattice is a regular grid of points in multi-dimensional space.
The security of lattice-based schemes derives from the difficulty of certain problems on these
lattices, particularly the Shortest Vector Problem (SVP) and the Learning With Errors (LWE)
problem.

The Shortest Vector Problem asks: given a description of a lattice, find the shortest non-zero
vector in that lattice. In high dimensions, this problem becomes extraordinarily difficult. While
Shor's algorithm provides quantum speedups for factoring and discrete logarithms, no
analogous quantum algorithm provides substantial speedup for SVP. The best known quantum
algorithms for SVP offer only modest improvements over classical algorithms—far from the
exponential speedup that Shor's algorithm provides for RSA and ECC.

The Learning With Errors Problem involves recovering a secret vector from noisy linear
equations. The 'errors' (noise) make the problem information-theoretically hard to solve.
CRYSTALS-Kyber and CRYSTALS-Dilithium both derive their security from variants of LWE,
specifically the Module-LWE problem that operates over polynomial rings for improved
efficiency.
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6. Cryptographic Key Structures with Embedded
Access Control: Technical Deep Dive

This section provides the detailed technical explanation of how SMARTInfoSecur® fuses access
control policies directly into cryptographic key structures—the architectural innovation that
provides definitive defense against HNDL attacks. This approach represents a paradigm shift
from traditional security architectures and merits careful examination.

6.1 The Fundamental Limitation of Traditional Security Architectures

Traditional security architectures employ a layered approach where encryption and access
control are separate functions. Data is encrypted with a key, and access control systems
determine who can retrieve that key. This separation creates a critical vulnerability: if an
adversary compromises either the encryption layer or the access control layer, they gain access
to the underlying data.

Consider a typical healthcare encryption scenario: Patient data is encrypted using AES-256 with
a symmetric key. That symmetric key is itself encrypted using RSA-2048 with the intended
recipient's public key. Access control systems verify the recipient's identity before providing the
encrypted symmetric key. The recipient decrypts the symmetric key using their RSA private key,
then decrypts the data using the symmetric key.

This architecture has served well for decades, but it contains a fundamental structural
weakness: the encryption is decoupled from the policy. Once a user possesses the decryption
key, the data is fully exposed regardless of whether the access conditions that authorized key
retrieval still hold. If an adversary captures the encrypted data and later obtains the key through
any means—including quantum cryptanalysis of the RSA layer—they can decrypt the data even
though they never satisfied the access control requirements.

6.2 The Embedded Policy Encryption Paradigm

SMARTInfoSecur® implements Attribute-Based Encryption (ABE) enhanced with post-
quantum cryptographic primitives. In this paradigm, access control policies are not enforced by
a separate system—they are mathematically embedded into the encryption itself. The data
cannot be decrypted unless the specific policy requirements are satisfied at the moment of
decryption.

How Attribute-Based Encryption Works

In traditional encryption, a ciphertext is created for a specific recipient's key. In ABE, a ciphertext
is created for a policy—a logical expression over attributes. Decryption succeeds only if the
decryptor possesses credentials (attribute keys) that satisfy the policy embedded in the
ciphertext.

For example, a policy might specify: (Role = 'Physician' AND Department = 'Cardiology’) OR
Role = 'Patient' AND PatientID = '12345'). Data encrypted under this policy can only be
decrypted by someone whose cryptographic credentials prove they are a physician in
Cardiology OR are the specific patient whose data is encrypted. No key server, no access
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control system, no administrator can override this—the mathematics simply will not permit
decryption without policy-satisfying credentials.

Post-Quantum ABE: The SMARTInfoSecur® Implementation

Traditional ABE schemes rely on pairing-based cryptography, which is vulnerable to quantum
attacks. SMARTInfoSecur® implements a lattice-based ABE scheme that maintains the policy-
embedding properties while providing quantum resistance. The mathematical foundation uses
the Ring-LWE problem and lattice trapdoor constructions to enable:

* Policy Embedding: Complex access policies encoded directly into ciphertext structure
using lattice-based transformations

+ Attribute Key Generation: Credentials that prove attribute possession without revealing
unnecessary information, generated using lattice trapdoor sampling

* Quantum-Resistant Decryption: A decryption algorithm that succeeds only when
presented credentials satisfy the embedded policy, secure against both classical and
guantum adversaries

6.3 Time-Bound and Context-Sensitive Policies

SMARTInfoSecur® extends basic ABE with temporal and contextual constraints that further
restrict decryption conditions:

Temporal Constraints

Policies can include time bounds: data may be decryptable only within a specified time window.
This is achieved through time-based attribute revocation—attribute keys are generated with
expiration timestamps, and the cryptographic verification includes a proof of current time from a
trusted time source. Past-expiration credentials mathematically cannot satisfy the time-bound
policy, even if an adversary captures them.

Session Binding

Decryption can be bound to specific authenticated sessions. The session identifier becomes
part of the policy, and decryption requires a credential proving active session membership. If a
session terminates or times out, decryption of session-bound data becomes cryptographically
impossible—not just administratively blocked, but mathematically impossible.

Identity Verification Integration

Policy conditions can require specific identity assurance levels. IAL2/AAL2 verification is not just
a gateway requirement—it generates cryptographic credentials that become necessary

conditions for decryption. Data encrypted with an IAL2 requirement literally cannot be decrypted
by someone who has only achieved IAL1 verification, regardless of their role or other attributes.

6.4 Definitive Defense Against HNDL Attacks

The embedded policy architecture provides definitive defense against Harvest Now, Decrypt
Later attacks. Understanding why requires tracing through the attack scenario:
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The HNDL Attack Model: An adversary intercepts and stores encrypted healthcare data today.
They cannot currently decrypt it because they lack the decryption key. They wait for quantum
computers to become capable of breaking traditional encryption. They then use quantum
cryptanalysis to recover the key and decrypt the data.

Why Traditional PQC Alone is Insufficient: Simply replacing RSA with post-quantum
algorithms addresses the cryptanalysis step—quantum computers cannot break lattice-based
encryption. However, if the encryption is still decoupled from policy, an adversary who obtains
keys through other means (theft, insider threat, legal compulsion) can still decrypt harvested
data. The HNDL threat is not exclusively about quantum cryptanalysis.

The SMARTInfoSecur® Defense: By embedding policies into encryption, SMARTInfoSecur®
ensures that harvested data remains protected even if keys are compromised. Consider data
encrypted with a policy requiring valid session parameters and current timestamp verification.
An adversary who captures this data has captured a ciphertext that can only be decrypted
during an active, authenticated session at a specific time. The session has long since ended.
The time window has long since passed. Even with possession of all relevant cryptographic
keys, the adversary cannot satisfy the embedded temporal and session requirements. The data
is not merely encrypted—it is mathematically locked to conditions that can never again be
satisfied.
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7. Comparative Mapping: Meeting and Exceeding CMS
Requirements

This section provides a systematic mapping of PQC+ platform capabilities against CMS
Interoperability Framework requirements, demonstrating both baseline compliance and value-

added extensions.

Table 1: Pillar | - Patient Access and Empowerment

CMS Requirement

App access to all health
data

Claims/EOB
transparency

Consent preference
management

PQC+ Response

SMARTOpenHealth®
native apps with full
FHIR R4 access

X12 to FHIR mapping
for all claims data

Full consent lifecycle
management

How It Exceeds

Al-specific consent
controls for data use

FDX Banking
Integration for unified
health/financial views

Separate Al training vs.
clinical use consent
tracks

Table 2: Pillar V - Identity, Security, and Trust

CMS Requirement

Purpose-based queries

IAL2/AAL2 credentials

HITRUST-level security

Audit logging

PQC+ Response

SMARTCompliance®
purpose validation

Full IAL2/AAL2
implementation

HITRUST compliance
plus FDAATO

Comprehensive
transaction audit with
cryptographic integrity

How It Exceeds

Purpose enforcement
embedded in
cryptographic access

IAL verification
generates cryptographic
credentials for policy
satisfaction

Federal-level validation
exceeds commercial
frameworks

Quantum-resistant audit
trail integrity; 42 CFR
Part 2 protections

Technical Mechanism

Granular consent
engine with purpose-
specific authorizations

Cross-domain API
federation with
consistent security
model

Policy-embedded
encryption enforces
consent at decryption
time

Technical Mechanism

ABE policies include
purpose as required
attribute

Identity assurance level
becomes cryptographic
precondition

NIST FIPS 203/204/205
implementation with
continuous monitoring

PQC-signed append-
only audit store with
sensitive category

tagging
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8. Technical Reference for Security Architects

This section serves as the definitive reference for Chief Data Officers and Security Architects
evaluating the platform's security integrity and deployment readiness.

8.1 Security Posture Summary

FDA Authority to Operate Status

As the only PQC solution in healthcare with an FDA Authority to Operate, the platform's
security controls have been validated at a federal level that far exceeds standard HITRUST
assessments. The ATO process involves rigorous evaluation of security architecture,
implementation correctness, operational procedures, and incident response capabilities. This
federal validation provides assurance that goes beyond checkbox compliance to substantive
security effectiveness.

Quantum-Level Policy Enforcement

The cryptographic fusion of access rules prevents lateral movement within compromised
environments. Because data is governed at the mathematical level, unauthorized users cannot
decrypt data even if they gain access to the storage environment, compromise administrative
credentials, or breach perimeter defenses. The defense model assumes breach and provides
protection that functions regardless of network-level compromise.

Terminology Compliance

The SMARTDatalLake® natively integrates LOINC, RxNorm, and SNOMED CT terminologies,
ensuring that all data is semantically interoperable for advanced clinical analytics and Clinical

Decision Support. This integration enables consistent data interpretation across organizational
boundaries and supports the semantic precision required for reliable Al-driven analysis.

8.2 Deployment Architecture Considerations

The PQC+ platform supports multiple deployment models to accommodate varying
organizational requirements:

Cloud-Native Deployment

For organizations preferring managed infrastructure, the platform operates in FedRAMP-
authorized cloud environments with all cryptographic operations performed in FIPS 140-3
validated hardware security modules. This model provides rapid deployment with minimal on-
premises infrastructure requirements.

Hybrid Deployment

Organizations with existing data center investments can deploy the cryptographic enforcement
layer on-premises while leveraging cloud resources for scalable analytics. The hybrid model
ensures that sensitive cryptographic operations remain within organizational boundaries while
benefiting from cloud elasticity for compute-intensive Al workloads.
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Air-Gapped Deployment

For organizations with heightened security requirements, the platform supports fully air-gapped
deployment with no external network dependencies. Cryptographic key material is generated
and managed entirely within the isolated environment, with hardware-based key ceremony
procedures for initial provisioning.

8.3 Integration Specifications

The platform provides comprehensive integration capabilities for existing healthcare IT
infrastructure:

*  FHIR R4 APIs: Full FHIR R4 implementation with Bulk Data export/import, ready for July
2026 compliance

* QHIN Connectivity: Pre-built connectors for major Qualified Health Information

Networks

+ EHR Integration: Certified integrations with Epic, Cerner, MEDITECH, and other major
EHR platforms

+ ldentity Federation: SAML 2.0 and OIDC support for enterprise identity integration with
IAL2/AALZ2 assurance

* Al Platform Connectors: Model Context Protocol integration for major Al/ML platforms
with governance enforcement
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9. Conclusion and Strategic Recommendations

The 2026 healthcare environment demands an architecture that is simultaneously open
(satisfying CMS interoperability mandates) and impenetrable (protecting against current threats
and future quantum capabilities). The PQC+ platform, through its SMARTCompliance® and
SMARTInfoSecur® modules, provides this architecture.

9.1 Summary of Findings

Baseline Compliance: The platform satisfies all 26 criteria of the CMS Interoperability
Framework, with particular strength in FHIR R4 implementation, IAL2/AALZ2 identity assurance,
and comprehensive audit capabilities.

Gap Closure: The platform addresses five critical governance gaps that current federal
standards do not contemplate, providing technical controls for Al-specific consent, model
monitoring, data rights transparency, workflow integration, and post-quantum security.

Architectural Innovation: The embedded policy encryption paradigm represents a
fundamental advance over traditional layered security architectures, providing mathematical-
level protection that remains effective regardless of perimeter compromise.

Future-Proofing: NIST FIPS 203/204/205 implementation ensures that protected data remains
secure against quantum computing threats for the full duration of healthcare data retention
requirements.

9.2 Strategic Recommendations

For organizations pursuing CMS-Aligned Network designation by Q1 2026, the PQC+
platform provides a unified solution that addresses both immediate compliance requirements
and emerging threats. The platform's FDA ATO status provides federal validation that simplifies
organizational risk assessment and accelerates procurement decisions.

For security architects evaluating long-term data protection strategies, the embedded
policy encryption architecture merits particular attention. The shift from policy-as-configuration to
policy-as-cryptography represents a paradigm change that fundamentally alters the threat
model for persistent data protection.

For Chief Data Officers managing Al integration initiatives, the SMARTCompliance®
governance framework provides the technical controls necessary to deploy Al responsibly while
maintaining patient trust and regulatory compliance. The granular consent mechanisms and
continuous monitoring capabilities enable organizations to realize Al benefits while managing
associated risks.

Document Classification: Confidential - For Security Architects and Chief Data Officers

Version: 1.0 - Q1 2026 Edition

Page 20 of 20 | Confidential - For Security Architects and Data Officers



	Table of Contents
	1. Executive Summary
	1.1 Key Findings

	2. CMS Interoperability Framework: Technical Foundation and AI Challenges
	2.1 The Five Pillars of CMS Interoperability
	Pillar I: Patient Access and Empowerment
	Pillar II: Provider Access and Delegation
	Pillar III: Data Availability and Standards
	Pillar IV: Network Connectivity and Transparency
	Pillar V: Identity, Security, and Trust

	2.2 The AI Paradigm Shift: Where Traditional Frameworks Fail

	3. The Five Critical AI Governance Gaps
	3.1 Gap 1: AI-Specific Consent and Governance
	3.2 Gap 2: Continuous Model Monitoring
	3.3 Gap 3: AI Data Rights and Transparency
	3.4 Gap 4: Workflow Fragmentation
	3.5 Gap 5: Post-Quantum Security Vulnerabilities

	4. SMARTCompliance®: Technical Architecture for AI Governance
	4.1 The AI Compliance Gateway: Architecture and Operation
	Request Interception and Analysis
	Consent Rule Evaluation
	Dynamic Masking and Anonymization

	4.2 Jurisdictional Awareness and Granular Tagging
	Multi-Jurisdictional Rule Application
	Sensitive Category Protection

	4.3 The Audit Engine: Comprehensive Transaction Logging
	Captured Metadata Elements
	Audit Trail Integrity


	5. SMARTInfoSecur®: Post-Quantum Cryptography and Embedded Policy
	5.1 Understanding the Quantum Threat to Healthcare Data
	5.2 NIST PQC Standards Implementation
	FIPS 203: ML-KEM (Module-Lattice-Based Key-Encapsulation Mechanism)
	FIPS 204: ML-DSA (Module-Lattice-Based Digital Signature Algorithm)
	FIPS 205: SLH-DSA (Stateless Hash-Based Digital Signature Algorithm)

	5.3 Why Lattice-Based Cryptography Resists Quantum Attacks

	6. Cryptographic Key Structures with Embedded Access Control: Technical Deep Dive
	6.1 The Fundamental Limitation of Traditional Security Architectures
	6.2 The Embedded Policy Encryption Paradigm
	How Attribute-Based Encryption Works
	Post-Quantum ABE: The SMARTInfoSecur® Implementation

	6.3 Time-Bound and Context-Sensitive Policies
	Temporal Constraints
	Session Binding
	Identity Verification Integration

	6.4 Definitive Defense Against HNDL Attacks

	7. Comparative Mapping: Meeting and Exceeding CMS Requirements
	8. Technical Reference for Security Architects
	8.1 Security Posture Summary
	FDA Authority to Operate Status
	Quantum-Level Policy Enforcement
	Terminology Compliance

	8.2 Deployment Architecture Considerations
	Cloud-Native Deployment
	Hybrid Deployment
	Air-Gapped Deployment

	8.3 Integration Specifications

	9. Conclusion and Strategic Recommendations
	9.1 Summary of Findings
	9.2 Strategic Recommendations


