
Protecting You, Your Organization and 
Community from Cyber Threats

A  SESS ION ON  C Y BE R S EC URIT Y F O R 2022 A N D BEYON D

B Y  T I M  O ’ B R I E N



What is an I.T. Managed Service Provider?

SBS provides the Winning Playbook for Centralized and Managed Software 
Solutions

Service Offerings
• Virtual CIO (IT Governance and Auditing)

• Cyber Security (Assessment, Response, Detection, Removal)

• Impactful Communication (Text, Email, Phone) from one Source

• Cloud Based Solutions including Back-up, Disaster Recovery, Email

• ADA Compliant WebSites and Hosting

• Project Management & I.T. Staffing

• Device Procurement & Optimization



Who We Protect

A Community Centric MSP (Managed Service Provider/Partner) for 25 businesses - most
are Community-Based or Not for Profit)

City of Harper Woods

City of St Clair Shores

Port Huron Housing - including Community 
Centers (Dulhut & Ross)

A Beautiful Me & The Closet

Marysville Housing

Grace Episcopal Church

St Clair Housing

Battle Creek Housing

Ferndale Housing

Kitchen Tune-up

Eastpointe Housing

Luna Pier Housing

Lansing Housing

Port Huron Downtown Development 
Authority

Algonac Housing

Alma Housing



Approximately Only 1/3 of the Internet is Used for Good

• Google, Pinterest, Facebook

• Online Banking, Venmo, Uber 

• Research, Whistle Blowers 

• TOR - Ransomware Affiliates

• Child Pornography, Human 
Trafficking



• Smart home/Wearables

• Artificial Intelligence

• Energy Management

New Challenges with Privacy (IoT)



Protecting Mobile Privacy
• Apple -

https://www.foxnews.com/tech
/how-to-stop-apple-and-
google-from-tracking-you

• Google Android Device -
https://support.google.com/an
droid/answer/6179507

• Amazon Alexa -
https://www.consumerreports.
org/privacy/smart-speaker-
privacy-settings/



Threats that Hit Home

• Cyber Bullying

• Social Influencers

• No Generational 
Boundaries

https://www.stopbullying.gov/



https://haveibeenpwned.com

Have I Been Pwned?



Tips to Protecting Your Confidentiality



https://nordpass.com/secure-password

How Strong Are your Passwords?

The Don’ts -

• Reuse passwords

• Common keyword 
patterns

• Common names



Protecting Personal Privacy

Two-factor Authentication

Incognito/Private Browsing

Separate Email/Ccard for Online Banking

Utilize Strong passphrases

VPN Software

Reputable Anti-virus



Threats that Lurk in the Deep – Go Phish

• Spoofing

• Phishing

• Advanced Ransomware is expected to encrypt a new business every 11 
seconds and Cost Business’ upwards of $40 Billion in 2022…

https://blog.knowbe4.com/



Keeping your Business Safe

Always Verify the Source

Awareness Training

Phishing Simulations

Security Liaison Role



Advanced Threats 
Ransomware in the Underground Marketplace

What can happen……

• Stolen Credentials

• Compromised Data

• Ransom

• Double/Triple Extortion



Advanced Threats - Ransomware Today



Layering Your Security Stack

Assessment

Purchase a Business Class Firewall 

VPN/DNS Filtering Software 

***Bonus Items***   
 Kiosk Security 

Approach
 Recycle Copier 

Hard Drive

Centralized and Advanced Antivirus

Two-factor Authentication

Simulated Training 



Multiple Layered Approach is needed to help Mitigate Threats

Layering Your Security- Continued



How Do You Stack Up?

Ensure systems are up to date and patched regularly

Fix any known exploits hardware/software and review common authority guidelines 
frequently (CISA Catalog, NIST, RSA, OFAQ, DFIR Report)

 Implement a comprehensive password policy

 Implement Multi-factor authentication

Utilize encryption techniques to safeguard data (Backups, Email)

Make sure unnecessary Internet facing Ports and Protocols are deactivated to prevent 
DDoS and other Cyber Attacks

Setup Performance Alerts and Reporting of any unexpected/unusual network activity 
via monitor Security Operations Center (SOC)

 Install up-to-date antivirus software. Add advanced EDR to Stack.

Provide Awareness Training- Training to prepare staff for phishing, & ransomware 
attacks including testing



Tools for Your Arsenal
NEVER ASSUME you Are Protected!

Detection and Response Checklists



Where to Start? Assume Nothing!

Partner with the right Technology Provider to help Assess all things I.T.

Base decisions on business need and budget, not hype or scare tactics



Questions?



About Your Technology Team

Founder and CIO of Simplified Business Solutions, LLC (SBS),  Tim O’Brien is a Technology 
Specialist, holding over 25 years of experience with a unique focus on people. 

Excellent customer service is how business is handled.  SBS can create and manage a multitude 
of technological environments for any sized business, and focuses on the following industries –
non-profit, local government, housing authorities, medical, financial, and automotive.

Having been in the consulting business for over 10 years, Tim saw an opportunity to provide 
technology support a different way.  As a direct result from feedback from previously supported 
clients, Simplified Business Solutions, LLC was founded in the fall of 2017.  SBS is redefining this 
thing we call "Service".  We want to give the personal type of service that seems to be a lost art 
these days.  You want to know you can call someone and get a caring human on the line, not an 
email ticket system or phone answering service.  We have your answer…



How We Do I.T.?

Best in Class Software
• Webroot SecureAnywhere is Editors Choice

• SentinelOne is top Advanced EDR Solution (4th of 18)
Endpoint Detection and Response Software with advanced AI hunting and heuristics learning



What We Do - I.T.
We Provide Advanced Monitored and Assessment Software Solutions

These include Best in Class  -

Monitored Endpoint Devices and Software (like Servers, PCs, Switches, Routers, 
SQL, Virus/Malware/Ransomware, DDoS Attack Status) 

Performance Alerts and Reporting

Microsoft and Third Party (Dell, HP, Lenovo, Adobe, Java) Patching Software

Self/Automated Repair and Optimization Utilities

Advanced Security Services like EDR, and Security Operations Centers (SOC)



Conclusion - Long Term Approach to the 
Security Epidemic
• Stay vigilant – Always question an email 

communication and get verbal 
communication it is legitimate from the 
sender.  

• Invest in additional awareness training, 
tools to improve safety and Never use/plug 
non-sanctioned devices into a corporate 
network. (Example – free USB drives from 
a conference)

• Develop future budgets with security in 
mind and Make IT Infrastructure and 
Security a priority in your annual budget.

• Consider adopting a Security Liaison Role 
and empower employees to help set 
guidelines throughout process to 
encourage ownership and forge buy-in
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