Protecting You, Your Organization and
Community from Cyber Threats

A SESSION ON CYBER SECURITY FOR 2022 AND BEYOND

BY TIM O'BRIEN



What is an |.T. Managed Service Provider?

SBS provides the Winning Playbook for Centralized and Managed Software
Solutions

Service Offerings
* Virtual CIO (IT Governance and Auditing)
* Cyber Security (Assessment, Response, Detection, Removal)

* Impactful Communication (Text, Email, Phone) from one Source
* Cloud Based Solutions including Back-up, Disaster Recovery, Email
* ADA Compliant WebSites and Hosting
* Project Management & I.T. Staffing

* Device Procurement & Optimization




Who We Protect

A Community Centric MSP (Mana%ed Service Provider/Partner) for 25 businesses - most

are Community-Based or Not for Profit)

City of Harper Woods
City of St Clair Shores

Port Huron Housing - including Community
Centers (Dulhut & Ross)

A Beautiful Me & The Closet
Marysville Housing

Grace Episcopal Church

St Clair Housing

Battle Creek Housing

Ferndale Housing
Kitchen Tune-up
Eastpointe Housing
Luna Pier Housing
Lansing Housing

Port Huron Downtown Development
Authority

Algonac Housing

Alma Housing



Approximately Only 1/3 of the Internet is Used for Good

PublicWeb ~ 5% 0—_ N

* Google, Pinterest, Facebook

 Online Banking, Venmo, Uber

Deep Web ~ 90% * Research, Whistle Blowers

* TOR - Ransomware Affiliates

Dark Web ~ 5% / * (hild Pornography, Human

Trafficking




New Challenges with Privacy (1oT)
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* Smart home/Wearables
* Artificial Intelligence

* Energy Management




Protecting Mobile Privacy

* Apple -

{ Privacy  Location Services < Back SnhipSnap

ALLOW LOCATION ACCESS
Location Services

Never
Location Services uses GPS, Bluetooth, and crowd-
sourced Wi-Fi hotspot and cell tower locations to 3 5
determine your approximate location. About Location While Using the App
Services & Privacy...

Always

Share My Location App explanation: “SnipSnap uses location to send you . .
i L had e b I * Google Android Device -
Aetna Mobile
Airbnb
Amtrak
Anthropologie
App Store * Amazon Alexa -
Bed Bath & Beyond
C25K

Calendar




Threats that Hit Home
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https://www.stopbullying.gov/




Have | Been Pwned?

< 2> C O @ haveibeenpwned.com = ¥ »

@ Home Notify me Domain search Who's been pwned Passwords API About Donate B P

';--have i been pwned?J

Check if your email or phone is in a data breach

Oh no — pwned!

Pwned in 7 data breaches and found no pastes (subscribe to search sensitive breaches)

Breaches you were pwned in

A "breach" is an incident where data has been unintentionally exposed to the public. Using the 1Password password manager helps you
ensure all your passwords are strong and unique such that a breach of one service doesn't put your other services at risk

Adobe: In October 2013, 153 million Adobe accounts were breached with each containing an internal 1D,
username, email, encrypted password and a password hint in plain text. The password cryptography was poorly
done and many were quickly resolved back to plain text. The unencrypted hints also disclosed much about the
passwords adding further to the risk that hundreds of millions of Adobe customers already faced.

Compromised data: Email addresses, Password hints, Passwords, Usernames

Data Enrichment Exposure From PDL Customer: In October 2019, security researchers Vinny Troia and Bob
Diachenko identified an unprotected Elasticsearch server holding 1.2 billion records of personal data. The
exposed data included an index indicating it was sourced from data enrichment company People Data Labs
{PDL) and contained 622 million unigque email addresses. The server was not owned by PDL and it's believed a
customer failed to properly secure the database. Exposed information included email addresses, phone
numbers, social media profiles and job history data.

Compromised data: Email addresses, Employers, Geographic locations, Job titles, Names, Phone numbers,
Social media profiles

https://haveibeenpwned.com




Tips to Protecting Your Confidentiality

Number of
Characters

Numbers Only

Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
2 secs
19 secs
3 mins
32 mins
5 hours
2 days
3 weeks

Lowercase
Letters

Instantly
Instantly
Instantly
Instantly
Instantly
10 secs
4 mins
2 hours
2 days

2 months

Upper and
Lowercase
Letters

Instantly

Instantly

Instantly
2 5ecs
2 mins
1 hour
3 days
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Letters Letters, Symbols
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How Strong Are your Passwords?

& C (Y & nordpass.comysecure-password) CONTIE B

CYBERSALE ~ 00:09:37:42  Qa{I oA

.«;?7\"1.; NordPass®  PERSONAL  BUSINESS Features Pricing Blog Help  Loginw

s my password vulnerable? The Don'ts -

Check the strength of a password and if it was exposed in any breaches.

* Reuse passwords

* Common keyword
PEIERE

Time it takes to crack your password:

* Common names

Has this password been previously exposed in data breaches?

(]

https://nordpass.com/secure-password



Protecting Personal Privacy
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JUtilize Strong passphrases JTwo-factor Authentication
VPN Software dIncognito/Private Browsing

IReputable Anti-virus (dSeparate Email/Ccard for Online Banking




Threats that Lurk in the Deep — Go Phish

92% of malware is delivered
by email.

The average ransomware
attack costs a company $5
million.

* Spoofing
* Phishing

* Advanced Ransomware is expected to encrypt a new business every 11
seconds and Cost Business’ upwards of $40 Billion in 2022...

https://blog.knowbes.com/




Keeping your Business Safe

JAlways Verify the Source 2 JT . 2 ﬂ

JAwareness Training
JPhishing Simulations

Security Liaison Role



Advanced Threats
Ransomware in the Underground Marketplace

What We |dentified..

What can happen......
A e
« Stolen Credentials 2 W
° i onetize initia ay the access fee eploy ransomware
CO m D romise d D ata ar:::esston for:lmls toP tﬁhaccess broker Dor?ta?get network
e Ra nsom Average ransom demand
Average time = 71 Days (Q1 2022): US $3.79 million

» Double/Triple Extortion

CINTELAZ1  SANS




Advanced Threats - Ransomware Today

O 8 httpsy techtarget.com/searchsecurity/news

Application and platform
security

Local go & ' .aware threat actors. Each month
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(JAssessment (JCentralized and Advanced Antivirus
(JPurchase a Business Class Firewall JTwo-factor Authentication

JVPN/DNS Filtering Software dSimulated Training

***Bonus Items***

J Kiosk Security J Recycle Copier
Approach Hard Drive




Layering Your Security- Continued

EMAIL-BASED INFECTION

\

Email with Malicious Ransomware
Attachment Payload

WEB-BASED INFECTION

8>

User Clicks a Link Malicious Ransomware
or Malvertising Infrastructure Payload

FIGURE 1-2: How ransomware works,
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Encryption Key C2
Infrastructure

o)

Encryption Key C2
Infrastructure

%,

Files
Inaccessible

%,

Files
Inaccessible

Protection at every threat phase:

encounters
malvertising

| @] o

User clicks a link or ~ Call out to

malicious
infrastructure

Ransomware Request to
payload encryption key
infrastructure

KEY:

DNS/SWG Security

" I Email Security

Next-Gen Firewall (NGFW)
I Endpoint Protection

FIGURE 3-2: The new best-of-breed security architecture provides the best
threat surface coverage possible with defense in depth.

Multiple Layered Approach is needed to help Mitigate Threats




How Do You Stack Up?

(™, michigan municipal

We love where you live.

J Ensure systems are up to date and patched regularly

JFix any known exploits hardware/software and review common authority guidelines
frequently (CISA Catalog, NIST, RSA, OFAQ, DFIR Report)

dImplement a comprehensive password policy
dImplement Multi-factor authentication
 Utilize encryption techniques to safequard data (Backups, Email)

 Make sure unnecessary Internet facing Ports and Protocols are deactivated to prevent
DDoS and other Cyber Attacks

d Setup Performance Alerts and Reporting of any unexpected/unusual network activity
via monitor Security Operations Center (SOC)

W Install up-to-date antivirus software. Add advanced EDR to Stack.

U Provide Awareness Training- Training to prepare staff for phishing, & ransomware
attacks including testing




SIMPLIFIED 3USINESS SOLUTIONS

7?, CONNECTWISE

Incident Checklist for MSPs

Tt hecklist is to be used rdination with the Cc CtWise nt Guidance for MSPs

Pre-Engagement Tasks:
F @ d di v

i 1 nts with client before proceedi ! ’
insura polic are voided when changes ar 3 without not
Network Isolation Tasks:

the firewall level to isolat t k during
nent/erad
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Private Network AD (Active Directory) writeback
Data Preservation Tasks:
Create a xport snapshots/back f any i ted systernr
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Cloud Infrastructure Tasks:

Implement o 1

Tools for Your Arsenal
NEVER ASSUME you Are Protected!

Detection and Response Checklists

© Identify

Thank you for taking the lime to participate in this risk assessment process, The goal of this
assessment is to identify your security strengths and weaknesses, and to provide advice as to the
mprovements you should be considering relative to your security posture.

The assessment and your results are aligned to the National Institute of Standards and Technology,
Cybersecurity Framework v1.1, (NIST CSF), considered to be a best practice for firms such as yours.

The assessment spanned the five core areas of the framework as detailed below, and this report will
show you results against the framework, as well as how your business aligns to other firms with
respect to size, location, and industry.

IDENTIFY PROTECT DETECT RESPOND RECOVER

ASSE o CONTROL ANOMALILS & “h + RECOVERY
MANAGEIMENT PLANNIN PLANNING
e COMMUN a MFFO W N
ERVIRONMEON
Woma AL MUVLINICATION
AN
RISK ASSESSMEN

For your reference we have provided a link to the NIST Cybersecurity Framework and encourage you
to download the document and become more familiar with the valuable infermation that can help you
n your journey to better secure your business,

https://nvipubs.nist.gov/nistipubs/CSWP/NIST.CSWP.04162018. pdf

Rangsomware Attack Response Checklist

YOUR T=CHNOLOGY SIMPLIFIZD

STEP [: nitial lnvestigation
a. Determine if it ie a real raneomware attack

b.  Determine if more than one device is exploited
If g0, continue:

STEP 2: Declare Ransomware Event and Start Incident Response
P

a. Detlare ransomware event

b. Begin using predefined, alternate communications

c. Notify team memberg, cenior management and legal

STEP 3: Disconnect Network
a. Disable networking (from network devices, if pocsible)

b. Power off devices if wiperware is suspected

STEP 4: Determine the Scope of the Exploitation

Check the Following for Signe

a. Mapped or chared drivee

b. Cloud-based storage: DropBox, Google Drive, OneDrive, efe
¢. Network storage devices of any kind

d.  External hard drives
e. USB storage devices of any kind (USB stieke, memory eticke, attached phonee/camerac)

f. Mapped or shared folderg from other computers

Determine if data or credentials have been stolen

a. Check logs and DLP software for signs of data leaks

b. Look for unexpected large archival filee le.g., zip, are, ele.) containing confidential data that could

have been used a¢ etaging filee

c. Look for makware, toole and seripte that could have been uged to look for and copy data

d. Of ecurse, one of the most aceurate signe of ransomware data theft ie a notice from the involved
rangomware gang announcing fhat your data and/or eredentiale have been efolen




Where to Start? Assume Nothing!

20,77

J with the right to help Assess all things I.T.

+

Base decisions on business need and budget, not hype or scare tactics




Questions?




About Your Technology Team
.

wan-

Team-SBS

Achieve business goals previously un-
imagined. Our technology services
will help you get I.T. done!

JL e A I @

Founder and CIO of Simplified Business Solutions, LLC (SBS), Tim O’Brien is a Technology
Specialist, holding over 25 years of experience with a unique focus on people.

Excellent customer service is how business is handled. SBS can create and manage a multitude
of technological environments for any sized business, and focuses on the following industries —
non-profit, local government, housing authorities, medical, financial, and automotive.

Having been in the consulting business for over 10 years, Tim saw an opportunity to provide
technology support a different way. As a direct result from feedback from reviouslc}/ supported
clients, Simplitied Business Solutions, LLC was founded in the fall of 2017. SBS is redefining this
thing we call "Service". We want to give the personal type of service that seems to be a lost art
these daKs. You want to know you can call someone and get a caring human on the line, not an
email ticket system or phone answering service. We have your answer...
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Best for Multi-Device Households

U McAfee

4.0 Excellent

McAfee AntiVirus Plus

Available

at McAfee

MeAfee AntiVirus Plus protects every
Windows, Android, mac0S, and i0S device in

your household, all for an excellent price,

though it does less on Apple platforms.

Read Our McAfee AntiVirus Plus
Review

pemag.com,

Best for Single Desktop Protection

v horton

e00 4.0 Excellent
Norton AntiVirus Plus

Available

Check Price
at Norton LifeLock
Norton AntiVirus PIus gets impressive scores
inindependent lab tests and our own hands-on
tests, and it and offers a wealth of useful

features. However, it's expensive and doesn’t

offer deals for multiple-computer households.

Read Our Norton AntiVirus Plus
Review

How We Do I.T.?

Best for Wealth of Bonus Features

Bitdefender

® 5.0 Exemplary
Bitdefender Antivirus Plus

Available

Check
at Bitdefender
With impressive antivirus lab results and a
collection of features that puts many full
security suites to shame, Bitdefender Antivirus

Plus is an excellent choice for protecting your

PC.

Read Our Bitdefender Antivirus Plus
Review

Best in Class Software

Best for Small Size and Speedy Scan

WEBROQOT

®© 4.5 Outstanding
Webroot SecureAnywhere AntiVirus

at Webroot

‘Wabroot SecureAnywhere AntiVirus scans at
high speed and uses just a trickle of your
Systems resources. Itearned excellent scores
in our hands-on tests and can even roll back

s0mMe ransomware activity.

Read Our Webroot SecureAnywhere
AntiVirus Review

* Webroot SecureAnywhere is Editors Choice

SentinelOne is top Advanced EDR Solution (4th of 18)
Endpoint Detection and Resp

O 8 nhty
Magic Quadrant

w.gartner.com/doc/r

Figure 1: Magic Quadrant for Endpoint Protection Platforms

ABILITY TO EXECUTE

COMPLETENESS OF V

Source: Gartner (May 2021)

se Software with advanced Al hunting and heuristics learning

As of May 2021

© Gartner, Inc
Gartner




Antivirus Reports

THREAT DETECTION HISTORY @ X

What We Do - I.T.

We Provide Advanced Monitored and Assessment Software Solutions

These include Best in Class -

v Monitored Endpoint Devices and Software (like Servers, PCs, Switches, Routers,
SQL, Virus/Malware/Ransomware, DDoS Attack Status)

v Performance Alerts and Reporting

v"Microsoft and Third Party (Dell, HP, Lenovo, Adobe, Java) Patching Software

v’ Self/Automated Repair and Optimization Utilities

v"Advanced Security Services like EDR, and Security Operations Centers (SOC)

Threats by Detection Englne 1.t Threats by Type o2

REALTIME SHIELD STATUS @ X MANAGED BY POLICY @ X AGENT VERSION SPREAD

ance Compliance by Severity Compliance by CVSS




Conclusion - Long Term Approach to the

Security Epidemic

* Stay vigilant — Always question an email
communication and get verbal
communication it is legitimate from the
sender.

Invest in additional awareness training,
tools to improve safety and Never use/plug
non-sanctioned devices into a corporate
network. (Example — free USB drives from
a conference)

Develop future budgets with security in
mind and Make IT Infrastructure and
Security a priority in your annual budget.

Consider adopting a Security Liaison Role
and empower employees to help set
guidelines throughout process to
encourage ownership and forge buy-in
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