Overview
Root cause is the underlying, fundamental reason(s) for the occurrence of a problem. Identifying the root cause of a problem is critical to prevent reoccurrence of the problem.
Root Cause Analysis is the process used to identify the root cause(s) of a problem.
When performing Root Cause Analysis, it is important to distinguish between symptoms (observable indicators) of the problem and the root cause(s) of the problem. The root cause(s) of the problem must be identified and fixed to reasonably prevent the problem from reoccurring.
An individual is designated to manage the Root Cause Analysis process through the Root Cause Analysis lifecycle, referred to in this document as the Root Cause Analysis lead. This Root Cause Analysis lead should be a person with the necessary expertise to effectively manage the investigation of the problem.
The Root Cause Analysis lead can vary based on the specific problem being addressed and the program under which the problem is being managed (e.g., Issue Owner, Product Risk Officer, Data Governance Manager, Incident Response Manager, Accountable Executive)
Programs that require the identification of Root Cause develop program-specific requirements for performing Root Cause Analysis.

Root Cause Analysis Lifecycle
The Root Cause Analysis Lifecycle covers the Root Cause Analysis process to identify the root cause(s) of a problem, and is comprised of the following phases
1. Define the problem
2. Determine Root Cause Analysis participants
3. Collect data
4. Identify potential causal factors and root cause
5. Confirm root cause
6.Map to root cause taxonomy

1. Define the Problem
The objective of defining the problem is to fully understand the problem that needs to be solved and to set the scope and direction of the Root Cause Analysis.
The Root Cause Analysis. Lead gets input from subject matter experts and stakeholders, as needed, to ensure a comprehensive understanding of the problem. The problem should be defined based on facts and data, rather than assumptions.
The problem statement should be documented in a clear, concise, jargon-free manner that is understandable by an independent reviewer. The problem statement should
Describe the problem concisely, but with enough details to clearly state and understand the problem.
· Describe the areas impacted by the problem.
· Include any negative consequences resulting from the problem.
· Include the scope of the problem, including where and when it occurred.
· The problem statement should not include any reasons why the problem occurred, which will be subsequently investigated in the Root Cause Analysis process.
To define the problem statement, use the 4W2Hs (What, Where, When, Who, How, How much/often) questioning approach by considering the following questions to gain an understanding of the various aspects of the problem:
· What: What happened? What processes or controls experienced the problem? What was not done correctly/sufficiently? What was the impact or potential impact(s) of the problem?
· Where: Where did/does the problem occur?
· When: When did the problem start? When was the problem discovered?
· Who: Who discovered the problem? Who's involved/impacted?
· How: How was the problem discovered (symptoms)? 
· How much/often: How often does the problem happen?
The problem statement helps to determine the relevant data to collect to support the Root Cause Analysis process.

2. Determine Root Cause Analysis Participants
Based on the specific details and complexity of the problem, the Root Cause Analysis Lead determines what participants are needed for the Root Cause Analysis process.
For problems with limited variables, involving straightforward processes with few or no dependencies on other process and limited input is needed from stakeholder/SMEs, the Root Cause Analysis Lead may be able to complete the Root Cause Analysis process without assembling a cross-functional team.
For significant or more complex problems (e.g., problems that span across various businesses/functions with significant interdependencies within or across various processes or components and input is needed from multiple stakeholders/SMEs), the Root Cause Analysis Lead may determine that a cross-functional team approach will be more effective to obtain the proper input from individuals with diverse expertise, skills, and perspective relevant to the problem.

Consider the following when developing a cross-functional team:
· Identify individuals with relevant expertise and valuable insight into the problem, including 
· representation from affected areas with direct knowledge of the problem and process(es) being examined, and individuals with diverse expertise relevant to the problem to bring different perspectives and promote a comprehensive analysis
· Root Cause Analysis team may include representatives from Risk, Compliance, Legal, Internal Audit, Operations, Data, supervisors/managers, Technology, and other relevant business contacts as deemed appropriate given the problem.
· The team should be kept as small as possible while still having appropriate representation from all the relevant areas as deemed relevant to the problem.

3. Collect Data
Collecting data is important to provide support and evidence of the existence of the problem, how long the problem has existed, and the impact of the problem, to help identify potential causal factors.
Quantitative and qualitative data should be collected as relevant to the problem.
Relevant data may include policies, standards, procedures, process flows/maps, RSCA details, reports/findings related to the problem, historical data, performance metrics, and any other information relevant to the problem that can help support Root Cause Analysis and would be beneficial to identifying the root cause.

A variety of data collection methods can be used, including interviews, surveys, observations, and document analysis to gather information.

Once all relevant data has been gathered and analyzed, the problem statement should be refined, as needed, based on information discovered from the collected data.
4. Identify Potential Causal Factors and Root Cause
Root Cause Analysis utilizes structured approaches and tools to identify potential causal factors contributing to a problem and the underlying root cause(s).

The following are details of two common Root Cause Analysis methods/tool (Five Whys; Fishbone Diagram) used to identify potential causal factors and root cause(s).
The Five Whys
The Five Whys is a simple and effective technique that can be used for any scenario making it a preferred method and involves repetitively asking 'why' about a problem to uncover its root cause(s). The process encourages deeper thinking and exploration of causal relationships and helps to uncover systemic problems rather than focusing on surface-level causes that only address the symptoms of a problem.
Each why' question seeks to reveal a deeper layer of causation beyond the initial problem statement
Steps to perform the Five Whys technique:
1. Start with the problem statement (that was previously defined)
2. Ask why the problem occurred and record the response.
3. Repeat the process by continuing to ask "why" for each answer received, with each answer forming the basis of the next question
4. Continue asking "why" and recording responses until reaching a point [where asking "why" can no longer be reasonably answered
5. When further questioning no longer provides meaningful insights, the root cause(s) has likely been identified.
	

Multiple answers to a "why" question indicate multiple potential causal factors and root causes of the
problem, and the iterative "why" questions should be asked for each of those causal factors identified (i.e., the responses can follow multiple paths).

The answer to the first "why" question is typically not the root cause of the problem. It's important to keep asking "why" even if it seems the cause has been identified as a deeper cause may present itself.

When answering the questions, consider both obvious and less apparent causes.
Responses to the "why" questions must be based on facts, supported by the collected data/information.

Typically, asking "why" five times is sufficient to uncover the root cause, but the process may require more or less than five iterations.

The final "why" should result in an actionable root cause that would reasonably prevent reoccurrence of the problem if addressed.

5. Confirm Root Cause
Each potential root cause identified should be reviewed by the Root Cause Analysis lead and team, as relevant, using expert judgement to determine if correcting or eliminating the identified root cause(s) would reasonably prevent the problem from reoccurring.

If it is determined that correcting or eliminating the root cause would not reasonably prevent the problem from reoccurring, the true root cause(s) have not been identified and the Root Cause Analysis Lead must go back and continue the Root Cause Analysis Process and ask more questions to identify the true root cause(s).

If it is determined that correcting or eliminating the root cause would reasonably prevent the problem from reoccurring, the root cause identified is deemed to be appropriate.
A clearly articulated root cause description should be documented to be used to develop comprehensive solutions to the problem.

6. Root Cause Taxonomy Mapping
Categorizing the identified root cause(s) in a systematic and organized manner enables trending and thematic analysis of root causes across organization.

Identified root cause(s) must be categorized using Root Cause Taxonomy.
At least one level 1 and level 2 root cause from the Root Cause Taxonomy must be identified
based on the root cause category that most closely aligns with the identified root cause(s).

Traceroot Cause option can be used to document the root cause category(ies) for each identified root cause. The rationale for selecting a root cause category should be documented in the Traceroot Cause Additional Notes to provide a clear reason for the selection.
Documentation
TraceRoot provides guided Root Cause Analysis with export documentation options that may be used to document information/output/findings across the Root Cause Analysis lifecycle.
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