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OVERVIEW

Primary Goal:

- Monitor Expense of On-Premise Domains and Cloud
Azure Resource Use and Costs

Tasks:

- Communicate, Monitor, Analyze All Our Domain’s and
Azure Resource Usages and Costs

- Report and Visualize Metrics Using Zabbix Dashboards

- Automating the Zabbix Alert System




/ BACKGROUND INFO & KEY TERMS

* NOC - Network Operations Center.

»  We currently are developing a Network and Security Operations Center for our IT
Program to monitor our equipment and networks.

« Monitoring is the first step in this project.
ZABBIX

« Zabbix — Highly versatile monitoring software.

* VM - Virtual Machine. Completely virtual computer/server with no physical
hardware.

« Microsoft Azure — Cloud based infrastructure for creating and using virtual
resources for a price.




PROJECT SCOPE

Objective-

» Create a Comprehensive Monitoring System for our NOC using
Zabbix for both On-Premise and Cloud Domains in 5 Phases

Goal-

 Identify and Reduce Any Inefficiencies in Azure Service Costs and
Resource Usages showing its potential as an additional resource

Key Focus-

 Daily monitoring of Internal Systems and Generated Usage and Cost
Metrics of Our Azure Cloud Test Resources




PROJECT SCOPE - THE 5 PHASES

Phase 1: Creating Zabbix server on our network and Azure Resources in the
Cloud and installing the Zabbix agents on hosts

Phase 2: Connecting and Configuring Communication between Zabbix, Our
On-Premise Network, and Azure

Phase 3: Basic Expense, Resource Allocation, and Usage Monitoring

Phase 4: Data Analysis of Resource Usage and Cost with Reporting and
Visualization

Phase 5: Configuring and Testing Automated Alerts for Cost and
Performance Discrepancies




P1-CREATING ZABBIX SERVER AND
AZURE CLOUD RESOURCES

1. Need to create a Virtual Machine (VM) for the Zabbix server On-Premise

1. lused one of our IT Program datacenter servers to create/host Zabbix monitoring
system.

2. Created Web-based Dashboard for managing Zabbix and monitored equipment
(hosts) and resources

3. Install reporting software (agents) onto hosts to be able to monitor them
2. Create Account and resources to monitor in Microsoft Azure Cloud
1. Azure Account, Virtual machine, Virtual Network, IP addresses, Storage

2. Costs Money ($$) so must properly use these resources!!!



AZURE RESOURCES

Home >

Honors_Project ZBX »

Resource group

|j-9 bearch I~ Create 3¢ Manage view i) Delete resource group () Refresh Exportto CSV 5 Open query

D Open in mobile

Overview A Essentials JSON View
B Acivity log Subscription (move) : Azure subscription 1 Deployments : 1 Succeeded

B Access contral (1AM) Subscription D Location  : East US
€ Tags Tags (edi) + Add tags
<+ Resource visualizer

Resources  Recommendations (1)
Events

7 Seftings Filter for any field.. Type equalsall X Location equals all X +? Add filter

> Cost Management

Shawing 1to 6 of 6 records, D Show hidden types © Na grouping v | ‘ List view
» Monitoring

> Automation (] Name 1 Type Ty Location Ty,
> Helo (] B Testumwins\R Virtual machine East Us

(] B TestvmwinsvR-p Public IP address East US

D 1' TestVMWinSVR-nsg Network security group East US

D € TestyMWinSVR-met Virtual network Fast US

(] @ testvmuinsurss Network Interface East US

[] @ TestuMwinsvR OsDisk 1_ Disk East US




AZURE VW RESOURCES
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ZABBIX SERVER VW
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P2-CONNECTING AND CONFIGURING
COMMUNICATION BETWEEN ZABBIX, OUR
ON-PREMISE NETWORK AND AZURE

« Had to install and configure a custom Zabbix template to talk to Azure

« Configure Azure to talk to Zabbix
* Create user and Authenticator keys for Zabbix
« Configure user roles and access

* Create Firewall port rules to allow communications in and out of our network

* Run Zabbix Agents to test communication with Zabbix server for monitoring hosts.

« Hardest part of entire project-

* s0 many communication errors due to single mistyped authentication key
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P3-BASIC EXPENSE, RESOURCE
ALLOCATION, AND USAGE MONITORING

« Make sure all devices are properly connected and communicating

« Make sure metrics are reported accurately and are current from all
hosts

« Create baselines of usage and operation for all hosts
Set budget and cost alerts in Azure for acceptable usage
« Budget of $40 per month for testing
* Alerts set at 25%, 50%, 75%, 90%, and 100%

« At 100% | configured a total deallocation of all Azure resources
to halt spending.
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P4-DATA ANALYSIS OF RESOURCE
USAGE AND COST WITH REPORTING
AND VISUALIZATION

* Create Custom dashboard on Zabbix to display all metrics from on-premise
network and Azure.

» Create baselines of usage and operation for all hosts

« Set budget and cost alerts in Azure for acceptable usage
Budget of $20 per month for testing

Alerts set at 25%, 50%, 75%, 90%, and 100%

» Create reports to identify underutilized resource consumption and wasteful
spending

» De-allocate resources or switch to a cheaper option
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AZURE COST MMANAGEMENT
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SEPTEMBER COST ANALYSIS AND BUDGET




ZABBIX - AZURE COST MONITOR DASHBOARD

Azure Storage Cost monitor
025USD

[ < JTH

oo 020USD
oo Dashboards

0.15 UsSD

0.10 USD

0.05 UsSD
2024-11-05 2024-11-10

= Azure Cost management Monitor: Service ["Storage™: M....

Azure Resource Cost Monitor

2024-11-15
= Azure Cost management Monitor: Service ["Storage™ M....

2024-11-21

2024-11-26 2024-12-01

0.20USD

0.15UsD

0.10 USD

0.05 UsSD

0 usD

2024-11-05 2024-11-10
- Azure Cost managemen... == Azure Cost managemen...

Azure Cost Management

2024-11-15
= Azure Cost managemen...

2024-11-21

2024-11-26 2024-12-01

= Azure Cost managemen...

Azure VM Cost monitor
0.20 USD

0.15 USD

0.10 USD

0.05 UsSD

ouso
2024-11-05

Azure Network Cost monitor

2024-11-10
= Azure Cost management Monitor: Service [Virtual Machin...

2024-11-15

2024-11-20 2024-11-25 2024-11-30
= Azure Cost management Monitor: Service [Virtual Metwor. .

0.20USD

0.15 UsD

0.10 USD
0.05 UsD

ouso
2024-11-05

Azure VM Usage Metrics monitor

2024-11-10
-~ Azure Cost management ... = Azure Cost management ...

2024-11-15

2024-11-25
= Azure Cost management ... == Azure Cost management ...

2024-11-20 2024-11-30

2024-11-05 2024-11-10
- Azure Costmanagemen... ™= Azure Cost managemen...

2024-11-15
= Azure Cost managemen...

2024-11-21

2024-11-26 2024-12-01

= Azure Cost managemen...

0.20USD 4

0.15 USD 3

0.10 USD ) P U SO

0.05 USD T
oUSD [i]

2024-11-05 2024-11-09
Azure virtual machine Tes...

2024-11-13
Azure virtual machine Tes...

2024-11-18 2024-11-22 2024-11-27 2024-12-01
© Azure virtual machine Tes... = Azure virtual machine Tes...




P5-AUTOMATING ZABBIX ALERT
SYSTEM

Set notifications for discrepancies between cost and usage

Triggers (alerts) activate when metrics are outside set ranges.

Triggers are configured to notify key personnel by:
« Email alerts
« Text alerts

« Direct Alerts/Notification Pop-ups in Zabbix Dashboard

Once notified, corrective actions can take place to fix issues.
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CHALLENGES AND ERRORS

Challenges Faced:
- Integrating Zabbix with Azure Cost Management API
- Configuring correct permissions and API access
Errors Overcome:

- Authentication errors (Invalid client secrets, permissions
issues)

. Configuration issues with data collection
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- ZABBIX -

HTTPS://WWW.ZABBIX.COM/

c MICROSOFT AZURE -

HTTPS://AZURE. MICROSOFT.COM/EN-US/

- ZABBIX GITHUB -
HTTPS://GITHUB.COM/ZABBIX/ZABBIX
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D
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CONCLUSION /
Q &A

THANK YOU FOR YOUR TIME
AND HAVE A GREAT DAY!
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