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ePayCop Mobile App - User
Guide(English)

Welcome to the ePayCop D2C Mobile App User Manual. This guide provides step-by-
step instructions to help you navigate and utilize the key features of the app
effectively.

ePayCop mobile app is one stop solution at your fingertips for fraud awareness and
protect yourself from phishing scams or identity data thefts
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App Launch & Splash Screen

Upon launching the app, you'll see the splash screen with the ePayCop logo. This
confirms the app is loading successfully.

Wo1400@ ¢ & F+@




Login
Enter your 10-digit India registered mobile humber. Read
before proceeding and click on “Send OTP”.

m14140@ ¢

ePayCop

Mobile Number
+91 8888888888

By proceeding you are accepting our
Terms of Service & Privacy Policy



https://xpectro-solutions.com/mobileapp-privacy-policy
https://xpectro-solutions.com/mobileapp-termsofservice
https://xpectro-solutions.com/mobileapp-termsofservice

Verify OTP

Enter OTP received in your mobile text message and click on Verify OTP

Mh1a2000 ¢ C=+G@ m14a31@d e CF+E@
Messages * Now

57575454

830771 is your verification code for
epaycop.

Mark as read

Enter OTP Received
On Mobile

The code helps

Enter OTP Received
On Mobile

The code helps ke our account
safe and secure

safe anc




Account Management
This step is mandatory for account registration and email verification to add security
layers to the mobile app. This is a one-time activity only.

Note: We do not collect Privacy Data like Date of Birth, Address Details, Aadhaar card, Pan
card etc. from the user. Please our for more details.

Complete Profile
Enter details and click on Save button

1447 @ ¢ @ - S 1503 @ ¢ @ -

Complete Profile

First Name

Demo

m
Last Name ‘
User -’

ePayCop

Email ID

koyelé60361@pricegh.com|

Mobile Number

By proceeding you are accepting our
Terms of Service & Privacy Policy

4

i 2 3
qwer

a s df gh

& z xcvbnm&
Verification email sent. Please verify your
email before proceeding.
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https://xpectro-solutions.com/mobileapp-privacy-policy

Email Verification

An email similar to below is received in your mailbox, click on the link for verification.

i Date
XS Xpectref:‘olutlons
service@xpectro-solutions.com 30-05-2025 13:56:49

Subject:  Verify your email for ePayCop

Hello Demo User,
Follow this link to verify ress.

https://b2b.xpectro-solui th/action?

mode=" | _ - )
Hoo B -
If you didn't ask to verify this address, you can ignore this email.

Thanks,

Your ePayCop team

Your email has been verified and
changed

You can now sign in with your new email
koyel60361@pricegh.com.

After email verification, go back to mobile app again, repeat steps above with
already verified email and click on Save. Your Account is created successfully, and

you will be taken to Permission dialog box. Refer Permissions



Permissions

1509@ ¢ @ -

Allow Epaycop to
send and view SMS

messages?

Den

First time login, it will ask to READ SMS permission. If you want to allow ePayCop to
automatically scan incoming SMS without manual intervention and send instant
notifications for suspicious links, click on ALLOW otherwise DENY. ALLOW option is
recommended because “Automatic Scan” functionality will not work if DENY is
clicked.

In Android 12+ devices, it will ask for Notification permission, click on ALLOW to
receive instant notifications otherwise DENY.

In some devices, it may ask for Battery Optimization permissions, click on ALLOW or
DENY based on your preferences.

Note: All of the permissions can also be controlled through App Manager in Device Settings
anytime.



Home

W16:08 0 ¢ @ -

100%

2/2 Scams

1week 3 weeks 1month

Automatic
Scan

Recent Activity
@) +919350... 2025-05-3004:02PM 91 @
@ ser 2025-05-30 03:35PM 91 ()

S
()

1. Menu

Feature to access Mobile app features and functionalities easily. Click on
to open drawer. Refer Menu Drawer

2. Total Risk Score
Shows calculated risk score of the total messages scanned for the selected

period.

It indicates that total messages received or
scanned are 2 (both manual & automatic) and

'IOOO/O both of the 2 messages found to be scam
(suspicious)

2/2 Scams




3. Periodic risk score

Shows calculated risk score of the total messages scanned (both Manual &
Automatic) for any of the selected below period.

Today 1week 3 weeks 1 month

Today Risk score of message scans done for the present day.
1 week Risk score of message scans done for the present day to last week.
3 weeks Risk score of message scans done for the present day to last week.

1 month Risk score of message scans done for the present day to last 1 month.

4. Features

'.f/‘,ﬁﬁ In Manual Scan, Users have to manually enter any test message,
' chat message or link to check its scam details.
Manual Click on -2 icon to open Manual Scan screen.
Scan 2 Refer Manual Scan to know more about it.
(®)
In Automatic Scan, manual intervention is not required.
Automatic Refer Automatic Scan to know more about it.
Scan

5. Recent Activity
It shows all Manual & Automatic scan messages found to be scam for the
selected period.

o Automatic scan

0 Manual scan

Sender - Who sent the message. In case of Manual, it is “Self” always

Date Time - Date & Time when the message was received (Automatic) or scanned (Manual)
Risk score - Risk score of the message

® Detailed view icon

10



6. Detailed view

Click on © icon to view scam details of the links of the respective message.

2040y @0 - HOIRERE 0 ACD

4 Details Details

Details

Self

Risk

High

[ 4 o y

\ Risk Score | N2DB2-22D58C76
Low / F

\_SPAM

172.67.142.108
Geography (US)

Risk

_ High _ @ High

. SR3.in (6 years
SR3.in/ Domain ago)
N2DB2-22D58C76
F
Category SPAM

172.67.142.108

MNanmvanh

11



Manual Scan

Enter suspicious message received in your social media (WhatsApp, Telegram,
Facebook, Twitter, Instagram, Phone SMS, RCS chats etc.) to check if it is suspicious
and click on DETECT button. It will display details

M1534@ ¢ @ - ) M1536@ ¢ @ -

4 Manual Scan £ Manual Scan

Congrats, YOUR Received
@Rs-582000 LOAN is Approve on 17-
07-2024. Zero documentation.

Withdraw directly to YOUR bank A/c. | /4
SR3.in/N2DB2-22D58C76F 91

. Risk Score
Low

s

\_SPAM /

Risk

High

SR3.in/
N2DB2-22D58C76

F
4 5 6

1 2 3
qwer r ty
172.67.142.108

k Geography (US)

a s df gh j
& z x cvb nm&

7123 @ @

® High

Note: Notifications will not be sent for Manual Scan.

12



Automatic Scan

Users need to grant ALLOW permission to read SMS and send notifications for this
app. Once the permission is granted, the ePayCop app will listen to the incoming
messages.

Eg Epaycop * 29 minutes ago

Epaycop is running
Listening for messages...

This feature will not listen to messages received in WhatsApp, Telegram, Facebook,
Twitter, Instagram, etc. It will listen to only Phone SMS and RCS chats. and
automatically check scam details of links received the message and send
notifications for it.

Following screen shows new SMS is received and instantly its notification is sent
because the link received in it was found to be suspicious. Details of the message
can be views through Recent Activity section in Home screen.

(ST 5

P

Messages - Now

Shalini

Airtel Warning: SPAM | Congrats, YOUR Received
Rs.582000 LOAN is Approve on 17-07-2024. Zero
documentation. Withdraw directly to YOUR bank A/c
SR3.in/N2DB2-22D58C76F

Mark as read Delete

'_& Epaycop - Now

Eﬁm__ Now

ePayCop
SMS from +919350727535 on May 30, 16:03 is SPAM
(risk score: 91)

;‘k 46 minutes ago

Epaycop is running
Listening for messages...

Today: 0.0 B This month: 37.6 MB >

13



Menu Drawer

M1727@ ¢ @ -

o

ePayCop

Demo User
+918888888888

Home

Account

Help

Top section shows the App Logo, Name & Phone Number of the logged in user
Menu icons

It will navigate user to Home screen

It will navigate the user to Profile screen.

It will open User Guide for help.

It will navigate user to About screen.

It will navigate the user to Logout Confirmation Dialog Box. Refer About
Screen to display ePayCop mobile app description, company website, app
version and contact email for any support required to the user.

14
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L)
ePayCop

ePayCop app provides details like domain

category, age, risk score about spam links

sent in promotional SMS messages, social
media posts

Website
https:/xpectro-solutions.com

Version
1.2.0

Support

service@xpectro-solutions.com

Profile
To manage user profile.

15



m17488 @ ¢ -

= Profile

« Demo User

® EmailID
koyel60361@pricegh.com

\ Phone Number
+918888888888

Delete account

e
()

Logout

About

It displays user profile information -
Name,

Email id

Phone Number

 EEE

Delete account .
link.

. Delete account .
Click on - link, a Delete

Confirmation Dialog Box will open for
confirmation.

Confirm Account Deletion

Delete

Click on Delete button, the logged-in user
account will be deleted permanently and
returned to login screen.

Screen to display ePayCop mobile app description, company website, app version
and contact email for any support required to the user.

16
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£
ePayCop

ePayCop app provides details like domain

category, age, risk score about spam links

sent in promotional SMS messages, social
media posts

Website
https://xpectro-solutions.com

Version
1.2.0

Support

service@xpectro-solutions.com

17



Profile
To manage user profile.

17488 @ & - = @ It displays user profile information -
4+ Name,

+ Email id

4+ Phone Number

+

= Profile

Delete account link

Click on Delste account link, a Delete

Confirmation Dialog Box will open for
confirmation.

« DemoUser

. Email ID
koyel60361@pricegh.com

. Phone Number

+918888888888 Confirm Account Deletion

Delete

Click on Delete button, the logged-in user
account will be deleted permanently and
Delete account returned to login screen.

TN
J
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Logout

To securely log out from the app. Click on E_) and a Logout Confirmation
Dialog box will open for confirmation. Click on Logout button to logout and
the logged-in user is logged out and returned to the login screen.

Note: Once the user logs out, the app will stop listening to all incoming messages.

19
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https://xpectro-solutions.com/mobileapp-privacy-policy
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824457 is your verification code for
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https://xpectro-solutions.com/mobileapp-privacy-policy

SHA I

3T Aaarey & 9 3T 7T SR U SHA UTd g3 €, I & e i R faas |

Xpectro Solutions Date:
service@xpectro-solutions.com 30-05-2025 13:56:49

X8

Subject:  Verify your email for ePayCop

Hello Demo User,

Follow this link to verify ress.

https:/ib2b xpectro-soluti th/action?
mode= . .

H. . P

If you didn't ask to verify this address, you can ignore this email.
Thanks,

Your ePayCop team

Your email has been verified and
changed

You can now sign in with your new email
xowecor334@endelite.com.

AT AU & 916, Y § AeEd U0 R 9109 oY, Ugd ¥ JdIfUd 3R & 919 FWR o M

TR DI G 3R Tgol R o B3| ISHT WAl THadrgded ST 747 8§, 3R SIS Safd

Yare sl A & S s SIH AT 2

26



1916 ¢

El Epaycop & TUUHTH
(BT Ao ofk TR

gl IR A 39 B R, T8 SMS Ug- &t SfAfd TN If¢ 3 ePayCop I famT farsit
Y3 TAT & A AT SMS P WA Y J Wh A 3R T fofs & fow o g
Yo B g T 18d §, O IrgAfa & W faae Y 3T SRAPR $Y| Al ey o
SR BT STt § s "I Wb BRI a9 B el B ofd PR B R faas
forar S g1

Android 12+ f&arsd #, a8 SifgEAT SrgAfd AT, G¥d Yo U & & forg 8rAfd € W
oI B YT SRAIBR B

50 fSargy &, ug e HPargwzrT Al Uit Iavdr §, 310t MufAdmarst & SR W srufa
3 a1 SRAIBR IR R faad He|

e Gt srgEiaal 1 3arga Qe 7 8y Aor & Aregw @ @t off A9Ra @47 o g 8/

27



T 19:20 ¢

AT
AR >

HEEIRIGIEIY
@) +919350... 2025-05-3004:02PM 91 @
Q= 2025-05-30 03:35PM 91 (@)

= = 3

1. W
HiaTed 30 & gawnelt SR Frfemdrel aw A ¥ ugan 3 gl g

T & R fakies &1 T geTel 38

2. AT DR
T 3af & o W fpT U $a T &7 uRefad Sifed Wk @ § g siad

28



3. Maf® SIfEH R
T Tafa forddt oft orafd & fog w4 fhT T oot F=T (A=gara iR Tanferd i) &1
UM foa AT S WR RErd Bl

@ 19@TE 3 g 1 /g

T qaaH & # T T e WA T SIfeH R

19WE  qdAH T de s Jware a T e Ham Wb &1 SifeH @R
39WE  9aAH 90 § fHT T Ga= W FT SIReT ¥R 3 9WI6 P g
1T A i 3 IR IS U A8 % 6T 1T Hexl W6 &I Sied WhR|

4. fIQyame

(#) Arare S B, SuTadiaN @t Rt o wlerr Wi, Fe ww a1 i 3
o HY3reT U Y S BT G dlfh I HICTel b fIaRUT 1 W<l B1 o1 Feb |
BN APRA T BITA B AT 7 3MZH R b B | 39b IR A

| 3T ST 3 T A 37e Th1 2|
@)
- TEIferd Wbl H, Agaiel ST B SATaRThdl T8l gl ¢ 39P IR A
o, s ST 3 g FETTeTd Tl 2@
5. BT PRI

T Tufd 3afyr & forg Hera ¥ Taftra ure e et Agsra iR T=ferd W TR &l
feamar 1

(A REEIIRCREE|
[ B30T Wb
b - e i Ao g1 Ag3rd & Al §, g gAR "W gidr @

e ama - 98 ol SR qwy ofd T UTed g3 (Iferd) a1 Wb faham T (H-gare)
TN TR - IS BT AIRIH TR
(0] faeqd == sged

29



6. faqasa
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High

SR3.in/
N2DB2-22D58C76
F

172.67.142.108
(US)

High High

SR3.in (6 years
SR3.in/ ago)
N2DB2-22D58C76
F
SPAM

172.67.142.108
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Congrats, YOUR Received
Rs.582000 LOAN is Approve on 17-
07-2024. Zero documentation.
Withdraw directly to YOUR bank A/c.
SR3.in/N2DB2-22D58C76F

High

SR3.in/
N2DB2-22D58C76
F
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Airtel Warning: SPAM | Congrats, YOUR Received
Rs.582000 LOAN is Approve on 17-07-2024. Zero
documentation. Withdraw directly to YOUR bank A/c.
SR3.in/N2DB2-22D58C76F

’*_a;e Epaycop - il
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ePayCop

SMS from 4919350727535 on May 30, 19:48 is SPAM
(risk score: 91)
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