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COBIT® 2019 FOUNDATION COURSE

Course code: COBIT19F Duration: 3 days
Type: Instructor led training Certification: COBIT® 2019 Foundation
Course language: English Certification Exam: Proctor online

COBIT® 2019 Foundation Overview

COBIT® 2019 is ISACA’s framework for Effective and Strategic Governance of
Information and Technology (EGIT). Effective governance over information and
technology is critical to business success, and this new release further cements
COBIT’s continuing role as an important driver of innovation and business
transformation.

Our COBIT® 2019 Foundation training will help candidates understand how to govern
and manage your organisation using the COBIT® 2019 framework and guidance. You
will also explore how COBIT® 2019 aligns with other bodies of knowledge, standards,
and frameworks.
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Course Description

COBIT® is a framework for the governance and management of enterprise
Information and Technology that supports enterprise goal achievement.

This Foundation course is intended for new users to COBIT® who are interested in
achieving the foundation certificate.

This two-day foundation course highlights the concepts, models, and key definitions of
the COBIT® framework.
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About the trainer

Dr Manijit S. Chodha,
Head, GRC Audit Consultancy Ltd
DBA. MSc. BSc. MIIA. GRCP. GRCA. QiCA.
CFE. CIS LA.

+44(0) 7783 001090
manijit.chodha@grc-audit.co.uk
https://uk.linkedin.com/in/mschodha

Professional governance, risk, and compliance practitioner. IT audit leadership consultant, trainer,
coach, lecturer, and people manager, with a successful track record in audit management, employee
engagement and project delivery in major corporations. Highly process-oriented, proven talent for
creating and implementing streamlined procedures. Broad experience helping Tier 1 FinTech, public
and private sector entities, manufacturing, technology, Healthcare Informatics, and retail companies
identify and address internal control and strategic, organisational, tactical, and technology-related risk
factors and business needs. Articulate and seasoned internal auditor with specialism in risk based
Internal Audit, Corporate Governance, Risk Management issues and project management following
industry best practices.

* Analytical and accomplished professional with 25+ years practical experience in all areas of

auditing, training, business process re-engineering.
*SOC | I & lll Audit (Readiness Assessments, Remediation and Pre-audit attestation work.

* Internal audit encompassing ITIL, IS/IT ITIL, COSO/COBIT governance frameworks.

* Risk based internal auditing, ISO compliance reviews.

* Sarbanes Oxley (SOX) audit reviews; ISO/IEC27001 & ISO9001; DNV audits & TickIT.

* Quality Management Systems Auditing (Det Norske Veritas & LRQA covering ISO 27001; ISO9001,
1ISO20000, ISO14000, ISO13485 Standards audits.

* CMMi and PML encompassing Agile, SCRUM and Waterfall methodologies.
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Objectives

e Recognize the target audience of COBIT® 2019.

e Recognize the context, benefits, and key reasons COBIT® is used as an
information andtechnology governance framework.

e Recognize the descriptions and purposes of the COBIT® product architecture.

e Recall the alignment of COBIT® with other applicable frameworks,
standards, and bodiesof knowledge.

e Understand and describe the governance “system” and governance
“framework” principles.

o Describe the components of a governance system.

¢ Understand the overall structure and contents of the Goals Cascade.

e Recall the 40 Governance and Management Objectives and their purpose
statements.

e Understand the relationship between Governance and Management
Objectives and Governance Components.

o Differentiate COBIT® based performance management using maturity
and capability perspectives.

e Discover how to design a tailored governance system using COBIT®.

e Explain the key points of the COBIT® business case.

e Understand and recall the phases of the COBIT® implementation approach.

o Describe the relationships between the COBIT® Design and Implementation
Guides.

e Prepare for the COBIT® 2019 Foundation exam.

Prerequisite

Participants should have experience in the Information and Technology Governance
and Management.

Participants should download ‘COBIT® Information and Technology 2019 Framework:
introduction and Methodology’ and ‘COBIT® Business Framework for the Governance
and Management of Enterprise IT’.
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Content
The COBIT® 2019 Foundation training covers 8 modules:

Module Title
Module 1 Framework introduction

. Module 2 Principles

o Module 3 Governance System & Components

Module 4 Governance & Management Objectives
Module 5 Performance Management

Day 2 Module 6 Designing a tailored Governance System
Module 7 COBIT® Business Case
Module 8 Implementation
Summary of the modules

Day 3 | Mock exam
Online exam - Foundation exam (2 hours)

Duration
Two-day virtual classroom excluding the certification exam.

Exam
Foundation Exam

Exam vouchers may be purchased, allowing to take the remote-proctored exam online
on the ISACA website.

The COBIT® Foundation exam is designed to test the candidate’s knowledge of the
framework as opposed to memorization.

Specific exam information includes:
» Closed book, online proctored exam
e 75 multiple choice questions
» One correct answer for each question, using three choices (A, B or C)
» Two hours (120 minutes) are foreseen to complete the exam
o Pass rate is 65% or 49 correct answers out of 75
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COBIT® 2019 Foundation Training Format
The COBIT® 2019 Foundation training class format is as follows

. Two consecutive days training
. Third day for the exam and preparation
o Half-day exam preparatory morning session
o A two-hour certification exam, consisting of 75 questions

Training Provider
The training is provided by Dr. Manijit S. Chodha, Head of GRC Audit. GRC Audit is an
Accredited Training Organisation by ISACA and GASQ.

Language
All documentation is in English.

Tarif
The cost of training amounts to:
e Training (2 days): £1,400
e Fee for the course material (if applicable): £300
e Fee for the ISACA COBIT® 2019 Foundation exam: £200 per person/ exam
(£150 voucher for ISACA exam & £50 administration cost)

The cost for the exam will be covered by each participant, and is £150/ person, directly
payable atISACA.org.

Location
Our on-site training facilities are located at:
Wrest Park, Enterprise House, Silsoe, Bedfordshire, MK45 4HS.

Due to the current C-19 pandemic, training will be conducted online via MS Teams.

For additional information, contact training@grc-audit.co.uk
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