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What Happened to My Computer?
All vou Your important files are encrypted.
' Many of your documents, photos, videos, databases and other files are no longer
you are busy looking for a way to
but do not waste your time. Nobody can recover your files without

our decryption service.

e o = Can | Recover My Files?
WB21T 004755 Sure. We guarantee that yvou can recover all yvour files safely and easily. But you have
not 50 enough tima.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
. if you don't pay in 7 days won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn't pay in 6 months

Your files will be lost on

How Do | Pay?
ST 0:4T:55

Payment is accepted in Bitcoin only. For more information, click <About bitcoin.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
Time Left Hele «Hm
click <Howto b
am !:"":E: T .t amount to the address specified in this window.
' After vour payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

Mmueme s . .. ... 2. T i [

Send $300 worth of bitcoin to this address:

bitcoin
pritetabtdel [1209YDP gwueZoNyMgw519p7 AABisjré SMw




A Brief History of Ransomware

1989 March 2018
" Distibutd vi June 2017 " Rensomwate )
Distributed via Februarv 2016 « NotPetya vl
distributing 20,000  Potya . Targeted Ukraine + $17 millonin
floppy disks to « Infected email « Wiper in disguise . SzrrnnaS%em
B8 [essarchers 2006 attachments ¢ cternalbiue ¥ + FBI Indicted 2 Iranian
* Pay $189toa PO « Cryzip began « Later updated to Mimikatz + PSExec Hackers Who’s Next
Box in Panama spreading via the include +EternalRomance
Bagle Virus EternalBlue » $10 billion global ?
- Demanded $300 propagation impact . H
via “e-gold” « Attributed to Russian
: Military
o O O
2011 :
* Windows Product Feb 20:18
2004 Activation e
« GPCode » Tricked user into ‘ C(?'O'iagobDOT May 2019
- Demanded $120 via g!almg rogrt:e |0f;¥61 = : g;%%gmwé o - City of Baltimore
i istance phone . illion i
wire transfer Y March 2016 . 150 Servers and 318 million in
« WannaCry 2,000 amages
. ’ : * 4-6 weeks to get to
* Attributed to North workstations 95% recovery
Korea « Segmented
+ EternalBlue network
propagation prevented more
- Kill Switch damage
' . discovered by
. _ MetlLife Marcus Hutchins


Presenter
Presentation Notes

$870M Merck
$400M FedEx
$300M Maersk

Maersk
The company was one of the most badly hit of those caught in the crossfire of NotPetya, with almost 50,000 infected endpoints and thousands of applications and servers across 600 sites in 130 countries.
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An Accelerating Threat
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Fin anci al Imp act 2017 ranso r'nware .il.'l.l..‘.ld ents by industry

« Estimated 184 million ransomware

infections in 2018
 Losses predicted at 11.5 billion in 2019

« Cyber Risk Management Project

believes we may soon see a single

attack with a cost of $193 billion B Healthcare 45%
Financial 12%
« Productivity costs often outweigh repair B Professional services 12%
costs B Other* 8%

Manufacturing 7%
B Education 6%

. Retail 6% Source: BBR Services 2017
*Includes utilites, construstion,

B Hospitality 4% ——————————

B MetlLife



Common Attack
Vectors




L% Remote Desktop Connection ' =101 RDP Brute Force

_ | Remote DE_E'ktDp « Simple and Direct
2Y) Connection - Targets internet exposed
assets

 High risk for public cloud

Computer. s environments

User name:  Mone specified « 2 control failures:

‘fou will be asked for credentials when you connect. ) Netv‘.lor.k access
restrictions

« Account lockout policy

.. Options | Connect I Help

B MetlLife
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Email-borne with Propagation via
Fileservers ~

Ny -
* Initial infection via malicious — ‘ o ]‘

| | iil Shared PC
email or website =

- e ™ ]
* Local data and file share are - fr
both encrypted and infected o | e —
. - Y o }
« Other users impacted via file Corporate
| chared server
shares

Secondary and tertiary damage
(encryption of file servers)

File servers and shared PCs are exposed
to secondary and tertiary damage through
network drives and other common resources

B MetLife



Land and Expand

Pivoting after initial entry

Initial Attack Vector

< @ @

RDP D
Citrix
ff Additional
5;.:::5?:1 ~ 7 Malware Ransomware
” dropped dropped
Waterhole -y 7
Exploit Kit na 7 ” "' "'
ey
O Movement
L Maximizes damage by ﬂ
User clicks on link encrypting as much data
Infection of first device as possible

B MetlLife



Layers on Layers

Victim opens "malspam” email

Word macro installs Emotet as a
dropper

Emotet drops TrickBot

TrickBot spread internally via
various modules

« Eternal Blue (SMB)
 |nternal Emaiil

TrickBot installs Ryuk
Ransomware

A MetLife

EMOTET ATTACK FLOW @ CCBY GovCERTch

<4
sady B
....
v, —4-
attacker |
Victim receives Macro ?OW” oads Emotet drops
malspam with Word Emotet from com- TrickBot
attachment promised website
!
Victim opens email Victim clicks away r
) o and attachment protected view and E:
first victim Macro warnings -.- ¢

TrickBot spreads via

SMB vulnerability to e
other clients / servers

attackers install

Ryuk ransomware
victim can restore
clients if he
has offline backups

if all backups are en-
crypted, victim might
pay huge ransom

O:=




o Trojanized o
Powershell Scripts  DOtnets Exploit Kit Programs  Phishing  Remote Destop

GandCrab

“Ransomware-as-a-Service” inection Vectors fty
SN P [ N [ P A -
. . “ e . ” I
« Dark web/Criminal “affiliate enterprise external packer | 1
services 1
- Affiliates help spread infections and ! .
| B 1 oo 503 == L crectsinstlled ngunges
share proflts | :.' GANDCRAB V5 Encrypts with five random
1 Check 1 — letters as the extension
« $2 billion in shared profits in 18 months TokenintegrityLevel . Soresthevaluein regity
o Wiex_datal\data
o
$150 million netted by GandCrab crew ' > pidor ot n STEMPS%
T : 9 st < PrivilegeEscalation Mni::r:rsc;ﬁrg&?\?n <txt| html>
» Creators “retired” May 31st 2019 ,

« Evidence is that they regrouped into a E""”“'r A a.,j

Run new GandCra b process with SYSTEM privileges

loit
smaller, more advanced and exclusive % db*\ U
CVE-2018-8120 ?E-ﬂ?;mr Mc Afe e’
g rou p 1 Together is power,

B MetlLife




Protecting Against

Ransomware




Harden Endpoints and Networks

LATERAL

TARGET COMPROMISE MOVEMENT
? STAGE LAUNEH EKF‘LDIT INSTALL CALLE.&CK @
: : : : ; DNS-
i i : - . i .A.I'IT:I La‘;ﬂur

Malware Security ﬁ'

Intelligence
i : Wab

Security @
Flow
s Q) mo

INFRASTRUCTURE 3 FILES/PAYLOADS
@ D @ USED BY ATTACKER _ ~ USED BY ATTACKER

NGFW

NGIPS

“ MetlLife 13



Harden The Humans

« Stay patched

« Always think twice before clicking
on links or opening attachments

« Backup personal data on a regular
basis to a protected location

« Remove infected endpoints ASAP

« |fit's suspicious, report it!

B MetLife

WEVE BEEN TRYING FOR DECADESTO | | MAYBE WE SHOULD TRY
GIVE PEOPLE GOOD SECURITY ADVICE. | | TO GIVE BAZ ADVICE?
f
BUT IN RETROSPECT, LOT5 OF THE GUESS TS
TIPS ACTUALLY HHDE(THINGS WORSE. EIORTESE SHOT
SECURITY TIPS
(PRNTOUTTHIS LIST AND KEEP 1T
IN YOUR BANK SAFE DEPOSIT BOX)
¢ DON'T CLICK LINKS To WEBSITES

* USE PRIME NUMBERS IN YOUR PASSWORD

* CHANGE YOUR PASSIJORD MANAGER MONTHLY

* HOLD YOUR BREATH WHILE CROSSING THE BORDER

* INSTALL A SECURE FONT

* USE A 2-FACTOR SMOKE DETECTOR

* CHANGE YOUR MAIDEN NAME REGULARLY

* PUT STRANGE USB DRIVES IN A BAG OF RICE. OVERNIGHT
* USE SPECIAL CHARACTERS LIKE & AND %

* ONLY' READ CONTENT PUBLISHED THROUGH TOR.COM

* USE A BURNER'S PHONE

* GET AN SSL CERTIFICATE AND STORE IT IN A SAFE PLACE

* IF A BORDER GUARD ASKS To EXAMINE YOUR LAPTOR YOU
HAVE A LEGAL RIGHT To CHALLENGE THEM TO A CHESS
GAME FOR YOUR SOUL.




DRP, BCP and Data Protection

| WAS TUusST

WOoNBERING,
po WE HAVE A
DISASTER RECOVERY

« Offline backups

 Laptop and workstation

reimaging

« SAN/NAS Data Protection

B MetLife



Recovering From

Ransomware

Discussion

' MetlLife
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