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PRJ-117 EXAM PREVIEW

- TAKE EXAM! -

Instructions:

e At your convenience and own pace, review the course material below. When ready,
click “Take Exam!” above to complete the live graded exam. (Note it may take a few
seconds for the link to pull up the exam.) You will be able to re-take the exam as
many times as needed to pass.

Upon a satisfactory completion of the course exam, which is a score of 70% or
better, you will be provided with your course completion certificate. Be sure to
download and print your certificates to keep for your records.

Exam Preview:

1. The Work Breakdown Structure (WBS) is a means of organizing system development
activities based on system and product decompositions.
a. True

b. False
. According to the reference material, which of the following is NOT a defined effort
under Configuration Management Structure?
a. Identification
b. Control
c. Status Accounting
d. Verification
. According to the reference material, Engineering Change Proposal (ECP) describes
and suggests a change to a configuration base line; uses a Class 1, 2 or 3 system.
a. True
b. False
. According to Chapter 11, which details Technical Reviews and Audits, which type of
review occurs in both the requirements and design review of a project?
a. System requirements review
b. System functional review
c. Preliminary design review
d. Alternative system review
. According to the reference material, there are 3 classes of simulations: virtual,
constructive, and live.

a. True
b. False

. According to Chapter 12, Trade Studies are a formal decision-making methodology
used by integrated teams to make choices and resolve conflicts during the systems
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engineering process. Using Figure 12-1, which of the following process is done
immediately before “Measuring Performance”?
a. Select and set up methodology
b. Establish the study problem
c. Review inputs
d. Identify and select alternatives
. According to Figure 14-1, which illustrates the Earned Value Concept, the difference
between the BCWP (budgeted cost of work performed) and which other variable
would give the user the Cost Variance?
a. PMB
b. BCWS
c. ACWP
d. Scheduled Variance
. Supplement 14-A outlines the Technical Performance Measurement methodology
used to examine project performance using both actual and projected performance
over time. Which of the following terms is defined in the reference material as
“Predicted value of parameter at a given point in timer”
a. Planned value
b. Planned profile
c. Tolerance band
d. Variance
. According to the reference material, Risk is defined by two characteristics of a
possible negative future event: probability of occurrence and consequence of
occurrence.
a. True

b. False

10. According to the reference material, there are only 3 types of constructive
simulations: CAD, CAM and Computer-Aided Systems Engineering.
a. True
b. False
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CHAPTER 1

INTRODUCTION TO
SYSTEMS ENGINEERING
MANAGEMENT

1.1 PURPOSE 499A,Engineering Managemerit May 1974.
Now cancelled.)

The overall organization of this text is described

in the Preface. This chapter establishes some ef Aninterdisciplinary approach that encompasses

the basic premises that are expanded throughout the entire technical effort, and evolves into and

the book. Basic terms explained in this chapter are verifies an integrated and life cycle balanced

the foundation for following definitions. Key sys-  set ofsystem people, products, and process solu-

tems engineering ideas and viewpoints are pre- tionsthat satisfy customer needs. (EIA Standard

sented, starting with a definition of a system. IS-632,Systems EngineerinDecember 1994.)
» Aninterdisciplinary, collaborative approach that
1.2 DEFINITIONS derives, evolves, and verifies a life-cycle bal-
anced system solution which satisfies customer
A System Is ... expectations and meets public acceptability.

(IEEE P1220,Standard for Application and
Simply stated, a system is an integrated composite Management of the Systems Engineering
of people, products, and processes that provide a Process[Final Draft], 26 September 1994.)
capability to satisfy a stated need or objective.
In summary, systems engineering is an interdisci-
Systems Engineering Is... plinary engineering management process that
evolves and verifies an integrated, life-cycle bal-
Systems engineering consists of two significantinced set of system solutions that satisfy customer
disciplines: the technical knowledge domain inneeds.
which the systems engineer operates, and systems
engineering management. This book focuses o8ystems Engineering Management Is...
the process of systems engineering management.
As illustrated by Figure 1-1, systems engineering
Three commonly used definitions of systemsmanagement is accomplished by integrating three
engineering are provided by the best known techmajor activities:
nical standards that apply to this subject. They all
have a common theme: » Development phasing that controls the design
process and provides baselines that coordinate
+ A logical sequence of activities and decisions design efforts,
that transforms an operational need into a de-
scription of system performance parameters and A systems engineering process that provides
a preferred system configuration. (MIL-STD-  a structure for solving design problems and
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Systems Engineering Fundamentals Chapter 1

Development
Phasing

Life Cycle
Planning

Baselines

Systems
Engineering
Management

Systems
Engineering
Process

Life Cycle
Integration

Integrated
Teaming

Figure 1-1. Three Activities of Systems Engineering Management

tracking requirements flow through the designThe systems engineering process is the heart of
effort, and systems engineering management. Its purpose is
to provide a structured but flexible process that
» Life cycle integration that involves customerstransforms requirements into specifications, archi-
in the design process and ensures that the systdattures, and configuration baselines. The disci-
developed is viable throughout its life. pline of this process provides the control and trace-
ability to develop solutions that meet customer
Each one of these activities is necessary to achieveeeds. The systems engineering process may be
proper management of a development effort. Phasepeated one or more times during any phase of
ing has two major purposes: it controls the desigthe development process.
effort and is the major connection between the tech-
nical management effort and the overall acquisiLife cycle integration is necessary to ensure that
tion effort. It controls the design effort by devel- the design solution is viable throughout the life of
oping design baselines that govern each level dhe system. It includes the planning associated with
development. It interfaces with acquisition man-product and process development, as well as the
agement by providing key events in the developintegration of multiple functional concerns into the
ment process, where design viability can be asdesign and engineering process. In this manner,
sessed. The viability of the baselines developed igroduct cycle-times can be reduced, and the need
a major input for acquisition management Mile-for redesign and rework substantially reduced.
stone (MS) decisions. As a result, the timing and
coordination between technical development
phasing and the acquisition schedule is critical td.3 DEVELOPMENT PHASING
maintain a healthy acquisition program.
Development usually progresses through distinct
levels or stages:
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Chapter 1 Introduction to Systems Engineering

» Concept level, which produces a system conceptescriptions, and the product baseline for the sub-
description (usually described in a conceptystem/component detail descriptions. Figure 1-2
study); shows the basic relationships between the baselines.

The triangles represent baseline control decision

» System level, which produces a system descrigpoints, and are usually referred to as technical re-

tion in performance requirement terms; and views or audits.

» Subsystem/Component level, which produced.evels of Development Considerations
first a set of subsystem and component product
performance descriptions, then a set ofSignificant development at any given level in the
corresponding detailed descriptions of thesystem hierarchy should not occur until the con-
products’ characteristics, essential for theirfiguration baselines at the higher levels are con-
production. sidered complete, stable, and controlled. Reviews
and audits are used to ensure that the baselines are
The systems engineering process is applied to eachady for the next level of development. As will be
level of system development, one level at a timeshown in the next chapter, this review and audit
to produce these descriptions commonly calleghrocess also provides the necessary assessment of
configuration baselines. This results in a series afystem maturity, which supports the DoD
configuration baselines, one at each developmemilestone decision process.
level. These baselines become more detailed with
each level.
1.4 THE SYSTEMS ENGINEERING
In the Department of Defense (DoD) the configu- PROCESS
ration baselines are called the functional baseline
for the system-level description, the allocatedThe systems engineering process is a top-down
baseline for the subsystem/ compuat performance comprehensive, iterative and recursive problem

Concept Studies
]

*

DESIGN DEFINITION _
* System Definiiton

(Functional Baseline)

DESIGN DEFINITION . .
* Preliminary Design

(Allocated Baseline)

DESIGN DEFINITION Detail Design
v (Product Baseline)

Figure 1-2. Development Phasing
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Systems Engineering Fundamentals Chapter 1

solving process, applied sequentially through alDuring the systems engineering process architec-
stages of development, that is used to: tures are generated to better describe and under-
stand the system. The word “architecture” is used
» Transform needs and requirements into a set oh various contexts in the general field of engi-
system product and process descriptions (addieering. It is used as a general description of how
ing value and more detail with each level ofthe subsystems join together to form the system. It
development), can also be a detailed description of an aspect of a
system: for example, the Operational, System, and
» Generate information for decision makers, andlrechnical Architectures used in Command, Con-
trol, Communications, Computers, Intelligence,
» Provide input for the next level of development.Surveillance, and Reconnaissance (C4ISR), and
software intensive developments. However, Sys-
As illustrated by Figure 1-3, the fundamental systems Engineering Management as developed in
tems engineering activities are RequirementoD recognizes three universally usable architec-
Analysis, Functional Analysis and Allocation, andtures that describe important aspects of the system:
Design Synthesis—all balanced by techniques anfilinctional, physical, and system architectures. This
tools collectively called System Analysis and Con-book will focus on these architectures as neces-
trol. Systems engineering controls are used to trackary components of the systems engineering
decisions and requirements, maintain technicgbrocess.
baselines, manage interfaces, manage risks, track
cost and schedule, track technical performancélhe Functional Architecturaédentifies and struc-
verify requirements are met, and review/audit theures the allocated functional and performance

progress. requirements. Thhysical Architectureepicts the
P
R
(0]
C
E .
S —> Requirements ‘\‘ System Analysis
S Analysis and Control

(Balance)
Requirements
Loop

Functional Analysis
and Allocation

- CUZzZz-—

Design
Loop

v
Design Synthesis

Verification

PROCESS OUTPUT

Figure 1-3. The Systems Engineering Process
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Chapter 1 Introduction to Systems Engineering

system product by showing how it is broken downe Technical specialty areas, such as safety, risk
into subsystems and components. Bstem management, quality, etc., or
Architectureidentifies all the products (including
enabling products) that are necessary to suppoft When appropriate, business areas such as
the system and, by implication, the processes finance, cost/budget analysis, and contracting.
necessary for development, production/construc-
tion, deployment, operations, support, disposall.ife Cycle Functions
training, and verification.
Life cycle functions are the characteristic actions
Life Cycle Integration associated with the system life cycle. As illustrated
by Figure 1-4, they are development, production
Life cycle integration is achieved through inte-and construction, deployment (fielding), opera-
grated development—that is, concurrent considtion, support, disposal, training, and verification.
eration of all life cycle needs during the develop-These activities cover the “cradle to grave” life
ment process. DoD policy requires integratedcycle process and are associated with major func-
development, called Integrated Product and Prodional groups that provide essential support to the
uct Development (IPPD) in DoD, to be practicedlife cycle process. These key life cycle functions
at all levels in the acquisition chain of commandare commonly referred to as the eight primary
as will be explained in the chapter on IPPD. Confunctions of systems engineering.
current consideration of all life cycle needs can be
greatly enhanced through the use of interdiscipliThe customers of the systems engineer perform
nary teams. These teams are often referred to #se life-cycle functions. The system user’s needs
Integrated Product Teams (IPTs). are emphasized because their needs generate the
requirement for the system, but it must be remem-
The objective of an Integrated Product Team is tobered that all of the life-cycle functional areas
generate requirements for the systems engineer-
» Produce a design solution that satisfies initiallying process once the user has established the basic
defined requirements, and need.Those that perform the primary functions
also provide life-cycle representation in design-
« Communicate that design solution clearly,level integrated teams.
effectively, and in a timely manner.
Primary Function Definitions
Multi-functional, integrated teams:
Developmentincludes the activities required to
» Place balanced emphasis on product and procegsolve the system from customer needs to product
development, and or process solutions.

» Require early involvement of all disciplines Manufacturing/Production/Constructionin-
appropriate to the team task. cludes the fabrication of engineering test models
and “brass boards,” low rate initial production,
Design-level IPT members are chosen to meet thiell- rate production of systems and end items, or
team objectives and generally have distinctive comthe construction of large or unique systems or sub-
petence in: systems.

» Technical management (systems engineeringDeployment (Fieldingjncludes the activities nec-
essary to initially deliver, transport, receive, pro-
» Life cycle functional areas (eight primary cess, assemble, install, checkout, train, operate,
functions), house, store, or field the system to achieve full
operational capability.

ENGINEERING/PDH.COM
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Systems Engineering Fundamentals Chapter 1
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Operation

Support

ra

8 Primary
Life Cycle
Functions

Manufacturing/Production/
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Figure 1-4. Primary Life Cycle Functions

Operation is the user function and includes Systems Engineering Considerations

activities necessary to satisfy defined operational

objectives and tasks in peacetime and wartim&ystems engineering is a standardized, disciplined

environments. management process for development of system
solutions that provides a constant approach to

Supportincludes the activities necessary to pro-system development in an environment of change

vide operations support, maintenance, logisticsand uncertainty. It also provides for simultaneous

and material management. product and process development, as well as a
common basis for communication.

Disposalincludes the activities necessary to ensure

that the disposal of decommissioned, destroyedsystems engineering ensures that the correct

or irreparable system components meets allechnical tasks get done during development

applicable regulations and directives. through planning, tracking, and coordinating.
Responsibilities of systems engineers include:

Training includes the activities necessary to

achieve and maintain the knowledge and skill levels Development of a total system design solution

necessary to efficiently and effectively perform that balances cost, schedule, performance, and

operations and support functions. risk,

Verification includes the activities necessary toe Development and tracking of technical

evaluate progress and effectiveness of evolving information needed for decision making,

system products and processes, and to measure

specification compliance. » \Verification that technical solutions satisfy
customer requirements,

ENGINEESING-PDH.COM
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Chapter 1 Introduction to Systems Engineering

» Development of a system that can be producettacking and verification problems software devel-
economically and supported throughout the lifeopment entails. In a like manner, all technology
cycle, domains are expected to bring their own unique

needs to the process.

» Development and monitoring of internal and
external interface compatibility of the sys- This book provides a conceptual-level description
tem and subsystems using an open systentd systems engineering management. The specific
approach, technigues, nomenclature, and recommended

methods are not meant to be prescriptive. Techni-

» Establishment of baselines and configuratiorcal managers must tailor their systems engineer-
control, and ing planning to meet their particular requirements

and constraints, environment, technical domain,

» Proper focus and structure for system and majosind schedule/budget situation.
sub-system level design IPTs.

However, the basic time-proven concepts inherent
in the systems engineering approach must be re-

1.5 GUIDANCE tained to provide continuity and control. For com-

plex system designs, a full and documented un-

DoD 5000.2-R establishes two fundamentalderstanding of what the system must do should

requirements for program management: precede development of component performance

descriptions, which should precede component

* |t requires that an Integrated Product andietail descriptions. Though some parts of the sys-
Process approach be taken to design wherevéem may be dictated as a constraint or interface, in
practicable, and general, solving the design problem should start

with analyzing the requirements and determining

» Itrequires that a disciplined systems engineerwhat the system has to do before physical alterna-
ing process be used to translate operationdives are chosen. Configurations must be controlled
needs and/or requirements into a systenand risk must be managed.
solution.

Tailoring of this process has to be done carefully

Tailoring the Process to avoid the introduction of substantial unseen risk

and uncertainty. Without the control, coordination,

System engineering is applied during all acquisiand traceability of systems engineering, an envi-

tion and support phases for large- and small-scal®nment of uncertainty results which will lead to

systems, new developments or product improvesurprises. Experience has shown that these
ments, and single and multiple procurements. Theurprises almost invariably lead to significant
process must be tailored for different needs and/dmpacts to cost and schedule. Tailored processes
requirements. Tailoring considerations includethat reflect the general conceptual approach of this
system size and complexity, level of systembook have been developed and adopted by profes-
definition detail, scenarios and missions, consional societies, academia, industry associations,
straints and requirements, technology base, maj@overnment agencies, and major companies.

risk factors, and organizational best practices and

strengths.

1.6 SUMMARY POINTS

For example, systems engineering of software

should follow the basic systems engineering Systems engineering management is a multi-

approach as presented in this book. However, it functional process that integrates life cycle

must be tailored to accommodate the software functions, the systems engineering problem-
development environment, and the unique progress solving process, and progressive baselining.
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Chapter 1

The systems engineering process is a prob-
lem-solving process that drives the balanced

development of system products and processes.

Integrated Product Teams should apply the sys-
tems engineering process to develop a life cycle
balanced-design solution.

The systems engineering process is applied to
each level of development, one level at a time.

Fundamental systems engineering activities are
Requirements Analysis, Functional Analysis/
Allocation, and Design Synthesis, all of which
are balanced by System Analysis and Control.

Baseline phasing provides for an increasing
level of descriptive detail of the products and
processes with each application of the systems
engineering process.

Baselining in a nut shell is a concept descrip-
tion that leads to a system definition which, in
turn, leads to component definitions, and then
to component designs, which finally lead to a
product.

The output of each application of the systems
engineering process is a major input to the next
process application.
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CHAPTER 9

WORK BREAKDOWN
STRUCTURE

9.1 INTRODUCTION is used to structure development activities, to iden-
tify data and documents, and to organize integrated

The Work Breakdown Structure (WBS) is a meangeams, and for other non-technical program

of organizing system development activities basethanagement purposes.

on system and product decompaositions. The sys-

tems engineering process described in earlier chaf¥VBS Role in DoD Systems Engineering

ters produces system and product descriptions.

These product architectures, together with assocoD 5000.2-R requires that a program WBS be

ated services (e.g., program management, systerastablished to provide a framework for program

engineering, etc.) are organized and depicted in and technical planning, cost estimating, resource

hierarchical tree-like structure that is the WBS.allocation, performance measurement, and status

(See Figure 9-1.) reporting. The WBS is used to define the total
system, to display it as a product-oriented family

Because the WBS is a direct derivative of the physitree composed of hardware, software, services,

cal and systems architectures it could be considdata, and facilities, and to relate these elements to

ered an output of the systems engineering processach other and to the end product. Program offices

It is being presented here as a Systems Analysare to tailor a program WBS using the guidance

and Control tool because of its essential utility forprovided in MIL-HDBK-881.

all aspects of the systems engineering process. It

Architecture WBS WBS Elements
System System
Air Vehicle 1000 Air Vehicle :
] —> ] —> 1000 Aircraft Subsystems
Aircraft Subsystems 1000 Aircraft Subsystems
l l 1610 Landing Gear
Landing Gear System 1610 Landing Gear System

Figure 9-1. Architecture to WBS Flow
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Systems Engineering Fundamentals Chapter 9

The program WBS is developed initially to define WBS — Benefits

the top three levels. As the program proceeds

through development and is further defined, proThe WBS allows the total system to be described
gram managers should ensure that the WBS ithrough a logical breakout of product elements into
extended to identify all high-cost and high-riskwork packages. A WBS, correctly prepared, will
elements for management and reporting, whileccount for all program activity. It links program
ensuring the contractor has complete flexibility toobjectives and activities with resources, facilitates
extend the WBS below the reporting requirementnitial budgets, and simplifies subsequent cost

to reflect how work will be accomplished. reporting. The WBS allows comparison of vari-
ous independent metrics and other data to look for

Basic Purposes of the WBS comprehensive trends.

Organizational: Itis a foundation for all program activities, includ-

The WBS provides a coordinated, complete, anéhg program and technical planning, event sched-

comprehensive view of program management. ltle definition, configuration management, risk

establishes a structure for organizing systenmanagement, data management, specification

development activities, including IPT design, preparation, SOW preparation, status reporting

development, and maintenance. and problem analysis, cost estimates, and budget
formulation.

Business:

It provides a structure for budgets and cost esti-

mates. It is used to organize collection and analy3.2 WBS DEVELOPMENT

sis of detailed costs for earned value reports (Cost

Performance Reports or Cost/Schedule Controrhe physical and system architectures are used to

System Criteria reporting). prepare the WBS. The architectures should be
reviewed to ensure that all necessary products and

Technical: services are identified, and that the top-down struc-

The WBS establishes a structure for: ture provides a continuity of flow down for all

tasks. Enough levels must be provided to identify
» ldentifying products, processes, and data, = work packages for cost/schedule control purposes.
If too few levels are identified, then management
» Organizing risk management analysis andvisibility and integration of work packages may
tracking, suffer. If too many levels are identified, then pro-
gram review and control actions may become
» Enabling configuration and data managementexcessively time-consuming.
It helps establish interface identification and
control. The first three WBS Levels are organized as:
Level 1 — Overall System
» Developing work packages for work orders and  Level 2 — Major Element (Segment)
material/part ordering, and Level 3 — Subordinate Components (Prime
Items)
» Organizing technical reviews and audits.
Levels below the first three represent component
The WBS is used to group product items for specidecomposition down to the configuration item
fication development, to develop Statements ofevel. In general, the government is responsible for
Work (SOW), and to identify specific contract the development of the first three levels, and the
deliverables. contractor(s) for levels below three.
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Chapter 9 Work Breakdown Structure

DoD Practice system typically consists of the prime mission
product(s) delivered to the operational customer.
In accordance with DoD mandatory procedures iThis part of the WBS is based on the physical
DoD 5000.2-R and common DoD practice as esarchitectures developed from operational require-
tablished in MIL-HDBK-881, the program office ments. It represents that part of the WBS involved
develops a program WBS and a contract WBS foin product development. Figure 9-2 presents a
each contract. The program WBS is the WBS thasimple example of a program WBS product part.
represents the total system, i.e., the WBS that
describes the system architecture. The contradthe “enabling product” part of the system includes
WBS is the part of the program WBS that relateghe products and services required to develop,
to deliverables and tasks of a specific contract. produce, and support the end producii{k)s part

of the WBS includes the horizontal elements of
MIL-HDBK-881 is used by the program office to the system architecture (exclusive of the end prod-
support the systems engineering process in develcts), and identifies all the products and services
oping the first three levels of the program WBS,necessary to support the life cycle needs of the
and to provide contractors with guidance for lowerproduct. Figure 9-3 shows an example of the top
level WBS development. As with most standardghree levels of a complete WBS tree.
and handbooks, use of MIL-HDBK-881 cannot be
specified as a contract requirement. Contract WBS
Though WBS development is a systems engineeA contract WBS is developed by the program office
ing activity, itimpacts cost and budget professionin preparation for contracting for work required to
als, as well as contracting officers. An integrateddevelop the system. It is further developed by the
team representing these stakeholders should lentractor after contract award. The contract WBS
formed to support WBS development. is that portion of the program WBS that is specifi-
cally being tasked through the contract. A simple
example of a contract WBS derived from the
program WBS shown in Figure 9-2 is provided by
A program WBS has an end product part and afigure 9-4. Figure 9-4, like Figure 9-2, only
enabling product part. The end product part of théncludes the product part of the contract WBS. A

WBS Anatomy

Level 1 System
Air Vehicle
Level 2 10
Level 3 Air Frame Propulsion Fire Control Etc. >
11 1.2 1.3 1.n

Figure 9-2. Program WBS —The Product Part (Physical Architecture)

ENGINEERINGPDH.COM
| PRJ-117 |



Systems Engineering Fundamentals Chapter 9

: Aircraft Systems WBS
Level 1 Aircraft System (MIL-I-)IIDBK-881)

Level 2 |

. SE/ Peculiar Common . . Initial

Air Program System Training Data Support Support Op/Site Industrial | |gpares and

Vehicle Mgmt T&E Equipment | | Equipment Activation Facilities Initial

Repair

Parts

Airframe DT&E Equipment  Tech Pubs  Test and Test and Sys Construc-

’ : Measurem’'t  Measurem’t  Assembly, tion/Conver- .
Propulsion OT&E Services Engrg Data Equipment  Equipment Installation sion/Expan- (Specify by
Application Software Mockups Facilities Support and sion Allowance

Data Support Support Checkout List,
System Software T&E and and on Site Equipment  Grouping
Com/Identification Support Manage- Hanfjling Han_dling Acquisition  or H/W
Navigation/Guid Test ment Data  Equipment  Equipment  Contractor or Mod Element)
avigation/Guidance Facilities Data Tech Support \-ictenance
Central Computer Depository Site
Fire Control Construction
Data Display and Controls Site/Ship
R Vehicle
Survivability Conversion
Reconnaissance
Automatic Flight Control
Central Integrated Checkout
Antisubmarine Warfare Level 3
Armament
Weapons Delivery
Auxiliary Equipment

Figure 9-3. The Complete Work Breakdown Structure

complete contract WBS would include associateds used to organize and identify contractor tasks.
enabling products, similar to those identified inThe program office’s preliminary version is used
Figure 9-3. The resulting complete contract WBSo develop a SOW for the Request for Proposals.

Level 1 Fire Control
Radar Level 2
Receiver Transmitter Antenna Radar S/W Level 3

Figure 9—-4. Contract WBS
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Chapter 9 Work Breakdown Structure

9.3 DESIGNING AND TRACKING WORK WBS Dictionary

A prime use of the WBS is the design and trackingds part of the work and cost control use of the
of work. The WBS is used to establish what workWBS, a Work Breakdown Dictionary is developed.
is necessary, a logical decomposition down to worleor each WBS element a dictionary entry is pre-
packages, and a method for organizing feedbaclkared that describes the task, what costs (activi-
As shown by Figure 9-5, the WBS element isties) apply, and the references to the associated
matrixed against those organizations in the com€ontract Line Iltem Numbers and SOW paragraph.
pany responsible for the task. This creates cogkn example of a level 2 WBS element dictionary
accounts and task definition at a detailed level. lentry is shown as Figure 9-6.

allows rational organization of integrated teams

and other organizational structures by helping

establishwhat expertise and functional supportis9.4 SUMMARY POINTS

required for a specific WBS element. It further

allows precise tracking of technical and otherr The WBS is an essential tool for the organiza-
management. tion and coordination of systems engineering

Work Breakdown Structure
Aircraft System
Product
[ \\
Al rTg;t—l M raining |
Ir LSSty MY
Vehicle
1 \
Airframe | Fire rngulsicm !
L —"— 1 L " o 1
Control
| \
[ P ‘
Training
L —,—~ 1
] \
I I I \
o~ Receiver JYR— Xmtr
=) Group Group
T
(0]
c
=)
i
| Assembly Cost Cost Cost
Account Account Account Work Packages
(]
2 o Feed Horn
s 2 £ Machining
2 @ = . Cost Cost Cost
g 2 ——g -1 Fabrication Labor
£ g S Account Account Account Material
% O é Other Direct Costs
g Waveguide
| set-Ups Cost Cost Cost Bending
Account Account Account
\\m
2

Figure 9-5. WBS Control Matrix
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Systems Engineering Fundamentals Chapter 9
CONTRACT NUMBER
Index Item No. 2 WBS Level 2 F33657-72-C-0923
WBS Element WBS Title Contract
A10100 Air Vehicle Line Item:
,, . 0001, 0001AA, 0001AB, 0001AC, 0001AD
Date Revision No. | Revision Auth  Approved 0001AE. 0001AF. 0001AG. 0001AH
Chg ) ) )

Specification No. [Specification Title:
Prime Item Development
Specification for AGM 86A Air Vehicle/

Airframe

689E078780028

Element Task Description

Technical Content:
The Air Vehicle element task description refers to the effort
required to develop, fabricate, integrate and test the
airframe segment, portions of the Navigation/Guidance
element, and Airborne Development Test Equipment and
Airborne Operational Test Equipment and to the integra-
tion assembly and check-out of these complete elements,
together with the Engine Segment, to produce the
complete Air Vehicle. The lower-level elements included
and summarized in the Air Vehicle element are:
Airframe Segment (A11100), Navigation/Guidance
Segment (A32100), Airborne Development Test
Equipment (A61100), and Airborne Operational Test
Equipment (A61200).

MPC/PMC
A10100

Cost Content — System Contractor

The cost to be accumulated against this element includes
a summarization of all costs required to plan, develop,
fabricate, assemble, integrate and perform development
testing, analysis and reporting for the air vehicle. It also
includes all costs associated with the required efforts in
integrating, assembling and checking our GFP required to
create this element.

Cost Description
Work Order/Work Auth

See lower level
WBS Elements

Applicable SOW Paragraph
3.6.2

Figure 9-6. Work Breakdown Dictionary

processes, and it is a product of the systems

engineering process.

Its importance extends beyond the technicat
community to business professionals and con-
tracting officers. The needs of all stakeholders
must be considered in its development. The pro-
gram office develops the program WBS and a
high-level contract WBS for each contract. The

contractors develop the lower levels of the
contract WBS associated with their contract.

The system architecture provides the structure
for a program WBS. SOW tasks flow from this
WBS.

The WBS provides a structure for organizing
IPTs and tracking metrics.
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CHAPTER 10

CONFIGURATION
MANAGEMENT

10.1 FOUNDATIONS of configuration control authority corresponding
to the baseline structure. Since lower level baselines
Configuration Defined have to conform to a higher-level baseline, changes

at the lower levels must be examined to assure they
A “configuration” consists of the functional, physi- do not impact a higher-level baseline. If they do,
cal, and interface characteristics of existing othey must be approved at the highest level im-
planned hardware, firmware, software or a combipacted. For example, suppose the only engine
nation thereof as set forth in technical documentaturbine assembly affordably available for an engine
tion and ultimately achieved in a product. The condevelopment cannot provide the continuous oper-
figuration is formally expressed in relation to aating temperature required by the allocated base-
Functional, Allocated, or Product configuration line. Then not only must the impact of the change

baseline as described in Chapter 8. at the lower level (turbine) be examined, but the
change should also be reviewed for possible im-
Configuration Management pact on the functional baseline, where requirements

such as engine power and thrust might reside.
Configuration management permitsee orderly
development of a system, subsystem, or configu€onfiguration management is supported and
ration item. A good configuration management properformed by integrated teams in an Integrated
gram ensures that designs are traceable to requif@roduct and Process Development (IPPD) envi-
ments, that change is controlled and documentedpnment. Configuration management is closely
that interfaces are defined and understood, and thassociated with technical data management and
there is consistency between the product and iteterface management. Data and interface manage-
supporting documentation. Configuration management is essential for proper configuration manage-
ment provides documentation that describes whanent, and the configuration management effort has
is supposed to be produced, what is being producett) include them.
what has been produced, and what modifications
have been made to what was produced. DoD Application of

Configuration Management
Configuration management is performed on
baselines, and the approval level for configuratiorDuring the development contract, the Government
modification can change with each baseline. In ahould maintain configuration control of the
typical system development, customers or usefunctional and performance requirements only,
representatives control the operational requiregiving contractors responsibility for the detailed
ments and usually the system concept. The devetlesign. (SECDEF Memo of 29 Jun 94.) This im-
oping agency program office normally controls theplies government control of the Functional (sys-
functional baseline. Allocated and product basetem requirements) Baseline. Decisions regarding
lines can be controlled by the program office, thevhether or not the government will take control of
producer, or a logistics agent depending on the lifghe lower-level baselines (allocated and product
cycle management strategy. This sets up a hierarclpaselines), and when ultimately depends on the
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requirements and strategies needed for the partictelated Cls. The decision to place an item, or items,
lar program. In general, government control ofunder formal configuration control results in:
lower-level baselines, if exercised, will take place
late in the development program after design has Separate specifications,
stabilized.
» Formal approval of changes,
Configuration Management Planning
» Discrete records for configuration status
When planning a configuration management ef- accounting,
fort you should consider the basics: what has to be
done, how should it be done, who should do ite Individual design reviews and configuration
when should it be done, and what resources are audits,
required. Planning should include the organiza-
tional and functional structure that will define thes Discrete identifiers and name plates,
methods and procedures to manage functional and
physical characteristics, interfaces, and documents Separate qualification testing, and
of the system component. It should also include
statements of responsibility and authority, meths Separate operating and user manuals.
ods of control, methods of audit or verification,
milestones, and schedules. EIA 1S-649, National
Consensus Standard for Configuration Manage10.2 CONFIGURATION MANAGEMENT
ment, and MIL-HDBK-61 can be used as plan- STRUCTURE
ning guidance.
Configuration management comprises four
Configuration Item (CI) interrelated efforts:

A key concept that affects planning is the configu- Identification,

ration item (CI). Cl decisions will determine what

configurations will be managed. Cls are an aggres Control,

gation of hardware, firmware, or computer soft-

ware, or any of their discrete portions, which sate Status Accounting, and

isfies an end-use function and is designated for

separate configuration management. Any item Audits.

required for logistic support and designated for

separate procurement is generally identified as CAIso directly associated with configuration man-
Components can be designated Cls because afjement are data management and interface man-
crucial interfaces or the need to be integrated witligement. Any configuration management planning
operation with other components within or out-effort must consider all six elements.

side of the system. An item can be designated ClI

if it is developed wholly or partially with govern- Identification

ment funds, including nondevelopmental items

(NDI) if additional development of technical data Configuration Identification consists of docu-
is required. All Cls are directly traceable to thementation of formally approved baselines and
WBS. specifications, including:

Impact of Cl Designation » Selection of the Cls,

Cl designation requires a separate configuratiom Determination of the types of configuration
management effort for the ClI, or groupings of documentation required for each ClI,
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 Documenting the functional and physical Change Documents Used for
characteristics of each Cl, Government Controlled Baselines

» Establishing interface management procedureg§,here are three types of change documents used
organization, and documentation, to control baselines associated with government
configuration management: Engineering Change
* Issuance of numbers and other identifiersProposal, Request for Deviation, and Request for
associated with the system/Cl configurationWaivers.
structure, including internal and external
interfaces, and » Engineering Change Proposals (ECP) identify
need for a permanent configuration change.
» Distribution of CI identification and related Upon approval of an ECP a new configuration
configuration documentation. is established.

Configuration Documentation » Requests for Deviation or Waiver propose a
temporary departure from the baseline. They

Configuration documentation is technical docu- allow for acceptance of non-conforming

mentation that identifies and defines the item’s material. After acceptance of a deviation or

functional and physical characteristics. It is waiver the documented configuration remains

developed, approved, and maintained through three unchanged.

distinct evolutionary increasing levels of detail. The

three levels of configuration documentation formEngineering Change Proposal (ECP)

the three baselines and are referred to as functional,

allocated, and product configuration documentaAn ECP is documentation that describes and

tion. These provide the specific technical descripsuggests a changea configuration baseline. Sepa-

tion of a system or its components at any point imate ECPs are submitted for each change that has a

time. distinct objective. To provide advanced notice and
reduce paperwork, Preliminary ECPs or Advance
Configuration Control Change/Study Notices can be used preparatory to

issue of a formal ECP. Time and effort for the
Configuration Control is the systematic proposalapproval process can be further reduced through
justification, prioritization, evaluation, coordina- use of joint government and contractor integrated
tion, approval or disapproval, and implementatiorteams to review and edit preliminary change
of all approved changes in the configuration of groposals.
system/Cl after formal establishment of its
baseline. In other words, it is how a system (andECPs are identified as Class | or Class Il. Class |
its Cls) change control process is executed andhanges require government approval before
managed. changing the configuration. These changes can

result from problems with the baseline require-
Configuration Control provides managementment, safety, interfaces, operating/servicing capa-
visibility, ensures all factors associated with ability, preset adjustments, human interface includ-
proposed change are evaluated, prevents unnecdsg skill level, or training. Class | changes can also
sary or marginal changes, and establishes changpe used to upgrade already delivered systems to
priorities. In DoD it consists primarily of a the new configuration through use of retrofit, mod
change process that formalizes documentation ardts, and the like. Class | ECPs are also used to
provides a management structure for changehange contractual provisions that do not directly
approval. impact the configuration baseline; for example,

changes affecting cost, warranties, deliveries, or
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CleediEen Justification Codes
» Class| . .
e Class Il D — Correction of deficiency
S — Safety
Types B — Interface
. Preliminary C- Compatlblllty
- Tl O - OPS or log support
R — Cost reduction
PlleiEs V —Value engineering
* Emergency P — Production stoppage
» Urgent
* Routine A — Record only

Figure 10-1. ECP Designators

data requirements. Class | ECPs require programndicates the change is not viable. The approach
office approval, which is usually handled throughused for preliminary ECPs vary in their form and
a formal Configuration Control Board, chaired byname. Both Preliminary ECPs and Advanced
the government program manager or delegate@hange/Study Notices have been used to formal-
representative. ize this process, but forms tailored to specific
programs have also been used.
Class Il changes correct minor conflicts, typos, and
other “housekeeping” changes that basically cor€onfiguration Control Board (CCB)
rect the documentation to reflect the current con-
figuration. Class Il applies only if the configura- A CCB is formed to review Class | ECPs for
tion is not changed when the documentation ispproval, and make a recommendation to approve
changed. Class Il ECPs are usually handled by ther not approve the proposed change. The CCB
in-plant government representative. Class Il ECPshair, usually the program manager, makes the final
generally require only that the government con-decision. Members advise and recommend, but the
curs that the change is properly classified. Undeauthority for the decision rests with the chair. CCB
an initiative by the Defense Contract Managemenimembership should represent the eight primary
Command (DCMC), contractors are increasinglyfunctions with the addition of representation of the
delegated the authority to make ECP classificatioprocurement office, program control (budget), and
decisions. Configuration Control manager, who serves as the
CCB secretariat.
Figure 10-1 shows the key attributes associated
with ECPs. The preliminary ECP, mentioned inThe CCB process is shown in Figure 10-2. The
Figure 10-1, is a simplified version of a formal process starts with the contractor. A request to the
ECP that explains the proposed ECP, andontractor for an ECP or Preliminary ECP is
establishes an approximate schedule and cost foecessary to initiate a government identified
the change. The expense of an ECP developmeoonfiguration change. The secretariat’'s review
is avoided if review of the Preliminary ECP process includes assuring appropriate government
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CCB Review
CCB Secretariat Chairman (PM) cCB
(Configuration —p User Command —> Directive
Manager) Training Command
Log Command
Engineering ¢
Procurement
Program Control . Other .
Test |mplem_e_nt|ng
Config Mgmt activities
Safety
. . Maintenance \ 4
Engineering Change
Proposal (ECP) Contracting
Alteration in approved Officer
CM doc’s Cl or
contractural provision
Contractor
+ Begins and 4 > Nl
ends process

Figure 10-2. Configuration Control Board

contractual and engineering review is done prios All pertinent information is available for review;
to receipt by the CCB.

 The ECP has been reviewed by appropriate
CCB Management Philosophy functional activities; and

The CCB process is a configuration control pro-= Issues have been identified and addressed.
cess, but it is also a contractual control process.

Decisions made by the CCB chair affects the con€CB Documentation

tractual agreement and program baseline as well

as the configuration baseline. Concerns over cor@nce the CCB chair makes a decision concerning
tractual policy, program schedule, and budget caan ECP, the CCB issues a Configuration Control
easily come into conflict with concerns relating toBoard Directive that distributes the decision and
configuration management, technical issues, anilentifies key information relating to the imple-
technical activity scheduling. The CCB technicalmentation of the change:

membership and CCB secretariat is responsible to

provide a clear view of the technical need and the Implementation plan (who does what when);
impact of alternate solutions to these conflicts. The

CCB secretariat is further responsible to see that Contracts affected (prime and secondary);

the CCB is fully informed and prepared, including

ensuring that: » Dates of incorporation into contracts;

» A government/contractor engineering workinge Documentation affected (drawings, specifica-
group has analyzed the ECP and supporting data, tions, technical manuals, etc.), associated cost,
prepared comments for CCB consideration, and and schedule completion date; and
is available to support the CCB;

ENGINEERIN@BDH.COM
| PRJ-117 |



Systems Engineering Fundamentals Chapter 10

« ldentification of any orders or directives needed* The configuration of all units, including those
to be drafted and issued. in the operational inventory.

Request for Deviation or Waiver Purpose of Configuration Status Accounting

A deviation is a specific written authorization, Configuration Status Accounting provides infor-
granted prior to manufacture of an item, to deparmnation required for configuration management by:
from a performance or design requirement for a

specific number of units or a specific period ofe Collecting and recording data concerning:

time. — Baseline configurations,

— Proposed changes, and
A waiver is a written authorization to accept a ClI — Approved changes.
that departs from specified requirements, but is
suitable for use “as is” or after repair. » Disseminating information concerning:

— Approved configurations,
Requests for deviation and waivers relate toatem-  — Status and impact of proposed changes,
porary baseline departure that can affect system  — Requirements, schedules, impact and
design and/or performance. The baseline remains status of approved changes, and
unchanged and the government makes a determi-  — Current configurations of delivered items.

nation whether the alternative “non-conforming”

configuration results in an acceptable substituteAudits

Acceptable substitute usually implies that there will

be no impact on support elements, systems affectébnfiguration Audits are used to verify a system
can operate effectively, and no follow-up or cor-and its components’ conformance to their configu-
rection is required. The Federal Acquisition Regu+ation documentation. Audits are key milestones
lations (FAR) requires “consideration” on govern-in the development of the system and do not stand
ment contracts when the Government accepts @one. The next chapter will show how they fit in
“non-conforming” unit. the overall process of assessing design maturity.

The distinction between Request for Deviation andrunctional Configuration Audits (FCA) and the
Request for a Waiver is that a deviation is use@®ystem Verification Review (SVR) are performed
beforefinal assembly of the affected unit, and ain the Production Readiness and LRIP stage of
waiver is usedfter final assembly or acceptance the Production and Development Phase. FCA

testing of the affected unit. is used to erify that actual performance of the
configuration item meets specification require-
Status Accounting ments. The SVR serves as system-level audit after

FCAs have been conducted.
Configuration Status Accounting is the recording
and reporting of the information that is needed tarhe Physical Configuration Audit (PCA) is nor-
manage the configuration effectively, including: mally held during Rate Production and Develop-
ment stage as a formal examination of a pro-
» A listing of the approved configuration docu- duction representative unit against the draft tech-
mentation, nical data package (product baseline documenta-
tion).
» The status of proposed changes, waivers and
deviations to the configuration identification, Most audits, whether FCA or PCA, are today
approached as a series of “rolling” reviews in which
» The implementation status of approved change$tems are progressively audited as they are pro-
and duced such that the final FCA or PCA becomes
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significantly less oppressive and disruptive to thgrogram office (external and selected top-level
normal flow of program development. interfaces) or prime contractor (internal interfaces)
generally designates the chair.

10.3 INTERFACE MANAGEMENT Interface Control Documentation (ICD)

Interface Management consists of identifying theinterface Control Documentation includes Inter-
interfaces, establishing working groups to managéace Control Drawings, Interface Requirements
the interfaces, and the group’s development of inSpecifications, and other documentation that
terface control documentation. Interface Manageedepicts physical and functional interfaces of related
ment identifies, develops, and maintains the extemr co-functioning systems or components. ICD is
nal and internal interfaces necessary for systerthe product of ICWGs or comparable integrated
operation. It supports the configuration manageteams, and their purpose is to establish and main-
ment effort by ensuring that configuration tain compatibility between interfacing systems or
decisions are made with full understanding of theicomponents.
impact outside of the area of the change.

Open Systems Interface Standards
Interface ldentification

To minimize the impact of unique interface
An interface is a functional, physical, electrical,designs, improve interoperability, maximize the
electronic, mechanical, hydraulic, pneumatic, op-use of commercial components, and improve the
tical, software, or similar characteristic requiredcapacity for future upgrade, an open-systems ap-
to exist at a common boundary between two oproach should be a significant part of interface
more systems, products, or components. Normallgontrol planning. The open-systems approach in-
in a contractual relationship the procuring agencyolves selecting industry-recognized specifications
identifies external interfaces, sets requirements fasind standards to define system internal and exter-
integrated teams, and provides appropriate personal interfaces. An open system is characterized by:
nel for the teams. The contracted design agent or
manufacturer manages internal interfaces; plans, Increased use of functional partitioning and
organizes, and leads design integrated teams; main- modular design to enhance flexibility of
tains internal and external interface requirements; component choices without impact on inter-
and controls interfaces to ensure accountability and faces,
timely dissemination of changes.

» Use of well-defined, widely used, non-propri-
Interface Control Working Group (ICWG) etary interfaces or protocols based on standards

developed or adopted by industry recognized

The ICWG is the traditional forum to establish  standards institutions or professional societies,
official communications link between those and
responsible for the design of interfacing systems
or components. Within the IPPD frameworke Explicit provision for expansion or upgrading
ICWGs can be integrated teams that establish link- through the incorporation of additional or
age between interfacing design IPTs, or could be higher performance elements with minimal
integrated into a system-level engineering work- impact on the system.
ing group. Membership of ICWGs or comparable
integrated teams should include membership frolDoD mandatory guidance for information tech-
each contractor, significant vendors, and particinology standards is in the Joint Technical Archi-
pating government agencies. The procuringecture.
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10.4 DATA MANAGEMENT Data Call for Government Contracts

Data management documents and maintains th&s part of the development of an Invitation for Bid
database reflecting system life cycle decisionsgr Request for Proposals, the program office is-
methods, feedback, metrics, and configuratiorsues a letter that describes the planned procure-
control. It directly supports the configuration sta-ment and asks integrated team leaders and effected
tus accounting process. Data Management goverrignctional managers to identify and justify their
and controls the selection, generation, preparatiomiata requirements for that contract. A description
acquisition, and use of data imposed on contractorsf each data item needed is then developed by the
affected teams or functional offices, and reviewed
Data Required By Contract by the program office. Data Item Descriptions,
located in the Acquisition Management Systems
Data is defined as recorded information, regardbata List (AMSDL) (see Chapter 8) can be used
less of form or characteristic, and includes all thdor guidance in developing these descriptions.
administrative, management, financial, scientific,
engineering, and logistics information and docu-Concurrent with the DoD policy on specifications
mentation required for delivery from the contrac-and standards, there is a trend to avoid use of stan-
tor. Contractually required data is classified as onédard Data Item Descriptions on contracts, and

of three types: specify the data item with a unique tailored data
description referenced in the Contract Data
» Type I: Technical data Requirements List.

» Type Il: Non-technical data
10.5 SUMMARY POINTS
* Type lll: One-time use data (technical or non-
technical) » Configuration management is essential to con-
trol the system design throughout the life cycle.
Data is acquired for two basic purposes:
» Use of integrated teams in an IPPD environ-
» Information feedback from the contractor for mentis necessary for disciplined configuration
program management control, and management of complex systems.

» Decision making information needed toes Technical data managementis essential to trace
manage, operate, and support the system (e.g., decisions and changes and to document designs,
specifications, technical manuals, engineering processes and procedures.
drawings, etc.).

» Interface management is essential to ensure that

Data analysis and management is expensive and system elements are compatible in terms of

time consuming. Present DoD philosophy requires form, fit, and function.

that the contractor manage and maintain signifi-

cant portions of the technical data, including the Three configuration baselines are managed:

Technical Data Package (TDP). Note that thisdoes = — Functional (System level)
not mean the government isn’'t paying for its — Allocated (Design To)
development or shouldn’t receive a copy for post- — Product (Build To/As Built)

delivery use. Minimize the TDP cost by request-

ing the contractor’s format (for example, accept-Configuration management is a shared responsi-
ing the same drawings they use for production)bility between the government and the contractor.

and asking only for details on items developed withContract manager (CM) key elements are ldentifi-

government funds. cation, Control, Status Accounting, and Audits.
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CHAPTER 11

TECHNICAL REVIEWS
AND AUDITS

11.1 PROGRESS MEASUREMENT » Establishing a common configuration baseline

from which to proceed to the next level of

The Systems Engineer measures design progress design, and

and maturity by assessing its development at key

event-driven points in the development schedules Recording design decision rationale in the

The design is compared to pre-established exit decision database.

criteria for the particular event to determine if the

appropriate level of maturity has been achievediormal technical reviews are preceded by a series

These key events are generally known as Technicaf technical interchange meetings where issues,

Reviews and Audits. problems and concerns are surfaced and addressed.
The formal technical review is NOT the place for

A system in development proceeds through groblem solving, but to verify problem solving has

sequence of stages as it proceeds from conceptbeen done; it is a process rather than an event!

finished product. These are referred to as “levels

of development.” Technical Reviews are done aftePlanning

each level of development to check design matu-

rity, review technical risk, and determines whethePlanning for Technical Reviews must be extensive

to proceed to the next level of development. Techand up-front-and-early. Important considerations

nical Reviews reduce program risk and ease thfr planning include the following:

transition to production by:

Assessing the maturity of the design/develop-
ment effort,

Clarifying design requirements,
Challenging the design and related processes,

Checking proposed design configuratione
against technical requirements, customer needs,
and system requirements,

Evaluating the system configuration at different
stages, .

Providing a forum for communication, coordi-
nation, and integration across all disciplines and
IPTs,

Timely and effective attention and visibility into
the activities preparing for the review,

Identification and allocation of resources
necessary to accomplish the total review effort,

Tailoring consistent with program risk levels,

Scheduling consistent with availability of
appropriate data,

Establishing event-driven entry and exit criteria,

Where appropriate, conduct of incremental
reviews,

Implementation by IPTs,
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» Review of all system functions, and Planning Tip: Develop a check list of pre-review,
review, and post-review activities required. De-
» Confirmation that all system elements arevelop check lists for exit criteria and required level
integrated and balanced. of detail in design documentation. Include key
guestions to be answered and what information
The maturity of enabling products are reviewedmust be available to facilitate the review process.
with their associated end product. Reviews shouldfigure 11-1 shows the review process with key
consider the testability, producibility, training, and activities identified.
supportability for the system, subsystem or
configuration item being addressed.
11.2 TECHNICAL REVIEWS
The depth of the review is a function of the com-
plexity of the system, subsystem, or configurationfechnical reviews are conducted at both the sys-
item being reviewed. Where design is pushingem level and at lower levels (e.g., sub-system).
state-of-the-art technology the review will require This discussion will focus on the primary system-
a greater depth than if it is for a commercial off-level reviews. Lower-level reviews may be thought
the-shelf item. Items, which are complex or anof as events that support and prepare for the sys-
application of new technology, will require a moretem-level events. The names used in reference to
detailed scrutiny.

1 1
Before P! During P! After —Pp

' Follow-up

« Track action
items and
issues

Track action
item completion

Resolve

. * Assign trends
Review responsibility . pocument and
o distribute
Individual and results of
team reviews review and
; Facilitate and action item
Pre-review pace meeting completions
« Individual and * Examine review
t p data and
o eam reviews analyses —
Familiarize + Examine data record and
- * Analyze data classify findings
Plan . Hav?_ overview « Track and « Address key
meeting document issues identi-
. analysis fied by pre-
. Idert1_tn_‘y X review activity
parucipants * Assess severity
« Assign roles of problems
and tasks ; i
- * Identify action
« Establish items
guidelines and
procedures
« Establish and
use entry
criteria
« Establish exit
criteria based
on the event-
driven schedule

Figure 11-1. Technical Review Process
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reviews is unimportant; however, it is importantschedules, design and test data, trade studies, risk
that reviews be held at appropriate points in proanalysis, effectiveness analyses, mock-ups, bread-
gram development and that both the contractor anbards, in-process and finished hardware, test
government have common expectations regardinmethods, technical plans (Manufacturing, Test,
the content and outcomes. Support, Training), and trend (metrics) data. Re-
views should be brief and follow a prepared agenda
based on the pre-review analysis and assessment
of where attention is needed.

Reviews are event-driven, meaning that they are

to be conducted when the progress of the produ@nly designated participants should personally
under development merits review. Forcing a revievattend. These individuals should be those that were
(simply based on the fact that a schedule develavolved in the preparatory work for the review
oped earlier) projected the review at a point in timexnd members of the IPTs responsible for meeting
will jeopardize the review's legitimacy. Do the the event exit criteria. Participants should include
work ahead of the review event. Use the reviewepresentation from all appropriate government
event as a confirmation of completed effort. Theactivities, contractor, subcontractors, vendors and
data necessary to determine if the exit criteria arsuppliers.

satisfied should be distributed, analyzed, and

analysis coordinated prior to the review. The typeA review is the confirmation of a process. New
of information needed for a technical reviewitems should not come up at the review. If signifi-
wouldinclude: specifications, drawings, manuals,cant items do emerge, it's a clear sign the review is

Conducting Reviews

Sys Item Detailed
Tech Design Design
Rgmts
System Q
Definition 2
MS ORD ‘B C
[ we || Biocks |
CAD Integration Demonstration Prod Readiness Rate Prod
Tech Reviews A A A A A AA A
ASR SRR SFR PDR CDR SVR PCA
FCA
Documents draft
Sys Perf Spec - - - - - - & }
ltem Perf Specs - oo ——)
ltem Detail/TDP - V'S *~—)
Baselines Contractor Government
Functional
Allocated ¢ ‘:}
Product ¢ ‘—>

Figure 11-2. Phasing of Technical Reviews
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being held prematurely, and project risk has jusThese stages are the “levels of development” re-
increased significantly. A poorly orchestrated anderred to in this chapter. System-level technical
performed technical review is a significant reviews are generally timed to correspond to the
indicator of management problems. transition from one level of development to an-

other. The technical review is the event at which
Action items resulting from the review are docu-the technical manager verifies that the technical
mented and tracked. These items, identified bynaturity of the system or item under review is suf-
specific nomenclature and due dates, are prepardidient to justify passage into the subsequent phase
and distributed as soon as possible after the reviewf development, with the concomitant commitment
The action taken is tracked and results distributedf resources required.
as items are completed.

As the system or product progresses through
Phasing of Technical Reviews development, the focus of technical assessment

takes different forms. Early in the process, the pri-
As a system progresses through design and devehary focus is on defining the requirements on
opment, it typically passes from a given level ofwhich subsequent design and development activi-
development to another, more advanced level dies will be based. Similarly, technical reviews
development. For example, a typical system willconducted during the early stages of develop-
pass from a stage where only the requirements areent are almost always focused on ensuring that
known, to another stage where a conceptuahe top-level concepts and system definitions
solution has been defined. Or it may pass from a&eflect the requirements of the user. Once system-
stage where the design requirements for thé&vel definition is complete, the focus turns to de-
primary subsystems are formalized, to a stagsign at sub-system levels and below. Technical re-
where the physical design solutions for thoseviews during these stages are typically design re-
requirements are defined. (See Figure 11-2.)  views that establish design requirements and then

Alternative System Review

Requirements . .
q System Requirements Review

Reviews
System Functional Review

Design Preliminary Design Review

Reviews (includes System Software Specification Review)
Critical Design Review
Test Readiness Review
Production Readiness Review

Verlflc_atlon Functional Configuration Audit
Reviews

System Verification Review

Physical Configuration Audit

Figure 11-3. Typical System-Level Technical Reviews
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verify that physical solutions are consistent withSpecific system-level technical reviews are known
those requirements. In the final stages of develohy many different names, and different engi-
ment, technical reviews and audits are conductedeering standards and documents often use differ-
to verify thatthe products produced meet the re-ent nomenclature when referring to the same
guirements on which the development is basedeview. The names used to refer to technical
Figure 11-3 summarizes the typical schedule ofeviews are unimportant; however, it is important
system-level reviews by type and focus. to have a grasp of the schedule of reviews that is
normal to system development and to have an
Another issue associated with technical reviewsynderstanding of what is the focus and purpose of
as well as other key events normally associatethose reviews. The following paragraphs outline a
with executing the systems engineering processchedule of reviews that is complete in terms of
is when those events generally occur relative tassessing technical progress from concept through
the phases of the DoD acquisition life-cycleproduction. The names used were chosen because
process. The timing of these events will vary somethey seemed to be descriptive of the focus of the
what from program to program, based upon theactivity. Of course, the array of reviews and the
explicit and unique needs of the situation; how-<focus of individual reviews is to be tailored to the
ever, Figure 11-4 shows a generalized concept afpecific needs of the program under development,
how the technical reviews normal to systemsso not all programs should plan on conducting all
engineering might occur relative to the acquisitiorof the following reviews.
life-cycle phases.

A A A

CE CAD Integration Demonstration LRIP Rate Sustainment
Prototype Demos EDMs
Test
ASR Configuration Definition

& [FCA] [Pca
SVR

Systems
Engineering

Activities %)

S,
&z
REQUIREMENTS
REVIEW
Pre-Systems Systems Acquisition Sustainment and
Acquisition (Engineering Development, Demonstration, Maintenance
LRIP and Production)
MNS ORD

Relationship to Requirements Process

Figure 11-4. Relationship of Systems Engineering Events
to Acquisition Life Cycle Phases
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Alternative Systems Review (ASR) Development in the revised acquisition life-cycle
process) is the stage during which system-level ar-
After the concept studies are complete a preferrechitectures are defined and any necessary advanced

system concept is identified. The associated drafievelopment required to assess and control tech-

System Work Breakdown Structure, preliminarynical risk is conducted. As the system passes into
functional baseline, and draft system specificatiorthe acquisition process, i.e., passes a Milestone B
are reviewed to determine feasibility and risk.and enters System Development and Demonstra-
Technology dependencies are reviewed to ascetion, it is appropriate to conduct a SRR. The SRR
tain the level of technology risk associated withis intended to confirm that the user’s requirements
the proposed concepts. This review is conductebave been translated into system specific techni-
late during the Concept Exploration stage of thecal requirements, that critical technologies are iden-
Concept and Technology Development Phase dffied and required technology demonstrations are
the acquisition process to verify that the preferregplanned, and that risks are well understood and

system concept:

mitigation plans are in place. The draft system

specification is verified to reflect the operational
» Provides a cost-effective, operationally-effectiverequirements.

and suitable solution to identified needs,

All relevant documentation should be reviewed,

» Meets established affordability criteria, and

» Can be developed to provide a timely solutione
to the need at an acceptable level of risk.

The findings of this review are a significant input

to decision review conducted after Concept
Exploration to determine where the system should
enter in the life-cycle process to continue devel-
opment. This determination is largely based onr
technology and system development maturity.

It is important to understand that the path of the
system through the life-cycle process will bes
different for systems of different maturities. Con-

sequently, the decision as whether or not to conduet

the technical reviews that are briefly described in

the following paragraphs is dependent on the extent

of design and development required to bring the
system to a level of maturity that justifies producing
and fielding it. .

System Requirements Review (SRR) .

If a system architecture system must be developed

and a top-down design elaborated, the system wi#l
pass through a number of well-defined levels of
development, and that being the case, a well-
planned schedule of technical reviews is impera-

including:

System Operational Requirements,

Draft System Specification and any initial draft
Performance Item Specifications,

Functional Analysis (top level block diagrams),
Feasibility Analysis (results of technology
assessments and trade studies to justify system
design approach),

System Maintenance Concept,

Significant system design criteria (reliability,
maintainability, logistics requirements, etc.),

System Engineering Planning,
Test and Evaluation Master Plan,

Draft top-level Technical Performance Measure-
ment, and

System design documentation (layout drawings,
conceptual design drawings, selected supplier
components data, etc.).

tive. The Component Advanced Development stag&he SRR confirms that the system-level require-
(the second stage of Concept and Technologgents are sufficiently well understood to permit
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the developer (contractor) to establish an initial syss
tem level functional baseline. Once that baseline is
established, the effort begins to define the function-
al, performance, and physical attributes of the items
below system level and to allocate them to the
physical elements that will perform the functions.

System Functional Review (SFR)

The process of defining the items or elements
below system level involves substantial engineer-
ing effort. This design activity is accompanied by
analysis, trade studies, modeling and simulatiors,
as well as continuous developmental testing to
achieve an optimum definition of the major ele-
ments that make up the system, with associated
functionality and performance requirements. This
activity results in two major systems engineering
products: the final version of the system perfor-

Functional Analysis and Allocation of require-
ments to items below system level,

Draft Item Performance and some Item Detail
Specifications,

Design data defining the overall system,

Verification that the risks associated with the
system design are at acceptable levels for
engineering development,

Verification that the design selections have been
optimized through appropriate trade study
analyses,

Supporting analyses, e.g., logistics, human sys-
tems integration, etc., and plans are identified
and complete where appropriate,

mance specification and draft versions of the
performance specifications, which describe the
items below system level (item performance speci-
fications). These documents, in turn, define the
system functional baseline and the draft allocated
baseline. As this activity is completed, the system
has passed from the level of a concept to a well-
defined system design, and, as such, it is appropri-
ate to conduct another in the series of technicdollowing the SFR, work proceeds to complete the
reviews. definition of the design of the items below system
level, in terms of function, performance, interface
The SFR will typically include the tasks listed requirements for each item. These definitions are
below. Most importantly, the system technicaltypically captured in item performance specifica-
description (Functional Baseline) must be apdions, sometimes referred to as prime item devel-
proved as the governing technical requiremenbpment specifications. As these documents are
before proceeding to further technical developmenftinalized, reviews will normally be held to verify
This sets the stage for engineering design anthat the design requirements at the item level reflect
development at the lower levels in the systenthe set of requirements that will result in an
architecture. The government, as the customegcceptable detailed design, because all design work
will normally take control of and manage the from the item level to the lowest level in the system
systemfunctional baseline following successful will be based on the requirements agreed upon at
completion of the SFR. the item level. The establishment of a set of final
item-level design requirements represents the defi-
The review should include assessment of the folnition of the allocated baseline for the system.
lowing items. More complete lists are found inThere are two primary reviews normally associ-
standards and texts on the subject. ated with this event: the Software Specification
Review (SSR), and the Preliminary Design Review
» Verification that the system specification (PDR).
reflects requirements that will meet user
expectations.

Technical Performance Measurement data and
analysis, and

Plans for evolutionary design and development
are in place and that the system design is
modular and open.
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Software Specification Review (SSR) Item Performance Specifications, including the
system software specification, which form the
As system design decisions are made, typicallgore ofthe Allocated Baseline, will be confirmed
some functions are allocated to hardware itemdp represent a design that meets the System
while others are allocated to software. A separat&pecification.
specification is developed for software items to
describe the functions, performance, interfaces antihis review is performed during the System
other information that will guide the design andDevelopment and Demonstration phase. Reviews
development of software items. In preparation forare held for configuration items (CIs), or groups
the system-level PDR, the system softwareof related Cls, prior to a system-level PDR. Item
specification is reviewed prior to establishing thePerformance Specifications are put under configu-
Allocated Baseline. The review includes: ration control (Current DoD practice is for con-
tractors to maintain configuration control over ltem
» Review and evaluate the maturity of softwarePerformance Specifications, while the government
requirements, exercises requirements control at the system
level). At aminimum, the review should include
» Validation that the software requirements speciassessment of the following items:
fication and the interface requirements speci-
fication reflect the system-level requirementss
allocated to software,

Item Performance Specifications,

« Draft Item Detail, Process, and Material

Evaluation of computer hardware and software
compatibility,

Evaluation of human interfaces, controls, and
displays

Assurance that software-related risks have been

Specifications,

Design data defining major subsystems,
equipment, software, and other system
elements,

Analyses, reports, “ility” analyses, trade stud-

identified and mitigation plans established, ies, logistics support analysis data, and design

documentation,

» Validation that software designs are consistent
with the Operations Concept Document, » Technical Performance Measurement data and

analysis,

» Plans for testing, and

» Engineering breadboards, laboratory models,
test models, mockups, and prototypes used to

support the design, and

» Review of preliminary manuals.

Preliminary Design Review (PDR)

» Supplier data describing specific components.
Using the Functional Baseline, especially the
System Specification, as a governing requiremenfRough Rule of Thumb: ~15% of production draw-
a preliminary design is expressed in terms of desigimgs are released by PDR. This rule is anecdotal
requirements for subsystems and configuratiomnd only guidance relating to an “average” defense
items. This preliminary design sets forth the func-hardware program.]
tions, performance, and interface requirements that
will govern design of the items below system level Critical Design Review (CDR)
Following the PDR, this preliminary desighlio-
cated Baseline) will be put under formal config-Before starting to build the production line there
uration control [usually] by the contractor. The needs to be verification and formalization of the
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mutual understanding of the details of the itenplete, comprehensive, and coordinated. PRRs are
being produced. Performed during the Systenmecessary to determine the readiness for produc-
Development and Demonstration phase, this retion prior to executing a production go-ahead
view evaluates the draft Production Baselinedecision. They will formally examine the pro-
(“Build To” documentation) to determine if the ducibility of the production design, the control over
system design documentation (Product Baselinghe projected production processes, and adequacy
including Item Detail Specs, Material Specs, Pro-of resources necessary to execute production.
cess Specs) is satisfactory to start initial manufadvianufacturing risk is evaluated in relationship to
turing. This review includes the evaluation of allproduct and manufacturing process performance,
Cls. It includes a series of reviews conducted focost, and schedule. These reviews support acqui-
each hardware CI before release of design to falsition decisions to proceed to Low-Rate Initial
rication, and each computer software CI befordProduction (LRIP) or Full-Rate Production.
final coding and testing. Additionally, test plans
are reviewed to assess if test efforts are develof~unctional Configuration Audit/ System
ing sufficiently to indicate the Test ReadinessVerification Review (FCA)/(SVR)
Review will be successful. The approved detail
design serves as the basis for final productiofhis series of audits and the consolidating SVR
planning and initiates the development of finalre-examines and verifies the customer’s needs, and
software code. the relationship of these needs to the system and
subsystem technical performance descriptions
[Rough Rule of Thumb: At CDR the design should(Functional and Allocated Baselines). They deter-
be at least 85% complete. Many programs usenine if the system produced (including produc-
drawing release as a metric for measuring desigtion representative prototypes or LRIP units) is
completion. This rule is anecdotal and only guid-capable of meeting the technical performance
ance relating to an “average” defense hardwareequirements established in the specifications, test
program.] plans, etc. The FCA verifies that all requirements
established in the specifications, associated test
plans, and related documents have been tested and
that the item has passed the tests, or corrective
Typically performed during the System Demon-action has been initiated. The technical assessments
stration stage of the System Development andnd decisions that are made in SVR will be pre-
Demonstration phase (after CDR), the TRR assented to support the full-rate production go-ahead
sesses test objectives, procedures, and resouratecision. Among the issues addressed:
testing coordination. Originally developed as a

Test Readiness Review (TRR)

software CI review, this review is increasingly ¢
applied to both hardware and software items. The

TRR determines the completeness of test proce-

dures and their compliance with test plans and
descriptions. Completion coincides with the
initiation of formalCl testing. .

Production Readiness Reviews (PRR) .

Performed incrementally during the System
Development and Demonstration and during the

Production Readiness stage of the Production and

Deployment phase, this series of reviews is held
to determine if production preparation for the sys-
tem, subsystems, and configuration items is com-

Readiness issues for continuing design, continu-
ing verifications, production, training, deploy-
ment, operations, support, and disposal have
been resolved,

Verification is comprehensive and complete,

Configuration audits, including completion of all
change actions, have been completed for all Cls,

Risk management planning has been updated
for production,

Systems Engineering planning is updated for
production, and
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» Critical achievements, success criteria anadases where system technical maturity is more
metrics have been established for production.advanced than normal for the phase, for example,
where a previous program or an Advanced Tech-
nical Concept Demonstration (ACTD) has pro-
Physical Configuration Audit (PCA) vided a significant level of technical development
applicable to the current program. In some cases
After full-rate production has been approved, fol-this will precipitate the merging or even elimina-
low-on independent verification (FOT&E) has tion of acquisition phases. This does not justify
identified the changes the user requires, and thosdimination of the technical management activi-
changes have been corrected on the baseline dodies grouped under the general heading of systems
ments and the production line, then it is time taanalysis and control, nor does it relieve the
assure that the product and the product baselirgovernment program manager of the responsibil-
documentation are consistent. The PCA will for-ity to see that these disciplines are enforced. It does,
malize the Product Baseline, including specifica-however, highlight the need for flexibility and
tions and the technical data package, so that fututailoring to the specific needs of the program under
changes can only be made through full configuradevelopment.
tion management procedures. Fundamentally, the
PCA verifies the product (as built) is consistentFor example, a DoD acquisition strategy that pro-
with the Technical Data Package which describeposes that a system proceed directly into the dem-
the Product Baseline. The final PCA confirms: onstration stage may skip a stage of the complete
acquisition process, but it must not skip the for-
» The subsystem and ClI PCAs have beemulation of an appropriate Functional Baseline and
successfully completed, the equivalent of an SFR to support the develop-
ment. Nor should it skip the formulation of the
» The integrated decision database is valid andllocated Baseline and the equivalent of a PDR,

represents the product, and the formulation of the Product Baseline and
the equivalent of a CDR. Baselines must be devel-
» All items have been baselined, oped sequentially because they document differ-

ent levels of design requirements and must build
 Changes to previous baselines have beeon each other. However, the assessment of design
completed, and development maturity can be tailored as ap-
propriate for the particular system. Tailored efforts
» Testing deficiencies have been resolved andtill have to deal with the problem of determining
appropriate changes implemented, and when the design maturity should be assessed, and
how these assessments will support the formula-
e System processes are current and can k@n and control of baselines, which document the
executed. design requirements as the system matures.

The PCA is a configuration management activityln tailoring efforts, be extremely careful determin-
and is conducted following procedures establishethg the level of system complexity. The system
in the Configuration Management Plan. integration effort, the development of a single
advanced technology or complex sub-component,
or the need for intensive software development may
11.3 TAILORING be sufficient to establish the total system as a com-
plex project, even though it appears simple because
The reviews described above are based on most subsystems are simple or off-the-shelf.
complex system development project requiring
significant technical evaluation. There are also
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11.4 SUMMARY POINTS .

Each level of product development is evaluated
and progress is controlled by specification de-
velopment (System, Item Performance, Item
Detail, Process, and Material specifications) and
technical reviews and audits (ASR, SRR, SDR¢
SSR, PDR, CDR, TRR, PRR, FCA, SVR,
PCA).

Technical reviews assess development maturity,
risk, and cost/schedule effectiveness to deter-
mine readiness to proceed.

Reviews must be planned, managed, and
followed up to be effective as an analysis and
control tool.

As the system progresses through the develop-
ment effort, the nature of design reviews and
audits will parallel the technical effort. Initially
they will focus on requirements and functions,
and later become very product focused.

After system level reviews establish the Func-
tional Baseline, technical reviews tend to be
subsystem and CI focused until late in devel-
opment when the focus again turns to the sys-
tem level to determine the system’s readiness
for production.
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TRADE STUDIES

12.1 MAKING CHOICES Systems Engineering Process
and Trade Studies
Trade Studies are a formal decision making meth-
odology used by integrated teams to make choicefrade studies are required to support decisions
and resolve conflicts during the systems engineethroughout the systems engineering process. Dur-
ing process. Good trade study analyses demaridg requirements analysis, requirements are bal-
the participation of the integrated team; otherwiseanced against other requirements or constraints,
the solution reached may be based on unwarrantégcluding cost. Requirements analysis trade stud-
assumptions or may reflect the omission ofies examine and analyze alternative performance
important data. and functional requirements to resolve conflicts
and satisfy customer needs.

Trade studies identify desirable and practical
alternatives among requirements, technical objeduring functional analysis and allocation, func-
tives, design, program schedule, functional andions are balanced with interface requirements,
performance requirements, and life-cycle costs ardictated equipment, functional partitioning,
identified and conducted. Choices are then madeequirements flowdown, and configuration items
using a defined set of criteria. Trade studies ardesignation considerations. Trade studies are
defined, conducted, and documented at the varconducted within and across functions to:
ous levels of the functional or physical architec-
ture in enough detail to support decision making Support functional analyses and allocation of
and lead to a balanced system solution. The level performance requirements and design con-
of detail of any trade study needs to be commen- straints,
surate with cost, schedule, performance, and risk
impacts. » Define a preferred set of performance require-

ments satisfying identified functional interfaces,
Both formal and informal trade studies are con-
ducted in any systems engineering activity. Fors Determine performance requirements for lower-
mal trade studies tend to be those that will be used |evel functions when higher-level performance
in formal decision forums, e.g., milestone deci- and functional requirements can not be readily
sions. These are typically well documented and resolved to the lower-level, and
become a part of the decision database normal to
systems development. On the other hand, enginesr- Evaluate alternative functional architectures.
ing choices at every level involve trade-offs and
decisions that parallel the trade study process. Mosjuring design synthesis, trade studies are used to
of these less-formal studies are documented isvaluate alternative solutions to optimize cost,
summary detail only, but they are important in thaschedule, performance, and risk. Trade studies are
they define the design as it evolves. conducted during synthesis to:
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» Support decisions for new product and procespreferred. It is important that there be criteria
developments versus non-developmentaéstablished that are acceptable to all members of
products and processes; the integrated team as a basis for a decision. In

addition, there must be an agreed-upon approach

» Establish system, subsystem, and componend measuring alternatives against the criteria. If
configurations; these principles are followed, the trade study should

produce decisions that are rational, objective, and

» Assist in selecting system concepts, designgepeatable. Finally, trade study results must be such
and solutions (including people, parts, andthat they can be easily communicated to custom-
materials availability); ers and decision makers. If the results of a trade

study are too complex to communicate with ease,

» Support materials selection and make-or-buyit is unlikely that the process will result in timely
process, rate, and location decisions; decisions.

» Examine proposed changes; Trade Study Process

+ Examine alternative technologies to satisfyAs shown by Figure 12-1, the process of trade-off
functional or design requirements includinganalysis consists of defining the problem, bound-
alternatives for moderate- to high- risk ing the problem, establishing a trade-off method-
technologies; ology (to include the establishment of decision

criteria), selecting alternative solutions, determin-
 Evaluate environmental and cost impacts oing the key characteristics of each alternative,
materials and processes; evaluating the alternatives, and choosing a solution:

+ Evaluate alternative physical architectures to Defining the problem entails developing a
select preferred products and processes; and  problem statement including any constraints.
Problem definition should be done with extreme
+ Select standard components, techniques, care.After all, if you don’t have the right
services, and facilities that reduce system life- problem, you won't get the right answer.
cycle cost and meet system effectiveness
requirements. * Bounding and understanding the problem
requires identification of system requirements
During early program phases, for example, during that apply to the study.
Concept Exploration and functional baseline
development, trade studies are used to examine Conflicts between desired characteristics of the
alternative system-level concepts and scenarios to product or process being studied, and the
help establish the system configuration. During limitations of available data. Available databases
later phases, trade studies are used to examine should be identified that can provide relevant,
lower-level system segments, subsystems, and end historical “actual” information to support
items to assist in selecting component part designs. evaluation decisions.
Performance, cost, safety, reliability, risk, and other
effectiveness measures must be traded against eachEstablishing the methodology includes choos-
other and against physical characteristics. ing the mathematical method of comparison,
developing and quantifying the criteria used for
comparison, and determining weighting factors
12.2 TRADE STUDY BASICS (if any). Use of appropriate models and meth-
odology will dictate the rationality, objectivity,
Trade studies (trade-off analyses) are processes thatand repeatability of the study. Experience has
examine viable alternatives to determine which is shown that this step can be easily abused

ENGINERRIRG-PDH.COM
| PRJ-117 |



Chapter 12

Trade Studies

Establish the study problem

« Develop a problem statement

« lIdentify requirements and con-
straints

« Establish analysis level of detail

Review inputs

¢ Check requirements and con-
straints for completeness and
conflicts

« Develop customer-team com-

v

Select and set up methodology

¢ Choose trade-off methodology

« Develop and quantify criteria,
including weights where
appropriate

Analyze results

¢ Calculate relative value based
on chosen methodology
Evaluate alternatives

Perform sensitivity analysis
Select preferred alternative
Re-evaluate results

munication

Identify and select alternatives

« ldentify alternatives
¢ Select viable candidates for study

!

Measure performance

» Develop models and measure-
ments of merit

» Develop values for viable
candidates

>

Document process and results

Figure 12-1. Trade Study Process

through both ignorance and design. To the exs
tent possible the chosen methodology should
compare alternatives based on true value to the
customer and developer. Trade-off relationships
should be relevant and rational. Choice of util-e
ity or weights should answer the question, “what

is the actual value of the increased performance,
based on what rationale?”

Selecting alternative solutions requires identi-
fication of all the potential ways of solving the
problem and selecting those that appear viable.
The number of alternatives can drive the cost
of analysis, so alternatives should normally be
limited to clearly viable choices.

Determining the key characteristics entails
deriving the data required by the study
methodology for each alternative.

Evaluating the alternatives is the analysis part
of the study. It includes the development of a
trade-off matrix to compare the alternatives,
performance of a sensitivity analysis, selection
of a preferred alternative, and a re-evaluation
(sanity check) of the alternatives and the study
process. Since weighting factors and some
“quantified” data can have arbitrary aspects, the
sensitivity analysis is crucial. If the solution can
be changed with relatively minor changes in
data input, the study is probably invalid, and
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the methodology should be reviewed ande Provide analytic confirmation that designs
revised. After the above tasks are complete, a satisfy customer requirements within cost
solution is chosen, documented, and recorded constraints, and
in the database.
e Support product and process verification.
Cost Effectiveness Analyses

Cost effectiveness analyses are a special case tratiz3 SUMMARY POINTS

study that compares system or component perfor-

mance to its cost. These analyses help determine The purpose of trade studies is to make better
affordability and relative values of alternate and more informed decisions in selecting best
solutions. Specifically, they are used to: alternative solutions.

» Support identification of affordable, cost opti- « Initial trade studies focus on alternative system
mized mission and performance requirements, concepts and requirements. Later studies assist
in selecting component part designs.
e Support the allocation of performance to an
optimum functional structure, » Cost effectiveness analyses provide assessments
of alternative solution performance relative to
» Provide criteria for the selection of alternative  cost.
solutions,

ENGINEARMIG-PDH.COM
| PRJ-117 |



Chapter 12 Trade Studies

SUPPLEMENT 12-A

UTILITY CURVE
METHODOLOGY

The utility curve is a common methodology usedto establish weighting factors for each decision
in DoD and industry to perform trade-off analy- factor. The weighting factors prioritize the deci-
sis. In DoD it is widely used for cost effectivenesssion factors and allow direct comparison between

analysis and proposal evaluation. them. A decision matrix, similar to Figure 12-3, is
generated to evaluate the relative value of the
Utility Curve alternative solutions. In the case of Figure 12-3

range is given a weight of 2.0, speed a weight of
The method uses a utility curve, Figure 12-2, forl.0, and payload a weight of 2.5. The utility val-
each of the decision factors to normalize them taes for each of the decision factors are multiplied
ease comparison. This method establishes the relay the appropriate weight. The weighted values
tive value of the factor as it increases from theor each alternative solution are added to obtain a
minimum value of the range. The curve shows caiotal score for each solution. The solution with the
show a constant value relationship (straight line)highest score becomes the preferred solution. For
increasing value (concave curve), decreasing valuie transport analysis of Figure 12-3 the apparent
(convex curve), or a stepped value. preferred solution is System 3.

Decision Matrix Sensitivity

Each of the decision factors will also have relativeFigure 12-3 also illustrates a problem with the
value between them. These relative values are useiility curve method. Both the utility curve and

1.0
Utility —— Step Function
'~ Continuous
0.0 Relationship

Threshold Goal

Decision Factor
(e.g., speed, cost, reliability, etc.)

Figure 12-2. Utility Curve
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weighting factors contain a degree of judgment thalotes

can vary between evaluators. Figure 12-3 shows

three systems clustered around 3.8, indicating thaWhen developing or adjusting utility curves and
a small variation in the utility curve or weighting weighting factors, communication with the
factor could change the results. In the case of Figgustomers and decision makers is essential. Most
ure 12-3, a sensitivity analysis should be performedensitivity problems are not as obvious as Figure
to determine how solutions change as utility andl2-3. Sensitivity need not be apparent in the alter-
weighting change. This will guide the evaluator innatives’ total score. To ensure study viability,
determining how to adjust evaluation criteria tosensitivity analysis should always be done to
eliminate the problem’s sensitivity to small examine the consequences of methodology choice.
changes. In the case of Figure 12-3 the solutiofMost decision support software provides a
could be as simple as re-evaluating weighting facsensitivity analysis feature.)

tors to express better the true value to the customer.

For example, if the value of range is considered to

be less and payload worth more than originally

stated, then System 4 may become a clear winner.

Decision Factors Range Speed Payload
Wt. =2.0 Wt. =1.0 Wt. =25 Weighted

Total

Alternatives U w U w U w

Transport System 1 .8 1.6 7 v .6 1.5 3.8

Transport System 2 v 1.4 9 9 A4 1.0 3.3

Transport System 3 .6 1.2 7 v .8 2.0 3.9

Transport System 4 5 1.0 5 5 9 2.25 3.75

Key: U = Utility value

W = Weighted value

Figure 12-3. Sample Decision Matrix
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MODELING AND
SIMULATION

13.1 INTRODUCTION represents those products or processes in readily
available and operationally valid environments.

A model is a physical, mathematical, or logicalUse of models and simulations can reduce the cost

representation of a system entity, phenomenon, @nd risk of life cycle activities. As shown by Figure

process. A simulation is the implementation of al3-1, the advantages are significant throughout the

model over time. A simulation brings a model tolife cycle.

life and shows how a particular object or phenom-

enon will behave. It is useful for testing, analysisModeling, Simulation, and Acquisition

or training where real-world systems or concepts

can be represented by a model. Modeling and simulation has become a very
important tool across all acquisition-cycle phases

Modeling and simulation (M&S) provides virtual and all applications: requirements definition;

duplication of products and processes, anghrogram management; design and engineering;

Prove System Need:
Use existing high resolution
models to emulate

$ Savings operational situation
Shortens
Smooth Transition to Operation Need Schedules
* Manual proven
* Trained personnel
. Ope_rationa!ly rgady before Test “concepts”in the “real
equipment is given to world” of simulation using
operators Prod simple models and putting
Deploy Concepts operators into process
O&S
Saves Time Improves IPPD
Deta|l Prelim
Design Design
Reduce Program Risks
* Design. Helps Refine Requirements
* Integration . * Get the user involved
« Transition to production « Prevent gold-plating
* Testing

Sometimes it's the only way
to verify or validate

Figure 13-1. Advantages of Modeling and Simulation

ENGINEERINGIPDH.COM
| PRJ-117 |



Systems Engineering Fundamentals Chapter 13

efficient test planning; result prediction; supple-operating in a realistic computer-generated envir-
ment to actual test and evaluation; manufacturinggnment. A virtual prototype is a computer-based
and logistics support. With so many opportunitiessimulation of a system or subsystem with a degree
to use M&S, its four major benefits; cost savingsof functional realism that is comparable to that of
accelerated schedule, improved product quality and physical prototype.
cost avoidance can be achieved in any system
development when appropriately applied. DoD andConstructive Simulations
industry around the world have recognized these
opportunities, and many are taking advantage ofhe purpose of systems engineering is to develop
the increasing capabilities of computer and infor-descriptions of system solutions. Accordingly, con-
mation technology. M&S is now capable of structive simulations are important products in all
prototyping full systems, networks, interconnect-key system engineering tasks and activities. Of
ing multiple systems and their simulators so thaspecial interest to the systems engineer are Com-
simulation technology is moving in every direction puter-Aided Engineering (CAE) tools. Computer-
conceivable. aided tools can allow more in-depth and complete
analysis of system requirements early in design.
They can provide improved communication be-
13.2 CLASSES OF SIMULATIONS cause data can be disseminated rapidly to several
individuals concurrently, and because design
The three classes of models and simulations ahanges can be incorporated and distributed
virtual, constructive, and live: expeditiously. Key computer-aided engineering
tools are CADCAE, CAM, Continuous Acquisi-
e Virtual simulations represent systems bothtion and Life Cycle Support, and Computer-Aided
physically and electronically. Examples are air-Systems Engineering:
craft trainers, the Navy'’s Battle Force Tactical
Trainer, Close Combat Tactical Trainer, andComputer-Aided Design (CAD)CAD tools are
built-in training. used to describe the product electronically to
facilitate and support design decisions. It can model
» Constructive simulations represent a systemdiverse aspects of the system such as how compo-
and its employment. They include computernents can be laid out on electrical/electronic cir-
models,analytic tools, mockups, IDEF, Flow cuit boards, how piping or conduit is routed, or
Diagrams, and Computer-Aided Design/ Manu-how diagnostics will be performed. It is used to
facturing (CAD/CAM). lay out systems or components for sizing, posi-
tioning, and space allocating using two- or three-
» Live simulations are simulated operations withdimensional displays. It uses three-dimensional
real operators and real equipment. Example$solid” models to ensure that assemblies, surfaces,
are fire drills, operational tests, and initial intersections, interfaces, etc., are clearly defined.

production run with soft tooling. Most CAD tools automatically generate isometric
and exploded views of detailed dimensional and
Virtual Simulation assembly drawings, and determine component sur-

face areas, volumes, weights, moments of inertia,
Virtual simulations put the human-in-the-loop. Thecenters of gravity, etc. Additionally, many CAD
operator’s physical interface with the system istools can develop three-dimensional models of
duplicated, and the simulated system is made tfacilities, operator consoles, maintenance work-
perform as if it were the real system. The operatostations, etc., for evaluating man-machine inter-
is subjected to an environment that looks, feelsfaces. CAD tools are available in numerous vari-
and behaves like the real thing. The more advancegties, reflecting different degrees of capabilities,
version of this is the virtual prototype, which allowsfidelity, and cost. The commercial CAD/CAM
the individual to interface with a virtual mockup product, Computer-Aided Three-Dimensional
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Interactive Application (CATIA), was used to previous chapters, and performing the systems
develop the Boeing 777, and is a good example adnalysis and control activities. It provides techni-
current state-of-the-art CAD. cal management support and has a broader
capability than either CAD or CAE. An increas-
Computer-Aided Engineering (CAEXCAE pro- ing variety of CASE tools are available, as
vides automation of requirements and performanceompetition brings more products to market, and
analyses in support of trade studies. It normallymany of these support the commercial “best
would automate technical analyses such as stresSystems Engineering practices.”
thermodynamic, acoustic, vibration, or heat trans-
fer analysis. Additionally, it can provide automatedContinuous Acquisition and Life Cycle Support
processes for functional analyses such as fau{CALS). CALS relates to the application of
isolation and testing, failure mode, and safetycomputerized technology to plan and implement
analyses. CAE can also provide automation of lifesupport functions. The emphasis is on information
cycle-oriented analysis necessary to support theelating to maintenance, supply support, and asso-
design. Maintainability, producibility, human fac- ciated functions. An important aspect of CALS is
tor, logistics support, and value/cost analyses arhe importation of information developed during
available with CAE tools. design and production. A key CALS function is to
support the maintenance of the system configura-
Computer-Aided Manufacturing (CAM)CAM  tion during the operation and support phase. In
tools are generally designed to provide automate@oD, CALS supports activities of the logistics
support to both production process planning and@ommunity rather than the specific program office,
to the project management process. Process plaand transfer of data between the CAD or CAM
ning attributes of CAM include establishing programs to CALS has been problematic. As a
Numerical Control parameters, controlling resultthere is current emphasis on development of
machine tools using pre-coded instructions, prostandards for compatible data exchange. Formats
gramming robotic machinery, handling material,of import include: two- and three-dimensional
and ordering replacement parts. The productiomodels (CAD), ASCII formats (Technical Manu-
management aspect of CAM provides managemestls), two-dimensional illustrations (Technical
control over production-relevant data, uses historiManuals), and Engineering Drawing formats (Ras-
cal actual costs to predict cost and plan activitieger, Aperture cards). These formats will be employ-
identifies schedule slips or slack on a daily basised in the Integrated Data Environment (IDE) that
and tracks metrics relative to procurementjs mandated for use in DoD program offices.
inventory, forecasting, scheduling, cost reporting,
support, quality, maintenance, capacity, etc. A comkive Simulation
mon example of a computer-based project plan-
ning and control tool is Manufacturing Resourcelive simulations are simulated operations of real
Planning Il (MRP Il). Some CAM programs can systems using real people in realistic situations.
accept data direct from a CAD program. With thisThe intent is to put the system, including its
type of tool, generally referred to as CAD/CAM, operators, through an operational scenario, where
substantial CAM data is automatically generatedome conditions and environments are mimicked
by importing the CAD data directly into the CAM to provide a realistic operating situation. Examples
software. of live simulations range from fleet exercises to
fire drills.
Computer-Aided Systems Engineering (CASE).
CASE tools provide automated support for theEventually live simulations must be performed to
Systems Engineering and associated processasalidate constructive and virtual simulations. How-
CASE tools can provide automated support forever, live simulations are usually costly, and trade
integrating system engineering activities, performstudies should be performed to support the bal-
ing the systems engineering tasks outlined irance of simulation types chosen for the program.
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13.3 HARDWARE VERSUS SOFTWARE

hardware as well. Figure 13-2 shows the basic

differences between the terms (VV&A).

Though current emphasis is on software M&S, the

decision of whether to use hardware, software, oMore specifically:

a combined approach is dependent on the com-
plexity of the system, the flexibility needed for the s
simulation, the level of fidelity required, and the
potential for reuse. Software capabilities are
increasing, making software solutions cost effec-
tive for large complex projects and repeated pro-
cesses. Hardware methods are particularly usefal
for validation of software M&S, simple or one-
time projects, and quick checks on changes of pro-
duction systems. M&S methods will vary widely
in cost. Analysis of the cost-versus-benefits of
potential M&S methods should be performed to
support planning decisions.

13.4 VERIFICATION, VALIDATION,
AND ACCREDITATION

How can you trust the model or simulation?
Establish confidence in your model or simulation
through formal verification, validation, and
accreditation (VV&A). VVE&A is usually identified
with software, but the basic concept applies to

Verification is the process of determining that

a model implementation accurately represents
the developer’s conceptual description and
specifications that the model was designed to.

Validation is the process of determining the
manner and degree to which a model is an ac-
curate representation of the real world from the
perspective of the intended uses of the model,
and of establishing the level of confidence that
should be placed on this assessment.

Accreditation is the formal certification that a
model or simulation is acceptable for use for a
specific purpose. Accreditation is conferred by
the organization best positioned to make the
judgment that the model or simulation in
question is acceptable. That organization may
be an operational user, the program office, or a
contractor, depending upon the purposes
intended.

Verification Validation

“It works as |
thought it would.”

Developer

Verification Agent

“It looks just like
the real thing”

Functional Expert

Validation Agent

As design matures, re-examine basic assumptions.

Accreditation

96 DO

Requester/User

Accreditation Agent

Figure 13-2. Verification, Validation, and Accreditation
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VV&A is particularly necessary in cases where: Note of caution:Don’t confuse the quality of the
display with the quality of meeting simulation
» Complex and critical interoperability is being needs! An example of fidelity is a well-known

represented, flight simulator using a PC and simple joystick
versus a full 6-degree of freedom fully-instru-
* Reuse is intended, mented aircraft cockpit. Both have value at differ-
ent stages of flight training, but obviously vary
» Safety of life is involved, and significantly in cost from thousands of dollars to
millions. This cost difference is based on fidelity,
 Significant resources are involved. or degree of real-world accuracy.
VV&A Currency Planning

VV&A is applied at initial development and use. Planning should be an inherent part of M&S, and,
The VV&A process is required for all DoD simu- therefore, it must be proactive, early, continuous,
lations and should be redone whenever existingnd regular. Early planning will help achieve bal-
models and simulations undergo a major upgradance and beneficial reuse and integration. With
or modification. Additionally, whenever the model computer and simulation technologies evolving so
or simulation violates its documented methodol+apidly, planning is a dynamic process. It must be
ogy or inherent boundaries that were used to valia continuing process, and it is important that the
date or verify by its different use, then VV&A must appropriate simulation experts be involved to maxi-
be redone. Accreditation, however, may remaimmize the use of new capabilities. M&S activities
valid for the specific application unless revokedshould be a part of the integrated teaming and in-
by the Accreditation Agent, as long as its use ovolve all responsible organizations. Integrated
what it simulates doesn’t change. teams must develop their M&S plans and insert

them into the overall planning process, including

the TEMP, acquisition strategy, and any other
13.5 CONSIDERATIONS program planning activity.

There are a number of considerations that shoulfl&S planning should include:
enter into decisions regarding the acquisition and
employment of modeling and simulation in defense Identification of activities responsible for each
acquisition management. Among these are such VV&A element of each model or simulation,
concerns as cost, fidelity, planning, balance, and and
integration.

» Thorough VV&A estimates, formally agreed to
Cost Versus Fidelity by all activities involved in M&S, including

T&E commitments from the developmental

Fidelity is the degree to which aspects of the real testers, operational testers, and separate VV&A
world are represented in M&S. It is the founda- agents.
tion for development of the model and subsequent
VV&A. Cost effectiveness is a serious issue withThose responsible for the VV&A activities must
simulation fidelity, because fidelity can be anbe identified as a normal part of planning. Figure
aggressive cost driver. The correct balance betweet8-2 shows the developer as the verification agent,
cost and fidelity should be the result of simulationthe functional expert as the validation agent, and
need analysis. M&S designers and VV&A agentghe user as the accreditation agent. In general this
must decide when enough is enough. Fidelity needs appropriate for virtual simulations. However, the
can vary throughout the simulation. This variancemanufacturer of a constructive simulation would
should be identified by analysis and planned for.usually be expected to justify or warrantee their
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program’s use for a particular application. Thelntegration
guestion of who should actually accomplish
VV&A is one that is answered in planning. VV&A Integration is obtained by designing a model or
requirements should be specifically called out insimulation to inter-operate with other models or
tasking documents and contracts. When approprsimulations for the purpose of increased perfor-
ate, VV&A should be part of the contractor’'s mance, cost benefit, or synergism. Multiple ben-
proposal, and negotiated prior to contract award efits or savings can be gained from increased
synergism and use over time and across activities.
Balance Integration is achieved through reuse or upgrade
of legacy programs used by the system, or of the
Balance refers to the use of M&S across the phasggoactive planning of integrated development of
of the product life cycle and across the spectrumew simulations. In this case integration is accom-
of functional disciplines involved. The term may plished through the planned utilization of models,
further refer to the use of hardware versus softsimulations, or data for multiple times or applica-
ware, fidelity level, VV&A level, and even use tions over the system life cycle. The planned
versus non-use. Balance should always be baseghgrade of M&S for evolving or parallel uses
on cost effectiveness analysis. Cost effectivenessupports the application of open systems architec-
analyses should be comprehensive; that is, M&3ure to the system design. M&S efforts that are
should be properly considered for use in all paralestablished to perform a specific function by a
lel applications and across the complete life cyclespecific contractor, subcontractor, or government

of the system development and use. activity will tend to be sub-optimized. To achieve
Anoth Concept
nother Development
System - .
L Functional
Design

Distributed
Framework

,.

Requirements | ST * Physical and
e o :
j T \ HW/SW Design
: tl | / ! .

Distributed »

[;

.
.
.
—"

Program

Mgt Another
— System
- Oan, Log ey Eng Dev E z
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Figure 13-3. A Robust Integrated Use of Simulation Technology
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integration M&S should be managed at least at th&3.6 SUMMARY

program office level.
The Future Direction

DoD, the Services, and their commands have
strongly endorsed the use of M&S throughout the
acquisition life cycle. The supporting simulation ¢
technology is also evolving as fast as computer
technology changes, providing greater fidelity and
flexibility. As more simulations are interconnected,

the opportunities for further integration expand.s

M&S provides virtual duplication of products
and processes, and represent those products or
processes in readily available and operationally
valid environments.

M&S should be applied throughout the system
life cycle in support of systems engineering
activities.

The three classes of models and simulations are

M&S successes to date also accelerate its use. The virtual, constructive, and live.

current focus is to achieve open systems of simu-
lations, so they can be plug-and-play across the
spectrum of applications. From concept analysis
through disposal analysis, programs may use hun-
dreds of different simulations, simulators ande
model analysis tools. Figure 13-3 shows concep-
tually how an integrated program M&S would
affect the functions of the acquisition process.

A formal DoD initiative, Simulation Based Acqui-
sition (SBA), is currently underway. The SBA
vision is to advance the implementation of M&S
in the DoD acquisition process toward a robust,
collaborative use of simulation technology that is

Establish confidence in your model or simula-
tion through formal VV&A.

M&S planning should be an inherent part of
Systems Engineering planning, and, therefore,
pro-active, early, continuous, and regular.

A more detailed discussion of the use and man-
agement of M&S in DoD acquisition is avail-
able in the DSMC publicatioBystems Acqui-
sition Manager’s Guide for the Use of Models
and Simulations.

integrated across acquisition phases and programs. An excellent second source is the DSMC pub-

The result will be programs that are much better
integrated in an IPPD sense, and which are much
more efficient in the use of time and dollars

expended to meet the needs of operational users.

lication, Simulation Based Acquisition — A New
Approach It surveys applications of increas-
ing integration of simulation in current DoD
programs and the resulting increasing benefits
through greater integration.
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METRICS

14.1 METRICS IN MANAGEMENT Effectiveness (MOEs) which reflect operational
performance requirements.
Metrics are measurements collected for the pur-
pose of determining project progress and overall he term “metric” implies quantitatively measur-
condition by observing the change of the measuredble data. In design, the usefulness of metric data
guantity over time. Management of technicalis greater if it can be measured at the configura-
activities requires use of three basic types ofion item level. For example, weight can be esti-
metrics: mated at all levels of the WBS. Speed, though an
extremely important operational parameter, can-
* Product metrics that track the development ofiot be allocated down through the WBS. It cannot
the product, be measured, except through analysis and simula-
tion, until an integrated product is available. Since
« Earned Value which tracks conformance to theveight is an important factor in achieving speed
planned schedule and cost, and objectives, and weight can be measured at various
levels as the system is being developed, weight
+ Management process metrics that trackmay be the better choice as a metric. It has a direct
management activities. impact on speed, so it traces to the operational
requirement, but, most importantly, it can be allo-
Measurement, evaluation and control of metrics isated throughout the WBS and progress toward
accomplished through a system of periodic reportachieving weight goals may then be tracked
ing must be planned, established, and monitorethrough development to production.

to assure metrics are properly measured, evaluated,
and the resulting data disseminated. Measures of Effectiveness and Suitability

Product Metrics Measures of Effectiveness (MOEs) and Measures
of Suitability (MOSs) are measures of operational
Product metrics are those that track key attributesffectiveness and suitability in terms of operational
of the design to observe progress toward meetingutcomes. They identify the most critical perfor-
customer requirements. Product metrics reflecinance requirements to meet system-level mission
three basic types of requirements: operational peebjectives, and will reflect key operational needs
formance, life-cycle suitability, and affordability. in the operational requirements document.
The key set of systems engineering metrics are the
Technical Performance Measurements (TPM.Pperational effectiveness is the overall degree of
TPMs are product metrics that track designa system’s capability to achieve mission success
progress toward meeting customer performanceonsidering the total operational environment. For
requirements. They are closely associated with thexample, weapon system effectiveness would con-
system engineering process because they directpjder environmental factors such as operator orga-
support traceability of operational needs to thenization, doctrine, and tactics; survivability; vul-
design effort. TPMs are derived from Measures ofierability; and threat characteristics. MOSs, on
Performance (MOPs) which reflect system requirethe other hand, would measure the extent to which
ments. MOPs are derived from Measures ofhe system integrates well into the operation
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environment and would consider such issues abe required performance, but it may not be useful
supportability, human interface compatibility, andas an early warning device to indicate progress

maintainability. toward meeting the design goal. A more detailed
discussion of TPMs is available as Supplement A
Measures of Performance to this chapter.

MOPs characterize physical or functional attribute€Example of Measures
relating to the execution of the mission or func-
tion. They quantify a technical or performanceMOE: The vehicle must be able to drive fully
requirement directly derived from MOEs andloaded from Washington, DC, to Tampa on one
MOSs. MOPs should relate to these measures sutdnk of fuel.
that a change in MOP can be related to a change in
MOE or MOS. MOPs should also reflect key per-MOP: Vehicle range must be equal to or greater
formance requirements in the system specificatiorthan 1,000 miles.
MOPs are used to derive, develop, support, and
document the performance requirements that willTPM: Fuel consumption, vehicle weight, tank size,
be the basis for design activities and procesdrag, power train friction, etc.
development. They also identify the critical tech-
nical parameters that will be tracked throughSuitability Metrics
TPMs.
Tracking metrics relating to operational suitabil-
Technical Performance Measurements ity and other life cycle concerns may be appropri-
ate to monitor progress toward an integrated design.
TPMs are derived directly from MOPs, and areOperational suitability is the degree to which a
selected as being critical from a periodic reviewsystem can be placed satisfactorily in field use
and control standpoint. TPMs help assess desigtonsidering availability, compatibility, transport-
progress, assess compliance to requirementbility, interoperability, reliability, usage rates,
throughout the WBS, and assist in monitoring andnaintainability, safety, human factors, documen-
tracking technical risk. They can identify the needation, training, manpower, supportability, logis-
for deficiency recovery, and provide information tics, and environmental impacts. These suitability
to support cost-performance sensitivity assesparameters can generate product metrics that
ments. TPMs can include range, accuracy, weighindicate progress toward an operationally suitable
size, availability, power output, power required,system. For example, factors that indicate the
process time, and other product characteristickevel of automation in the design would reflect
that relate directly to the system operationalprogress toard achieving manpower quantity and
requirements. guality requirements. TPMs and suitability prod-
uct metrics commonly overlap. For example, Mean
TPMs traceable to WBS elements are preferredlime Between Failure (MBTF) can reflect both
so elements within the system can be monitoreéffectiveness or suitability requirements.
as well as the system as a whole. However, some
necessary TPMs will be limited to the system orSuitability metrics would also include measure-
subsystem level. For example, the specific fuements that indicate improvement in the produci-
consumption of an engine would be a TPM necesbility, testability, degree of design simplicity, and
sary to track during the engine development, but itlesign robustness. For example, tracking number
is not allocated throughout the WBS. It is reportedf parts, number of like parts, and number of wear-
as a single data item reflecting the performance dhg parts provides indicators of producibility,
the engine as a whole. In this case the metric wilinaintainability, and design simplicity.
indicate that the design approach is consistent with
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Product Affordability Metrics DoD and Industry Policy on Product Metrics

Estimated unit production cost can be trackeddnalysis and control activities shall include
during the design effort in a manner similar to theperformance metrics to measure technical
TPM approach, with each Cl element reporting ardevelopment and design, actual versus planned;
estimate based on current design. These estimatasd to measure [the extent to which systems meet
are combined at higher WBS levels to providerequirements]DoD 5000.2-R.
subsystem and system cost estimates. This provides
a running engineering estimate of unit productioriThe performing activity establishes and imple-
cost, tracking of conformance to Design-to-Costments TPM to evaluate the adequacy of evolving
(DTC) goals, and a method to isolate desigrsolutions to identify deficiencies impacting the
problems relating to production costs. ability of the system to satisfy a designated value
for a technical parameteEIA 1S-632, Section 3.
Life cycle affordability can be tracked through
factors that are significant in parametric life cycleThe performing activity identifies the technical
cost calculations for the particular system. Folperformance measures which are key indicators
example, two factors that reflect life cycle cost forof system performance...should be limited to
most transport systems are fuel consumption angkitical MOPs which, if not met put the project at
weight, both of which can be tracked as metrics.cost, schedule, or performance ri$EEE 1220,
Section 6.
Timing

Product metrics are tied directly to the design pro14.2 EARNED VALUE
cess. Planning for metric identification, reporting,

and analysis is begun with initial planning in thegarned Value is a metric reporting system that uses
concept exploration phase. The earliest systemgpst-performance metrics to track the cost and
engineering planning should define the manageschedule progress of system development against
ment approach, identify performance or characa projected baseline. It is a “big picture” approach
teristics to be measured and tracked, forecast valugsd integrates concerns related to performance,
for those performances or characteristics, detetost, and schedule. Referring to Figure 14-1, if we
mine when assessments will be done, and establighink of the line labeled BCWP (budgeted cost of
the objectives of assessment. work performed) as the value that the contractor
has “earned,” then deviations from this baseline
Implementation is begun with the development ofindicate problems in either cost or schedule. For
the functional baseline. During this period, sys-example, if actual costs vary from budgeted costs,
tems engineering planning will identify critical we have a cost variance; if work performed varies
technical parameters, time phase planned profilegom work planned, we have a schedule variance.
with tolerance bands and thresholds, reviews othe projected performance is based on estimates
audits or events dependent or critical for achieveof appropriate cost and schedule to perform the
ment of planned prOﬁleS, and the method of eStiwork required by each WBS element. When a vari-
mation. During the design effort, from functional ance occurs the system engineer can pmpothBS
to product baseline, the plan will be implementedelements that have potential technical development
and continually updated by the systems engineegroblems. Combined with product metrics, earned
ing process. To support implementation, contractgalue is a powerful technical management tool

should include provision for contractors to providefor detecting and understanding development
measurement, analysis, and reporting. The neggtoblems.

to track product metrics ends in the production

phase, usually concurrent with the establishmengelationships exist between product metrics, the
of the product (as built) baseline. event schedule, the calendar schedule, and Earned
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Figure 14-1. Earned Value Concept
Value: Examples of these factors are: number of trained

personnel onboard, average time to approve/dis-
« The Event Schedule includes tasks for eaclapprove ECPs, lines of code or drawings released,
event/exit criteria that must be performed toECPs resolved per month, and team risk identifi-
meet key system requirements, which arecation or feedback assessments. Selection of ap-
directly related to product metrics. propriate metrics should be done to track key man-
agement activities. Selection of these metrics is
+ The Calendar (Detail) Schedule includes timepart of the systems engineering planning process.
frames established to meet those same product
metric-related objectives (schedules). How Much Metrics?

« Earned Value includes cost/schedule impactd he choice of the amount and depth of metrics is a
of not meeting those objectives, and, wherplanning function that seeks a balance between risk
correlated with product metrics, can identify and cost. It depends on many considerations, in-

emerging program and technical risk. cluding system complexity, organizational com-
plexity, reporting frequency, how many contrac-

tors, program office size and make up, contractor
14.3 PROCESS METRICS past performance, political visibility, and contract
type.
Management process metrics are measurements
taken to track the process of developing, building,
and introducing the system. They include a widet4-4 SUMMARY POINTS
range of potential factors and selection is pro- _ o )
gram unique. They measure such factors a% Management of technical activities requires use
availability ofresources, activity time rates, items ~ Of three basic types of metrics: product metrics

completed, completion rates, and customer or team that track the development of the product,
satisfaction. earned value which tracks conformance to the
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planned schedule and cost, and management TPMs are performance based product metrics
process metrics that track management activi- that track progress through measurement of key
ties. technical parameters. They are important to the
systems engineering process because they con-
» Measurement, evaluation and control of metrics nect operational requirements to measurable
is accomplished through a system of periodic design characteristics and help assess how well
reporting that must be planned, established, and the effort is meeting those requirements. TPMs
monitored to assure metrics are measured are required for all programs covered by DoD
properly, evaluated, and the resulting data 5000.2-R.
disseminated.
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SUPPLEMENT 14-A

TECHNICAL PERFORMANCE
MEASUREMENT

Technical Performance Measurement (TPM) is aif PMs generally take the form of both graphic dis-
analysis and control technique that is used to: (Iplays and narrative explanations. The graphic, an
project the probable performance of a selecteéxample of which is shown in Figure 14-2, shows
technical parameter over a period of time, (2the projected behavior of the selected parameter
record the actual performance observed of thas a function of time, and further shows actual ob-
selected parameter, and (3) through comparisoservations, so that deviations from the planned pro-
of actual versus projected performance, assist thide can be assessed. The narrative portion of the
manager in decision making. A well thought outreport should explain the graphic, addressing the
program of technical performance measures praeasons for deviations from the planned profile,
vides an early warning of technical problems andassessing the seriousness of those deviations, ex-
supports assessments of the extent to whicplaining actions underway to correct the situation
operational requirements will be met, as well asf required, and projecting future performance,
assessments of the impacts of proposed changgien the current situation.

in system performance.

Planned
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Band
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Achieved
Technical To Date
Parameter Varia
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Figure 14-2. Technical Performance Measurement — The Concept
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Parameters to be tracked are typically based oassociated with formal testing, although the TPM
the combined needs of the government and thprogram will not normally be limited just to those
contractor. The government program office will parameters identified as critical for test purposes.
need a set of TPMs which provide visibility into
the technical performance of key elements of th&overnment review and follow up of TPMs are
WBS, especially those which are cost drivers orappropriate on a periodic basis when submitted by
the program, lie on the critical path, or whichthe contractor, and at other major technical events
represent high risk items. such as at technical reviews, test events, and
program management reviews.
The TPMs selected for delivery to the government
are expected to be traceable to the needs of thWhile TPMs are expected to be traceable to the
operational user. The contractor will generally trackneeds of the user, they must be concrete technical
more items than are reported to the governmenparameters that can be projected and tracked. For
as the contractor needs information at a morexample, an operational user may have a require-
detailed level than does the government prograrment for survivability under combat conditions.
office. Survivability is not, in and of itself, a measurable
parameter, but there are important technical para-
TPM reporting to the government is a contractuameters that determine survivability, such as radar
issue, and those TPMs on which the governmertdross section (RCS) and speed. Therefore, the tech-
receives reports are defined as contract deliverablescal manager might select and track RCS and
in the contract data requirements list. Which paraspeed as elements for TPM reporting. The deci-
meters are selected for reporting depends on a nursion on selection of parameters for TPM tracking
ber of issues, among which are resources to pumust also take into consideration the extent to
chase TPMs, the availability of people to reviewwhich the parameter behavior can be projected
and follow the items, the complexity of the sys-(profiled over a time period) and whether or not it
tem involved, the phase of development, and thean actually be measured. If the parameter cannot
contractor’s past experience with similar systemsbe profiled, measured, or is not critical to program
success, then the government, in general, should
A typical TPM graphic will take a form somewhat not select it for TPM tracking. The WBS structure
like that previously shown. The actual form of themakes an excellent starting point for consideration
projected performance profile and whether or nobtf parameters for TPM tracking (see Figure 14-3).
tolerance bands are employed will be a function
of the parameter selected and the needs of the prA-substantial effort has taken place in recent years
gram office. to link TPMs with Earned Value Managementin a
way that would result in earned value calculations
Another important consideration is the relation-that reflect the risks associated with achieving tech-
ship between the TPM program and risk managenical performance. The approach used establishes
ment. Generally, the parameters selected for traclstatistical probability of achieving a projected level
ing should be related to the risk areas on the praf performance on the TPM profile based on a
gram. If a particular element of the design has beestatistical analysis of actual versus planned per-
identified as a risk area, then parameters shoulfibrmance.
be selected which will enable the manager to track
progress in that area. For example, if achieving a
required aircraft range is considered to be criticaln summary TPMs are an important tool in the
and a risk area, then tracking parameters that prgrogram manager’s systems analysis and control
vide insight into range would be selected, such amolkit. They provide an early warning about de-
aircraft weight, specific fuel consumption, drag, viations in key technical parameters, which, if not
etc. Furthermore, there should be consistency be&ontrolled, can impact system success in meeting
tween TPMs and the Critical Technical Parametersiser needs. TPMs should be an integral part of both
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Fire
SUBSYSTEM Control
System
WBS XXXX
Power Density Detection Range
Slew Time TI Ant Side Lobes
CWI Ant Side Lobes TI Track Accuracy
AM noise FM Noise
Pointing Accuracy Weight
Power MTBF
MTTR Range Resolution
Angular Resolution
Component
CW Data Antenna
Transmitter Processor
WBS XXXX WBS XXXX WBS XXXX
AM Noise MTBF Slew Time
FM Noise Memory Beam Width
Radiated Power Proc Speed Side Lobes
MTBF MTTR MTTR

Figure 14-3. Shipboard Fire Control System (Partial)

periodic program reporting and management folmanager, whether technically grounded or not, can
low-up, as well as elements for discussion in techmake perceptive judgments about system techni-
nical reviews and program management reviewscal performance and can follow up on contractor

By thoughtful use of a good program of TPM, theplans and progress when deviations occur.

Current estimate

Relevant Terms

Achievement to date — Measured or estimated progress plotted and compared with planned
progress by designated milestone date.

Expected value of a technical parameter at contract completion.
Planned value — Predicted value of parameter at a given point in time.
Planned profile — Time phased projected planned values.
Tolerance band — Management alert limits representing projected level of estimating error.
Threshold — Limiting acceptable value, usually contractual.

Variance — Difference between the planned value and the achievement-to-date
derived from analysis, test, or demonstration.
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CHAPTER 15

RISK MANAGEMENT

15.1 RISK AS REALITY whether if it is written down, or whether you
understand it. Risk does not change because you
Risk is inherent in all activities. It is a hormal con-hope it will, you ignore it, or your boss’s expecta-
dition of existence. Risk is the potential for a negations do not reflect it. Nor will it change just
tive future reality that may or may not happen. Riskbecause it is contrary to policy, procedure, or
is defined by two characteristics of a possible negaegulation. Risk is neither good nor bad. It is just
tive future event: probability of occurrence how things are. Progress and opportunity are
(whether something will happen), and conse-companions of risk. In order to make progress, risks
guences of occurrence (how catastrophic if it hapmust be understood, managed, and reduced to
pens). If the probability of occurrence is not knownacceptable levels.
then one hasncertainty and the risk is undefined.
Types of Risk in a
Risk is not a problem. It is an understanding of thesystems Engineering Environment
level of threat due tpotential problems. A prob-
lem is a consequence that has already occurred.Systems engineering management related risks
could be related to the system products or to the
In fact, knowledge of a risk is an opportunity to process of developing the system. Figure 15-1
avoid a problem. Risk occurs whether there is ashows the decomposition of system development
attempt to manage it or not. Risk exists whetherisks.
you acknowledge it, whether you believe it,

Development Risk

Management of
Management of
Development
Development

[ [
Internal Prime
Process Mission
Product
External Supporting
Influences Products

Figure 15-1. Risk Hierarchy
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Risks related to the system development generallgandling of risk. It is a process, not a series of
are traceable to achieving life cycle customervents. Risk management depends on risk man-
requirements. Product risks include both end prodagement planning, early identification and analy-
uct risks that relate to the basic performance anslis of risks, continuous risk tracking and reassess-
cost of the system, and to enabling products thahent, early implementation of corrective actions,
relate to the products that produce, maintaincommunication, documentation, and coordination.
support, test, train, and dispose of the system. Though there are many ways to structure risk man-
agement, this book will structure it as having four
Risks relating to the management of the developparts: Planning, Assessment, Handling, and Moni-
ment effort can be technical management risk otoring. As depicted in Figure 15-2 all of the parts
risk caused by external influences. Risks dealingre interlocked to demonstrate that after initial
with the internal technical management includeplanning the parts begin to be dependent on each
those associated with schedules, resources, wodther. lllustrating this, Figure 15-3 shows the key
flow, on time deliverables, availability of appro- control and feedback relationships in the process.
priate personnel, potential bottlenecks, critical path
operations and the like. Risks dealing with exterRisk Planning
nal influences include resource availability, higher
authority delegation, level of program visibility, Risk Planning is the continuing process of devel-
regulatory requirements, and the like. oping an organized, comprehensive approach to
risk management. The initial planning includes
establishing a strategy; establishing goals and
15.2 RISK MANAGEMENT objectives; planning assessment, handling, and
monitoring activities; identifying resources, tasks,
Risk management is an organized method for iderand responsibilities; organizing and training risk
tifying and measuring risk and for selecting, management IPT members; establishing a method
developing, and implementing options for theto track risk items; and establishing a method to

Plan
(What, when,

Assess
(Identify and
analyze)

Monitor
and Report
(Know what's
happening)

(Mitigate the
risk)

A Continuous Interlocked Process—Not an Event

Figure 15-2. Four Elements of Risk Management
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Planning | |
How to How to How to
Assess Handle Monitor/
Report
Assessment |
Continuous What to What to
Feedbat;k for Handle Monitor/
Planning * Report
Adjustment
Continuous Handling
Feedback for
Reassessment Risk
Change \ 4
< Monitoring/
Continuous Reporting
Feedback for
Management

Figure 15-3. Risk Management Control and Feedback

document and disseminate information on ahange. Judgment of the risk impact and the
continuous basis. method of handling the risk must be reassessed

and potentially altered as events unfold. Since these
In a systems engineering environment risk planevents are continually changing, the planning
ning should be: process is a continuous one.

* Inherent (imbedded) in systems engineeringRisk Assessment

planning and other related planning, such as

producibility, supportability, and configuration Risk assessment consistsidéntifyingandana-
management; lyzing the risks associated with the life cycle of
the system.

+ A documented, continuous effort;

Risk Identification Activities

* Integrated among all activities;

Risk identification activities establish what risks
* Integrated with other planning, such as systemare of concern. These activities include:

engineering planning, supportability analysis,
production planning, configuration and datae
management, etc.;

* Integrated with previous and future phases; and

» Selective for each Configuration Baseline.

Risk is altered by time. As we try to control or
alter risk, its probability and/or consequence wille

Identifying risk/uncertainty sources and drivers,
Transforming uncertainty into risk,
Quantifying risk,

Establishing probability, and

Establishing the priority of risk items.
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As shown by Figure 15-4 the initial identification On such a graph risk increases on the diagonal and
process starts with an identification of potentialprovides a method for assessing relative risk. Once
risk items in each of the four risk areas. Risks rethe relative risk is known, a priority list can be
lated to the system performance and supportingstablished and risk analysis can begin.
products are generally organized by WBS and ini-
tially determined by expert assessment of teamRisk identification efforts can also include activi-
and individuals in the development enterpriseties that help define the probability or consequences
These risks tend to be those that require follow-uppf a risk item, such as:
guantitative assessment. Internal process and ex-
ternal influence risks are also determined by exs Testing and analyzing uncertainty away,
pert assessment within the enterprise, as well as
through the use of risk area templates similar te Testing to understand probability and conse-
those found in DoD 4245.7-M. The DoD 4245.7- quences, and
M templates describe the risk areas associated with
system acquisition management processes, and Activities that quantify risk where the qualita-
provide methods for reducing traditional risks in  tive nature of high, moderate, low estimates are
each area. These templates should be tailored for insufficient for adequate understanding.
specific program use based on expert feedback.

Risk Analysis Activities
After identifying the risk items, the risk level
should be established. One common method iRisk analysis activities continue the assessment
through the use of a matrix such as shown in Figprocess by refining the description of identified
ure 15-5. Each item is associated with a block imisk event through isolation of the cause of risk,
the matrix to establish relative risk among themdetermination of the full impact of risk, and the

Identify and List All Risks

¢ Product

* Supporting products

¢ Internal management processes
¢ External influences

Establish a Risk Definition Matrix
and Assign Risks to a Risk Area

Hi Establish Definitions Early in Program Life Cycle

Moderate High High

Low Moderate High

Low Low Moderate

<4 - —-—W>»®WO0X T

g
Low P Hi
Consequence

Establish a Risk Priority List
’  Prioritize risk based on matrix
» Establish critical “high risk” list

e Establish a “moderate risk” list

Figure 15-4. Initial Risk Identificaiton
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Hi Establish Definitions Early in Program Life Cycle
i

A
P
R Moderate High High
(0]
B
A
B Low Moderate High
|
L
|
T Low Low Moderate
Y

Low P Hi
Consequence

Figure 15-5. Simple Risk Matrix

determination and choose of alternative courses of How does it affect the overall situation?
action. They are used to determine what risk should
be tracked, what data is used to track risk, and what Development of a watch list (prioritized list of
methods are used to handle the risk. risk items that demand constant attention by
management) and a set of metrics to determine
Risk analysis explores the options, opportunities, if risks are steady, increasing, or decreasing.
and alternatives associated with the risk. It ad-
dresses the questions of how many legitimate ways Development of a feedback system to track
the risk could be dealt with and the best way to do metrics and other risk management data.
so0. It examines sensitivity, and risk interrelation-
ships by analyzing impacts and sensitivity ofe Development of quantified risk assessment.
related risks and performance variation. It further
analyzes the impact of potential and accomplishedQuantified risk assessment is a formal quantifica-
external and internal changes. tion of probabilities of occurrence and conse-
guences using a top-down structured process
Risk analysis activities that help define the scopdollowing the WBS. For each element, risks are
and sensitivity of the risk item include finding assessed through analysis, simulation and test to
answers to the following questions: determine statistical probability and specific
conditions caused by the occurrence of the
» If something changes, will risk change faster,consequence.
slower, or at the same pace?
Cautions in Risk Assessments
» If a given risk item occurs, what collateral

effects happen? Reliance solely on numerical values from simula-
tions and analysis should be avoided. Do not lose
* How does it affect other risks? sight of the actual source and consequences of the

risks. Testing does not eliminate risk. It only
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provides data to assess and analyze risk. Most ef Incremental development, such as preplanned
all, beware of manipulating relative numbers, such product improvement, to dissociate the design
as ‘risk index” or “risk scales,” even when based from high-risk components that can be devel-
on expert opinion, as quantified data. They are oped separately,
important information, but they are largely sub-
jective and relative; they do not necessarily define Technology maturation that allows high-risk
risk accurately. Numbers such as these should components to be developed separately while
always be the subject of a sensitivity analysis. the basic development uses a less risky and
lower-performance temporary substitute,
Risk Handling
» Test, analyze and fix that allows understanding
Once the risks have been categorized and analyzed, to lead to lower risk design changes. (Test can
the process of handling those risks is initiated. The be replaced by demonstration, inspection, early
prime purpose of risk handling activities is to miti-  prototyping, reviews, metric tracking, experi-
gate risk. Methods for doing this are numerous, mentation, models and mock-ups, simulation,
but all fall into four basic categories: or any other input or set of inputs that gives a
better understanding of the risk),
* Risk Avoidance,
» Robust design that produces a design with sub-

» Risk Control, stantial margin such that risk is reduced, and

» Risk Assumption, and » The open system approach that emphasizes use
of generally accepted interface standards that

» Risk Transfer. provide proven solutions to component design
problems.

Avoidance

To avoid risk, remove requirements that represemicceptance
uncertainty and high risk (probability or conse-Acceptance is the deliberate acceptance of the risk
guence.) Avoidance includes trading off risk forbecause it is low enough in probability and/or con-
performance or other capability, and it is a keysequence to be reasonably assumed without
activity during requirements analysis. Avoidanceimpacting the development effort. Key techniques
requires understanding of priorities in requirement$or handling accepted risk are budget and sched-
and constraints. Are they mission critical, missionule reserves for unplanned activities and continu-
enhancing, nice to have, or “bells and whistles?”ous assessment (to assure accepted risks are main-
tained at acceptance level). The basic objective of
Control risk management in systems engineering is to
Control is the deliberate use of the design proces®duce all risk to an acceptable level.
to lower the risk to acceptable levels. It requires
the disciplined application of the systems engi-The strong budgetary strain and tight schedules
neering process and detailed knowledge of then DoD programs tends to reduce the program
technical area associated with the design. Contrehanager’s and system engineer’s capability to pro-
techniques are plentiful and include: vide reserve. By identifying a risk as acceptable,
the worst-case outcome is being declared accept-
» Multiple concurrent design to provide more able. Accordingly, the level of risk considered
than one design path to a solution, acceptable should be chosen very carefully in a
DoD acquisition program.
» Alternative low-risk design to minimize the risk
of a design solution by using the lowest-risk
design option,
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Transfer Monitoring and Reporting

Transfer can be used to reduce risk by moving the

risk from one area of design to another where &isk monitoring is the continuous process of track-

design solution is less risky. Examples of this inding and evaluating the risk management process

clude: by metric reporting, enterprise feedback on watch
list items, and regular enterprise input on poten-

» Assignment to hardware (versus software) otial developing risks. (The metrics, watch lists, and

vice versa; and feedback system are developed and maintained as

an assessment activity.) The output of this process

» Use of functional partitioning to allocate per- is then distributed throughout the enterprise, so that

formance based on risk factors. all those involved with the program are aware of

the risks that affect their efforts and the system

Transfer is most associated with the act of assigrdevelopment as a whole.

ing, delegating, or paying someone to assume the

risk. To some extent transfer always occurs whepecial Case — Integration as Risk

contracting or tasking another activity. The con-

tract or tasking document sets up agreements thhitegration of technologies in a complex system is

can transfer risk from the government to contraca technology in itself! Technology integration dur-

tor, program office to agency, and vice versa. Typiing design may be a high-risk item. It is not nor-

cal methods include insurance, warranties, anthally assessed or analyzed as a separately identi-

incentive clauses. Risk is never truly transferredfied risk item. If integration risks are not properly

If the risk isn’t mitigated by the delegated activity identified during development of the functional

it still affects your project or program. baseline, they will demonstrate themselves as
serious problems in the development of the product

Key areas to review before using transfer are:  baseline.

» How well can the delegated activity handle theSpecial Case — Software Risk
risk? Transfer is effective only to the level the
risk taker can handle it. Based on past history, software development is
often a high-risk area. Among the causes of per-
» How well will the delegated activity solution formance, schedule, and cost deficiencies have
integrate into your project or program? Trans-been:
fer is effective only if the method is integrated
with the overall effort. For example, is the war-+ Imperfect understanding of operational
ranty action coordinated with operators and requirements and its translation into source
maintainers? instructions,

» Was the method of tasking the delegated active Risk tracking and handling,
ity proper? Transfer is effective only if the trans-
fer mechanism is valid. For example, can in- Insufficient comprehension of interface
centives be “gamed?” constraints, and

» Who has the most control over the risk? If thes Lack of sufficient qualified personnel.
project or program has no or little control over
the risk item, then transfer should be considRisk Awareness
ered to delegate the risk to those most likely to
be able to control it. All members of the enterprise developing the
system must understand the need to pay atten-
tion tothe existence and changing nature of risk.
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Consequences that are unanticipated can seriougly Risk management is associated with a clear
disrupt a development effort. The uneasy feeling understanding of probability.
that something is wrong, despite assurances that
all is fine may be valid. These kinds of intuitionse Risk management is an essential and integral
have allowed humanity to survive the slings and part of technical program management (systems
arrows of outrageous fortune throughout history. engineering).
Though generally viewed as non-analytical, these
apprehensions should not be ignored. Experience Risks and uncertainties must be identified,
indicates those non-specific warnings have validity, analyzed, handled, and tracked.
and should be quantified as soon as possible.
» There are four basic ways of handling risk:
avoidance, transfer, acceptance, and control.
15.3 SUMMARY POINTS
» Program risks are classified as low, moderate,
» Riskisinherentin all activities. or high depending on consequences and
probability of occurrence. Risk classification
» Riskis composed of knowledge of two charac- should be based on quantified data to the extent
teristics of a possible negative future event: possible.
probability of occurrence and consequences of
occurrence.
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SUPPLEMENT 15-A

RISK MANAGEMENT
IN DOD ACQUISITION

Policy Factoring Risk Management into the Process

DoD policy is quite clear in regard to risk Risk management, as an integral part of the over-
management: it must be done. all program planning and management process, is
enhanced by applying a controlled, consistent,
The PM shall identify the risk areas in the pro-approach to systems engineering and using inte-
gram and integrate risk management within overaligrated teams for both product development and
program managemen{oD 5000.2-R.) management control. Programs should be transi-
tioned to the next phase only if risk is at the appro-
In addition, DoDD 5000.4 identifies risk and costpriate level. Know the risk drivers behind the esti-
analysis as a responsibility of the program managemates. By its nature there are always subjective
aspects to assessing and analyzing risk at the sys-
Risk Management View tem level, even though they tend to be represented
as quantitative and/or analytically objective.
A DSMC study indicates that major programs
which declared moderate risk at Milestone B havéRisk and Phases
been more successful in terms of meeting cost and
schedule goals than those which declared low risRisk management begins in the Concept and Tech-
(DSMC TR 2-95). This strongly implies that pro- nology Development phase. During Concept Ex-
gram offices that understand and respect risk maiploration initial system level risk assessments are
agement will be more successful. For this reasommade. Unknown-unknowns, uncertainty, and some
the program office needs to adopt a systems-levéligh-risk elements are normal and expected. When
view of risk. The systems engineer provides thisubstantial technical risk exists, the Component
view. Systems Engineering is the cornerstone oAdvanced Development stage is appropriate, and
program office risk management program becausis included in the life-cycle process specifically as
it is the connection to realistic assessment of prodan opportunity to address and reduce risks to a level
uct maturity and development, and the product isthat are consistent with movement into systems
in the final analysis, what system acquisition isacquisition.
really about.
The S&T community has a number of vehicles
However, the program office has external risks tavailable that are appropriate for examining tech-
deal with as well as the internal risks prevalent imology in application and for undertaking risk
the development process. The Systems Engineeeduction activities. These include Advanced
has to provide the program manager internal riskechnology Demonstrations, Advanced Concept
data in a manner that aids the handling of th@echnology Demonstrations, as well as Joint
external risks. In short, the systems engineer mus¥arfighting Experiments. The focus of the activi-
present bad news such that it is reasonable artigs undertaken during these risk reduction stages
compelling to higher levels of authority. Seeinclude:
Chapter 20 for further discussion on this topic.
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» Testing, analyzing, or mitigating system andhistory indicates that the results will eventually
subsystem uncertainty and high risk out of theshow the fallacy of speed over common sense. And
program. to fix the problem in later stages of development—

or even after deployment—can be hugely expen-

» Demonstrating technology sufficient to uncoversive in terms of both monetary cost and human
system and subsystem unknown-unknowndgves.

(especially for integration).
The prevailing presumption at Milestone B is that

» Planning for risk management during thethe system is ready for engineering development.
transition to and continuation of systems ac-After this, the acquisition community generally
quisition during the System Development andassumes that risk is moderate to low, that the tech-
Demonstration phase, especially handling anahology is “available.” There is evidence to support
tracking of moderate risk. the assertion that programs often progress into

engineering development with risks that actually

System Development and Demonstration requiresequire substantial exploratory and applied re-

the application of product and manufacturingsearch and development to bring them to the mod-

engineering, which can be disrupted if the techerate levels of risk or lower. One approach that has
nology development is not sufficient to supportproven successful in making objective risk assess-
engineering development. Risk management iments is the use of independent evaluation teams.

during this phase emphasizes: Groups that have no pre-determined interest to
protect or axe to grind are often capable of provid-
* Reduction and control of moderate risks, ing excellent advice regarding the extent to which

a system is ready to proceed to the next level of

» Allrisks under management including emergingdevelopment and subsequent phases.
ones, and

Risk Classification on the

* Maintenance of risk levels and reaction toSystem (Program) Level
problems.

Classification definitions should be established
Objective Assessment of Technology early and remain consistent throughout the pro-

gram. The program office should assess the risks
The revised acquisition process has been delibeof achieving performance, schedule, and cost in
ately structured to encourage and allow programslear and accurate terms of both probability and
to progress through appropriate risk reductiorconsequence. Where there is disagreement about
stages and phases, based on an objective assebe risk, assessment efforts should be immediately
ment of the maturity levels associated with thdancreased. Confusion over risk is the worst pro-
products and systems under development. It igram risk, because it puts in doubt the validity of
therefore, particularly important that programthe risk management process, and therefore,
managers and their staffs ensure that the decisiomghether program reality is truly understood.
made regarding recommendations to proceed, and
the paths to be taken, be based on as impatrtial afithe system level risk assessment requires integra-
objective opinions as possible. The temptation ision and interpretation of the quantified risk
always to move ahead and not to delay to improvassessment of the parts. This requires reasonable
the robustness of a given product or system. Whejudgement. Because integration increases the po-
systems are hurried into engineering developmertential for risk, it is reasonable to assume overall
and production, in spite of the fact that the underrisk is not better than the sum of objective data for
lying technologies require further development.the parts.
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Reality Versus Expectations Formal systems engineering with risk management
incorporated can provide the verifiable informa-
Program managers are burdened with the expecttien. However, the systems engineer also has the
tions of superiors and others that have control ovenresponsibility to adequately explain probability and
the program office’s environment. Pressure to aceonsequences such that the program manager can
commodate these expectations is high. If the sysaccept the reality of the risk and override higher
tems engineer cannot communicate the reality devel expectations.
risk in terms that are understandable, acceptable,
or sufficiently verifiable to management, then thesdJncertainty is a special case, and very dangerous
pressures may override vertical communication ofh an atmosphere of high level expectations. Pre-
actual risk. sentation of uncertainty issues should strongly em-
phasize consequences, show probability trends, and
develop “most likely” alternatives for probability.
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SUPPLEMENT 15-B

MODEL FOR
SYSTEM LEVEL
RISK ASSESSMENT

The following may be used to assist in making preliminary judgments regarding risk classifications:

Low Risk

Moderate Risk

High Risk

Consequences

Insignificant cost,
schedule, or technical
impact

Affects program
objectives, cost, or
schedule; however
cost, schedule,
performance are
achievable

Significant impact,

requiring reserve
alternate courses ¢
action to recover

or

—n

Probability of

Little or no estimated

Probability sufficient

y

High likelihood of

demonstrated
previously

tests in relevant
environments require

d

results

order to achieve
required/desired

Occurrence likelihood high to be of concern occurrence

to management
Extent of Full-scale, integrated Has been demonstrated  Significant design
Demonstration technology has been but design changes changes required in

Existence of
Capability

Capability exists in
known products;
requires integration
into new system

Capability exists, but
not at performance
levels required for
new system

Capability does n¢
currently exist

—

Also see Technology Readiness Levels matrix in Chapter 2
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AAAV
ACAT
ACR
AMSDL
ASR
AUPP
AWP

BL
BLRIP

C4ISR

CAD
CAE
CAIV
CALS
CAM
CASE
CATIA
cCB
CCR
CDR
CDRL
CDS
CE

FUNDAMENTALS

Advanced Amphibious Assault Vehicle
Acquisition Category

Alternative Concept Review

Acquisition Management Systems Data List
Alternative Systems Review

Average Unit Procurement Price

Awaiting Parts

Baseline

Beyond Low Rate Initial Production

Command, ontrol, Communications, Computers, Intelligence,
and Reconnaissance

Computer-Aided Design

Computer-Aided Engineering

Cost As an Independent Variable

Continuous Acquisition and Life Cycle Support
Computer-Aided Manufacturing
Computer-Aided Systems Engineering
Computer-Aided Three-Dimensional Interactive Application
Configuration Control Board

Contract Change Request

Critical Design Review

Contract Data Requirement List

Concept Design Sheet

Concept Exploration
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CEO

Cl

Circular A-109
CM

CM

COTS

CSCl

CWwiI

DAU

DCMC

DDR

DFARS

DID

DoD
DoD 5000.2-R

DoDISS
DSMC
DT
DTC
DT&E

EC
ECP
EDI

EIA
EIA 1S 632
EIA 1S-649

EOA

Chief Executive Officer

Configuration Item

Major Systems Acquisitions
Configuration Management

Control Manager

Commercial Off-The-Shelf

Computer Software Configuration ltem

Continuous Wave lllumination

Defense Acquisition University

Defense Contract Management Command

Detail Design Review

Defense Supplement to the Federal Acquisition Regulation
Data Item Description

Department of Defense

Mandatory Procedures for Major Defense Acquisition Programs (MDAPSs), and
Major Automated Information System Acquisition Programs (MAIS)

DoD Index of Specifications and Standards
Defense Systems Management College
Developmental Testing

Design To Cost

Developmental Test and Evaluation

Engineering Change
Engineering Change Proposal
Electronic Data Interchange

Electronic Industries Alliance
Electronic Industries Association Interim Standard 632, on Systems Engineering

Electronic Industries Association Interim Standard 649, on Configuration
Management

Early Operational Assessments
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Glossary Systems Engineering Fundamentals
FAR Federal Acquisition Regulation
FCA Functional Configuration Audit
FEO Field Engineering Order
FFBD Functional Flow Block Diagram
FIPS Federal Information Processing Standard
FMECA Failure Modes, Effects, and Ciriticality Analysis
FOT&E Follow-On Operational Test and Evaluation
FOR Formal Qualification Review
GFE Government Furnished Equipment
GFM Government Furnished Material
ICD Interface Control Documentation
ICWG Interface Control Working Group
IDE Integrated Digital Environment
IDEF Integration Definition Function
IDEFO Integrated Definition for Function Modeling
IDEF1x Integration Definition for Information Modeling
IEEE Institute of Electrical and Electronics Engineers
IEEE/EIA 12207 |IEEE/EIA Standard 12207, Software Life Cycle Processes
IEEE P1220 IEEE Draft Standard 1220, Application and Management of the Systems
Engineering Process
IFB Invitation for Bid
IIPT Integrating Integrated Product Teams
IMS Integrated Master Schedule
IOC Initial Operational Capability
IOT&E Initial Operational Test and Evaluation
IPPD Integrated Product and Process Development
IPR In-Progress/Process Review
IPT Integrated Product Teams
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JASSM
JROC
JTA

KPPs

LFT&E
LRU
LRIP

M&S

MAIS

MAISRC
MBTF

MDA

MDAP
MIL-HDBK-61
MIL-HDBK-881
MIL-STD 499A
MIL-STD-961D
MIL-STD 962
MIL-STD-973
MNS

MOE

MOP

MOS

MRP II

MS

MTTR

NDI
NIST

Joint Air-to-Surface Standoff Missile
Joint Requirements Oversight Council

Joint Technical Architecture

Key Performance Parameters

Live Fire Test and Evaluation
Line-Replaceable Unit

Low Rate Initial Production

Modeling and Stimulation

Major Automated Information System

Major Automated Information Systems Review Council

Mean Time Between Failure

Milestone Decision Authority

Major Defense Acquisition Program

Military Handbook 61, on Configuration Management

Military Handbook 881, on Work Breakdown Structure

Military Standard 499A, on Engineering Management

Military Standard 961D, on Standard Practice for Defense Specifications
Military Standard 962, on Format and Content of Defense Standards
Military Standard 973, on Configuration Management

Mission Need Statement

Measure of Effectiveness

Measure of Performance

Measure of Suitability

Manufacturing Resource Planning Il

Milestone

Mean Time To Repair

Non-Developmental Item

National Institute of Standards and Technology
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NRTS

OA
OIPT
OMB

OPS
ORD

(ON1D)
OT&E

P3lI
PAR
PCA
PDR

PDRR
PEO
PM
PME
PMO
PMT
PPBS
PRR

QA
QFD

R&D
RAS
RCS

RDT&E
RFP

Not Repairable This Station

Operational Assessment

Overarching Integrated Product Teams
Office of Management and Budget
Operations

Operational Requirements Document
Office of the Secretary of Defense

Operational Test and Evaluation

Preplanned Product Improvement
Production Approval Reviews

Physical Configuration Audit
Preliminary Design Review

Program Definition and Risk Reduction
Program Executive Office

Program Manager

Program/Project Manager — Electronics
Program Management Office

Program Management Team

Planning, Programming and Budgeting System

Production Readiness Review

Quality Assurance

Quality Function Deployment

Research and Development

Requirements Allocation Sheets

Radar Cross Section

Research, Development, Test and Evaluation

Request for Proposal
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S&T
SBA
SBD
SD&E
SDefR
SDR
SE
Section L
Section M
SEDS
SEMS
SEP
SFR
Sl
SI&T
SO0
SOW
SPEC
SSA
SSAC
SSEB
SSP
SSR
SRR
SRU
STD
SVR
SIW

Science and Technology

Simulation Based Acquisition

Schematic Block Diagram

System Development and Demonstration

System Definition Review (as referred to in IEEE P1220)
System Design Review

Systems Engineering

Instructions to Offerors (Portion of Uniform Contract Format)
Evaluation Criteria (Portion of Uniform Contract Format)
Systems Engineering Detail Schedule

Systems Engineering Master Schedule

Systems Engineering Process

System Functional Review

Software Item

System Integration and Test

Statement of Objectives

Statement of Work

Specification

Source Selection Authority

Source Selection Advisory Council

Source Selection Evaluation Board

Source Selection Plan

Software Specification Review

System Requirements Review

Shop-Replaceable Unit

Standard

System Verification Review

Software
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T&E
TDP
TEMP
TLS
TOC
TPM
TPWG
TRR

VV&A

WIPT

Test and Evaluation

Technical Data Package

Test and Evaluation Master Plan
Timeline Analysis Sheet

Team Operating Contract

Technical Performance Measurement
Test Planning Work Group

Test Readiness Review

Verfication, Validation, and Accreditation

Working-Level Integrated Product Team
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