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Why DeepSeas

Solutions Learn

Your source of calm in the
cyber seas: In-depth cyber
defense and threat analytics.

Your mission is to achieve trusted business operations. The
DeepSeas mission is to deliver that and give you peace of mind
by patrolling the cyber seas, removing harm from your
environment, and maturing your cyber security program.

Explore Our Solutions

Managed Detection
and Response

Explain MDR+

Why Trust DeepSeas

You'll get real cyber experts
that live to remove harm from
the cyber seas.

Cyber defense is all we do, and we are
fully vested in protecting your business
from cyber harm. We hire, develop, and
deliver an unmatched team of cyber
security experts. We defend our clients
against the most hostile global
adversaries 24x7x365.

Your peers trust us to
protect them against the
most sophisticated
adversaries in the world.

Our clients are your peers, and while
you may face similar cyber criminals,
you likely have nuanced operational
challenges. We'll meet you where you
are and configure our offerings to your
organization's specific needs as you
journey toward trusted business
operations

Why DeepSeas

The Nerd Runs
Deep

Meet Our Experts

It took decades to build an
implementation
methodology that you'll love,
and it was worth it.

Ultra by DeepSeas is our unique
service delivery methodology that
enables cyber defense solutions to be
personal, reliable, transparent, and cost
effective. It has been built through
decades of experience in driving
complex managed cybersecurity
programs across multiple industries.
The Ultra methodology emphasizes
high-value outcomes that address your
key areas of cyber risk.

You'll enjoy the benefits
of a deep partnership
ecosystem that is built on
long-term relationships.

We partner with innovators to provide
you with access to leading capabilities
through a single trusted partner.
Proven capabilities matched with our
trusted partner relationships will
deepen and mature your security
program. As a fully dedicated, partner-
focused company, DeepSeas is
committed to building long-term and
valuable partnerships that are
customizable.

Security Analyst quote

Expertise

Partners

Schedule a Virtual Consult

Cyber Defence as a
Service Capability

When we brought in DeepSeas to maintain and run our security operations
center, they came with a very deep background, not only technical but
operational as well. DeepSeas is able to bring in a high caliber of people,

systems, engineering, and solutions to help us be successful.

Dr. Tina Briney, Director SOC, IR, IT Security & Data Privacy

In-Depth Managed Detection &
Response is Within Your Reach

& Are your limited security team

Are security visibility gaps
members overworked and stressed?

creating unacceptable risk?

Overcome staffing challenges with
247 access to a deep force of cyber
talent.

Achieve full view of deep threats
with broad attack surface
coverage.

Are sub-optimized security
tools limiting your cyber
defense capabilities?

Are incomplete and manual
security procedures increasing
attacker dwell times?

Minimize business impact
risks through fast and
complete threat response.

Optimize existing security investments
through the DeepSeas cyber defense
platform.

Explore MDR+

Our Deep Partnership Ecosystem

We partner with industry leading organizations who share our passion
and commitment to defending global businesses from cyber harm.

The DeepSeas are calling.

We're here for you. .
Y Book your virtual consult.

% (888) 863-1117

cyberdefence@deepseas.com You pick the time and day. We'll be ready to answer your questions.

Book with Calendly }
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In the DeepSeas, heart rates go down, careers take off, and security programs mature.

The Nerd Runs Deep Here

Our expertise in cyber defense and threat analytics is
unmatched, and there is no depth that our experts won't go
to protect you and provide you with intelligence, insight, and

measurable results.

Meet Our Experts

Don't Take Our Word For It

"As IT and security leaders struggle to develop and scale security programs to keep up with a growing attack

surface, managed detection and response (MDR) providers are bringing necessary expertise, processes, and tools

resulting in overall security program growth and improved outcomes. More than simple service providers,
partnering with MDR vendors in the mid-market is quickly becoming a core operating strategy in the growth and

Dave Gruber, Principal Cybersecurity Analyst at Enterprise Strategy Group

Ultra by DeepSeas: Our Unique-to-

You Delivery Methodology

maturity of modern security programs. Vendors like DeepSeas have an opportunity to contribute more than MDR/
XDR, helping organizations efficiently manage the business risk posed by cyber threats."

Built through decades of experience in driving complex managed cybersecurity programs across multiple industries, Ultra is a perceptive service delivery
methodology that is offered exclusively to clients of DeepSeas.

Personal

Ultra is configured to your business, industry, and technical capabilities. It will feel like a natural extension of your team, not an extension of your software

stack.

Reliable

Ultra provides comprehensive cyber defense that delivers reliable and consistent results. Joining DeepSeas means that your mission is our mission. We
continuously focus on the small details that make a big difference. This includes regularly validating our visibility into your systems, applying both false
positive reduction methods as well as false negative reduction methods. Quality assurance is our passion.

Transparent

Ultra provides outcomes that are easy to understand, observe, and measure. A service delivery manager, technical account manager, and named security
executive are all available to support you. Metrics dashboards, performance reports, and intelligence briefings are curated to help you understand the state
of your cyber defense and what we are doing daily to support you.

Cost Effective

Ultra focuses on maximizing ROI through applying repeatable assets and tools. You will
benefit from intelligence being captured across hundreds of organizations. The days of
rip and replace are over - we focus on starting with the tools you already have in place.

Ultra takes a full life cycle approach from solutioning, implementation, and customer
onboarding to steady state run with a managed services focus. Our methodology
emphasizes high-value outcomes that address your key areas of cyber risk. We provide
engineering resources and project managers to ensure a smooth transition and
onboarding process while offering a 24/7 detection and response focused team. The
Ultra implementation capabilities model is designed to align with the ISO 27001 standard,
ensuring that core services are easily consumable and properly mapped. Each capability
within a tower has three distinct dimensions based on the ITIL model, including Plan
(Assess/Architect), Build (Systems, processes, interfacing/config), and Run (Managed

Service).

Ultra is grounded in the DeepSeas Professional Services Mission

The professional services crew at DeepSeas provide a depth of
professional services that cannot be found anywhere else in the
cybersecurity industry. By applying both technical and service
delivery expertise to every interaction, and blending our rich history
of proven practices with our innovative approach to delivery
excellence, our mission is to exceed your expectations at every

encounter, every time.

We'll be Beside You at Every Step of Your Way

e Account management

e Relationship management

e Contract compliance

e Service delivery

e Technical onboarding

e Transfer to operations

e Technical support

e Client touchpoints and communications

e Client and vendor escalations

 Identifying solution gaps, contract renewals

The DeepSeas Difference

We solve some of the hardest cyber technology problems, through proprietary solutions, including intelligence distribution, anomaly detection, tools

Deep Capabilities

orchestration, and unique staffing strategies.

e DeepSeas will implement leading tradecraft methods into your program to enable fast and

efficient response.

e Our comprehensive capabilities support detection of both known and unknown threat vectors.
e DeepSeas handles the "last mile” of your cyber defense by going further in response than any

other service provider.

Broad Scope

e Converged attack surface defense including IT, OT, Mobile, & Cloud.
e End-to-end services provide preparation for, prevention of, and protection against cyber threats.
e Open vendor ecosystem includes support of best of breed vendor solutions

Flexible Engagements

Deep — DeepSeas can serve as a component of your full detection & response capability
Deeper — DeepSeas can serve as the core of your detection & response capability.
Deepest — DeepSeas can provide your entire detection & response capability.

Our Values

The DeepSeas values provide the ultimate guide for our daily behavior and decisions. In fact, our values are
the answer to the question: How do we behave?

Without these values, we aren’t DeepSeas. They preserve the essence of our organization, reflect the

personalities of our Deeps, and enable us to exceed your expectations.

@ We are client obsessed.

@ We stand in solidarity with our teammates.

@ We believe in the power of diversity.

@ We prioritize personal health and wellbeing.

Chris Esemplare

Chief Executive Officer

Chris Brosnan

Chief Revenue Officer

David Lavinder

Deputy COO &
Chief of Cyber Operations

Patrick Joyce

Vice President, Portfolio
Management

We're here for you.

% (888) 863-1117

cyberdefence@deepseas.com
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Our Leadership

Wade Alt
Chief Operating Officer

Joel Holland
Chief Technology Officer

Joshua Nicholson

Vice President of
Professional Services &
Customer Success

John Smith

Vice President, Portfolio
Management

The DeepSeas are calling.
Book your virtual consult.

@ We solve hard problems at the speed of cyber.

Dan Vigorito

Chief Revenue Officer

Anna Seacat
Chief Marketing Officer

Nate Hausrath

Vice President, Engineering
& Development

You pick the time and day. We'll be ready to answer your questions.

Book with Calendly

Solutions Resources

Technical Assessments & Threat Advisories
Leadership Retainer Services

Events
Attack Surface Testing &
Hardening Case Studies
Managed Detection &
Response (MDR+)

Whitepapers

NS
Cyber Defense for Critical
Infrastructure

Expertise

Partners

CTI/TRU (FPO)

Security Analysis

Cyber Defense Advisors

Service Delivery
Managers

Delivery Experts

Become an Expert at
DeepSeas




DEEP Why DeepSeas Solutions Learn Expertise Partners Schedule a Virtual Consult
Seas e

As a customer of DeepSeas, you'll get the best of both worlds. You get the depth of a large cyber
defense build, where the defense is tightly integrated with the business, and tradecraft with the cost
efficiency and scale of an offsite as-a-service provider.

DeepSeas Capabilities

The DeepSeas Prepare, Prevent, Protect solution portfolio can help today’s ClOs, CISOs,
CSOs, and IT leaders rightsize their security investment to meet the demands of their
employees, constituents, customers, and board members.

Prepare Prevent Protect

Solutions to Prepare Solutions to Prevent Solutions to Protect

Prepare

Virtual CISO

With the DeepSeas Virtual Chief Information Security Officer (vCISO) service you will partner DeepSeas with a strategic security advisor who can remove the
burden and stress of leading and managing a security program by bringing expertise and knowledge to your business. The DeepSeas vCISO service
comprises a standard security strategy program playbook, which begins with the development of a risk assessment and a security roadmap. Your key
stakeholders can align budgets and strategic security initiatives to guide the security program and benefit from ongoing access to your part time virtual CISO.

Incident Response Retainer

The DeepSeas IR retainer services are offered either on a pre-paid or post-paid basis. With a pre-paid IR retainer, you are guaranteed a response time of =12
hours for remote support or =24 hours for on-site support within the United States. Response times for international destinations will be mutually agreed
upon. With a post-paid IR retainer, response times are on a best-efforts basis depending on the urgency of the request. You will also receive access to a 24x7
support watch center throughout your IR engagement.

Professional Security Services

DeepSeas offers world-class cyber expertise to support a broad range of cyber consulting, tactical offensive and defensive testing, and/or will operate cross-
functionally to support a MDR program.

Security Tools Effectiveness Assessment

The DeepSeas Security Tools Effectiveness Assessment offers a
comprehensive evaluation of your cyber defense controls against an extensive
catalog of simulated attacks to reveal potential security weaknesses within
your environment. Test results are then scored and mapped to the MITRE
ATT&CK framework and compiled into detailed reports to inform strategic
decision making and prioritization of future cyber initiatives.

Compromise Assessment

The DeepSeas Compromise Assessment service seeks to identify evidence of
an active or historical security breach in your IT systems by combining threat
intelligence analysis, endpoint detection, and advanced threat hunting
performed by an experienced team of DeepSeas cyber defense professionals.

The DeepSeas are calling.

We're here for you. .
Y Book your virtual consult.

% (888) 863-1117

cyberdefence@deepseas.com You pick the time and day. We'll be ready to answer your questions.

Book with Calendly ]
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Our deeply experienced teams respond to some of the most advanced cyber threats in both the public
and private sectors. Bringing their experience and backgrounds from serving the U.S. intelligence
community, Fortune 500 cyber defense teams, and world-class enterprise security consulting firms,
our teams of experts are driven to make world-class cyber defense outcomes accessible to all

organizations.

Threat Intelligence Experts

DeepSeas cyber threat intelligence team members monitor threat
actors, malware families, and offensive tactics used in the real world.
Synthesized intelligence is sent to our threat detection engineers to
ensure that signatures are developed and deployed to a variety of
defensive systems. Our dark web monitoring teams look for
incidents of client compromise and trends in criminal activity that
may impact our clients.

N
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Service Delivery Crew

Your Service Delivery Crew members are assigned to each
cybersecurity project and remain as your main point of contact
throughout the duration of the service. From technical onboarding,
project management, dispute resolution, to procuring resources as
needed, your Service Delivery Crew will be your liaison for “all things”
needed at DeepSeas in Professional Services.

N
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Become an Expert at DeepSeas

Most everyone has their peeps, but at DeepSeas you'll have your Deeps! Are you
meant to be a member of the Deeps crew? Ask yourself these questions.

1. Are you client-obsessed?

2. Do you believe in the power of diversity?

3. Do you stand in solidarity with your teammates?

4. Do you solve hard problems at the speed of cyber?
5. Do you prioritize your health and wellbeing?

If your answer is “YES! 100%" to these questions, your first step should be to follow
DeepSeas on LinkedIn. Engage with our posts and reach out to our Deeps. Get to

know us and become part of the DeepSeas community.

Become a Deep

We're here for you.

% (888) 863-1117

Executive Security Leaders

Our team of senior cyber security experts brings together a diverse
range of background and expertise, with members having served in
the U.S. military, for major consulting organizations, and in cyber
security programs for some of the world's largest enterprises. Each
member of our Executive Security Team brings a unique set of skills,
knowledge, and a wealth of experience to the table. They are available
to advise and support you through some of your most challenging
cyber security problems. Their collective expertise and proven track
record of success make DeepSeas the smart choice if you are looking
to secure your digital assets and stay ahead of evolving cyber threats.

Security Analysts

Our cyber defense analysts are a team of highly knowledgeable and
experienced professionals. Their areas of expertise include advanced
threat analysis, malware reverse engineering, advanced analytical
research, and advanced adversary response. DeepSeas analysts
maintain industry recognized GIAC certifications in areas that include
Certified Incident Handling and Advanced Threat Defense. Our
commitment to cyber defense excellence ensures that you receive the
highest level of service and expertise.

gettyimages
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Technical Support Crew

The DeepSeas Professional Services includes a variety of engineers
who are procured specifically to deploy and implement your solutions
and will continue to provide you with ongoing support. Each crew
member is a subject matter expert with critical cybersecurity
capabilities that build and mature your security posture. They help
you to prepare, prevent and protect. Their capabilities include
proactive assessments, detection and analysis, security architecture,
security engineering, incident response, advisory and compliance
assessments, data science and reporting, and cyber threat
intelligence.

The DeepSeas are calling.
Book your virtual consult.
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With 3 decades of combined company experience, we've grown from a trusted analytics solution and
MDR provider to the world's deepest spectrum of cyber defense services.

Become A Partner

Partner Login

Why DeepSeas for MDR and Threat Analytics

Deep Talent

Deep Cyber Talent - Cyber defense is all we do, and we are fully vested in protecting
your business from cyber harm. We hire, develop, and deliver an unmatched team of
cyber security experts. We defend our clients against the most hostile global
adversaries 24x7x3635.

Deep Defense

Innovative Cyber Defense Platform - The DeepSeas platform works with and improves
existing tool investments to Orchestrate and Automate Cyber Response

Deep Analytics

Patented ML Analytics to find Anomalies in Large Data Sets - Cost effective log storage,
reporting and search with unique behavioral & anomaly detection

Why Partner with DeepSeas?

©)
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We Are Partner Win More Deals Accountability
FOCUSGCI By partnering with DeepSeas, you'll YOU Ca.n TI‘USt

be a provider of an award winning
As a fully dedicated, partner-focused MDR+ offering, which will help you DeepSeas will drive engagement

company, DeepSeas is committed to win new deals while exceeding client together with you to create a mutual
building a long-term and profitable expectations with proven cyber pipeline of opportunities while
relationship together with you. defense tradecraft and tools. providing orchestrated cyber

defense for your clients with deep
accountability scaled through

automation.
How Do We Partner
We Invest in our Partners Access To Partner Resources
Our partner go-to-market approach is based on our commitment and When you become a partner, you gain access to our best people and
ongoing investment into our relationship with your team. Everything from resources, including our DeepSeas Partner Portal, demos, case studies,
helping your team prospect & sell to training and assisting with delivering and training with our DeepSeas team members who are dedicated to
the recurring revenue contracts which earn the margin and dollars you support your success.

deserve —it's all part of our commitment to the relationship.

Our Sales Team Is Non-Competitive

Ever wonder if who you're partnering with is your competitor? As a
partner-focused firm, we have systems and processes in place to ensure
we are not competing against you.

Who Partners with DeepSeas?

Managed Service Providers

o Go-to-market quickly with innovative DeepSeas solutions to
Prepare, Prevent, and Protect your clients most important
infrastructure, applications, and data.

Understand the need to meet your clients and prospects where
they are in their cyber defense journey, building right-sized
cyber defense solutions from our bundles and scalable and
robust security solutions.

Partner with DeepSeas to provide your clients with a mature,
market-ready security platform that reduces the time to market,
while minimizing capital investment, staffing labor, training &
operations.

Migrate away from a cyber provider that isn't meeting your
needs to an outcome-driven relationship with DeepSeas.
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 When you partner with DeepSeas, there is no need to create a private
label or productized offer if that does not fit your business model.

e Partners can choose to resell, refer, or build custom offerings around
the DeepSeas services that best fit their needs.

o With 30 years of combined experience, the portfolio strategy team at
DeepSeas can advise on market and solution positioning.

IR Firms, Risk & Consulting
Organizations

o DeepSeas offers partnership programs with organizations and
firms that provide Incident Response, vCISO, risk management,
advisory, and IT consulting services.

If your organization has an IT security, risk consulting, or cyber
advisory practice, DeepSeas can provide a quick-start,
comprehensive cyber defense solution.

DeepSeas will provide rapid Managed Endpoint Detection and
Response deployment during an IR event, with the opportunity
to extend the relationship with ongoing MDR+ services together
as a proven winning model for IR Firms.

What Our Partners Say

“DeepSeas gets what the channel is about. They didn't just do a hand-off and say, ‘Here’s the script, go.' They came
prepared with market data, client targeted content, and training, and they figured out the best way to work within
our sales organization.”

Jeff DiRado
Executive Vice President / TIG, Technology Integration Group

Introducing the DeepSeas Partner Program

Refer, Certified Resale, or Co-Sell - You Choose

Each partnership is designed to be a mutually beneficial relationship that
enhances your internal offerings and solutions, while maximizing your span of
influence within your clients’ organizations. We understand that your customers
see you as a trusted advisor and that your relationship with them is essential to
your business and success.

Find a partner model that works best for you based on your business model
(referral, reseller or private label). Let us help you build your customized
managed security offering by providing you with assistance in developing your
solutions offer.

Our partnership model will provide more business
We have above industry average win rates with our co-selling model with flexible
Solutions to meet your clients’ budgets without sacrificing cyber defense.

We are non-competitive
Your clients and your services come first. We are here to provide our solutions
where they are needed.

Unlimited Sales Support Unparalleled Marketing
We provide you with the resources you need to win each deal. We Our DeepSeas marketing team can share powerful content
provide continual training on offering updates, competitive and organize joint digital events that your team can distribute
differentiators, and deep solution knowledge that will prepare your in your marketing channels and share in your networks to
team to compete and win business together. drive engagement.

Apply To Become A

We're here for you. DeepSeas Partner Today

&9 (888) 863-1117

Cyberdefence@deepseas.com Grow your business with DeepSeaS

[ Apply Now
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Threat Advisory: F5 Reports High Severity Vulnerabilities in Multiple Products

Threat Advisory: F5 Reports High Severity Vulnerabilities in Multiple Products Event Summary Multiple product vulnerabilities were reported by F5, including high,
medium, and low severity risk weaknesses, involving multiple conditions that could lead an attacker.
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Surface Reduction and Vulnerability Dorian James, DeepSeas DeepSeas Cyber Security Account
Management Executive
Attack Surface Reduction was recently In this new issue of the series "Meet Our Today, as part of a DeepSeas series called
covered in an episode of Cyber Security Deeps,” we introduce you to a DeepSeas “Meet our Deeps,” we introduce you to
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Meet Our Deep Cyber Security OneNote Files Used for Malware FAA Reporting System Failure
Experts: Ruben Mbon, CISSP, Delivery, Actors Iterate Rapidly Grounding US Flights | DeepSeas
GCPM, Cyber Security Lead Analysis
Attack Surface Reduction was recently OneNote Files Used for Malware Delivery, Yesterday was the first Patch Tuesday of
covered in an episode of Cyber Security Actors lterate Rapidly A DeepSeas the year, which some may speculate to be
America with our own Deep, Josh Summary DeepSeas has identified a new the cause of the FAA System Failure
Nicholson, who serves as Vice President technique involving the use of OneNote Grounding US Flights

Read More Read More

Read More
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The DeepSeas are calling.

We're here for you. .
Y Book your virtual consult.

% (888) 863-1117

cyberdefence@deepseas.com You pick the time and day. We'll be ready to answer your questions.

Book with Calendly

DEEP Why DeepSeas Solutions Resources Expertise

Seas About Us Technical Assessments & Threat Advisories Partners
Leadership Retainer Services
Why Clients Trust Us Events CTI/TRU (FPO)
Book A Consultation Attack Surface Testing &

Delivery Methodology Hardening Case Studies Security Analysis
Schedule Now
Industry Recognition Managed Detection & Whitepapers Cyber Defense Advisors

Response (MDR+)

Our Partner Ecosystem News Service Delivery
Cyber Defense for Critical Managers
Infrastructure

El ¥ in

Delivery Experts

Become an Expert at
DeepSeas




DEEP Why DeepSeas Solutions Learn Expertise Partners Schedule a Virtual Consult

Resources / Blog

Security Operations Expert: Meet Dorian James, DeepSeas
f ]y

February 14, 2023

In this new issue of the series “Meet Our Deeps,” we introduce you to a DeepSeas cyber security operations expert, Dorian James, who is serving in the cyber
seas. Let’s dive in to learn more about Dorian’s work and career.

Q: Hi Dorian. What is your current role at DeepSeas, and what do you love about your work as a cyber security operations expert?

A: As a Senior Manager of Security Operations at DeepSeas, what | enjoy the most about my work is my team. The teams at DeepSeas SOCs (Security
Operations Centers) are great! Our teamwork, willingness to help others, diligence, and get-it-done attitude all work together and make a huge impact on our
clients. Our team’s approach allows us to be productive and protect our clients with confidence.

Q: Will you please share a bit about your career journey? Any major milestones you are proud of or particular hurdles you
overcame?

A: As a retired Marine (2014), the major milestone that | overcame was the transition to the private sector. The organization that joined DeepSeas gave me the
opportunity to start a new career during a stressful time in my life. Any time a Vet transitions and begins a new career can be stressful — | served for 20
years, so it was a big move for me. Serving in security operations allowed me to grow into the role. | started at the bottom and grew into a cyber security
operations expert, where | am today with DeepSeas. | am proud of my team, what we have built, and what we do every day for clients.

We're fortunate to have Dorian as a member of our Deeps crew and thank him for sharing a bit about himself and his areas of expertise. Come back to meet
more of our DeepSeas cyber security operations experts in future issues of our “Meet Our Deeps” series.

Back to All Posts
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