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1 EXECUTIVE OVERVIEW

What This Assessment Measures

The Al Control Assessment for Asset Management measures your institution’s verified ability to
own, govern, and audit the Al systems that construct portfolios, generate alpha, manage risk,
serve distribution channels, and inform investment decisions — across five governance control
dimensions and five Al infrastructure layers.

The assessment produces a 5x5 matrix of 25 specific, answerable governance questions. A
score of 1 to 4 per cell — maximum 100 total — produces a sovereignty profile revealing not
just your overall governance posture, but exactly which infrastructure-governance intersections
are exposed.

For asset managers, exposure in the Models column is not just a compliance risk. It is a
competitive intelligence risk — the proprietary investment strategies and alpha signals your
models process may be accessible to your model provider by design.

The Alpha Protection Imperative

The Models column of the matrix addresses the most urgent and most underappreciated
governance gap in asset management today. When your institution uses external Al model APls
to assist with research synthesis, portfolio analysis, risk assessment, or client communication,
the queries you submit contain something extraordinarily valuable: your investment thinking.

The portfolio positions you submit for Al-assisted analysis, the strategy parameters you use as
context, the factor exposures and alpha signals embedded in your queries — these are not just
data. They are your competitive moat. Under standard model API terms, that information is
processed in plaintext on the provider’s infrastructure, logged in the provider’s systems, and
potentially retained under terms that give the provider residual rights over those interactions.

The question is not whether external Al providers will misuse your investment strategies. The
question is whether you have the technical controls and contractual rights to prevent them from
doing so if they chose to — or if a government demand, a cyberattack on the provider, or a
corporate acquisition changed the access landscape overnight.
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2 Al ACROSS THE INVESTMENT OPERATING MODEL

The following section maps Al control exposure across your institution’s operating structure —
front office, middle office, and back office — plus the distribution channels through which your
investment products reach end investors. Each function creates specific governance obligations
that this assessment is designed to surface and measure.

FRONT OFFICE

The front office is where Al touches your most competitively sensitive functions: investment
decision-making, alpha generation, and client-facing activity. Governance failures here are
simultaneously fiduciary breaches and competitive intelligence exposures.

Portfolio Construction & Optimisation

Al-driven portfolio construction — factor exposure optimisation, constraint satisfaction, tail risk
management — is increasingly replacing or augmenting traditional quantitative methods.
Investment decisions influenced by Al systems must be explainable to regulators, auditable for
fiduciary review, and traceable to a human-accountable decision chain.

Example: A multi-asset fund uses Al to optimise factor exposures across 15 asset classes. The Al
recommends a 3% overweight to emerging market credit. When the position loses $40M during a

sovereign default event, the regulator asks: what was the Al’s reasoning? What data informed the
decision? Who approved the recommendation? Without Operational x Models governance, these

questions are unanswerable.

Primary matrix exposure: Models column, all five pillars. Operational x Models is the most
immediate gap.

Alpha Generation & Quantitative Strategies

Proprietary quantitative strategies, factor models, and alpha signals are the primary competitive
differentiation of most active asset managers. These models represent institutional IP that must
be technically protected from provider access, competitive intelligence exposure, and
unauthorised use.

Example: A systematic equity fund submits 50,000+ queries per day to an external LLM for earnings call
sentiment analysis. Each query contains ticker symbols, position context, and proprietary signal
parameters. Under standard API terms, the model provider logs every query.

Primary matrix exposure: Technical x Models (critical). Logical x Models. Contractual x
Models.
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Research Synthesis & Investment Analysis

Natural language Al is used extensively to synthesise research, analyse earnings calls, extract
insights from regulatory filings, and generate investment theses. The queries submitted to
external model APls — including ticker names, position sizes, strategy parameters, and
investment rationale — contain market-sensitive, potentially material information.

Example: An analyst queries an Al model: “Analyse the impact of a potential 25% tariff on Chinese
semiconductor imports on our $2B tech allocation, specifically our overweight position in TSMC and
underweight in Intel.” That single query contains portfolio positions, directional views, and trade rationale
— all processed in plaintext on the provider’s servers.

Trade Execution & Order Management

Al-assisted execution algorithms, smart order routing, and transaction cost analysis are
standard across the industry. MiFID Il best execution requirements and SEC obligations apply
to Al-influenced execution decisions. Every algorithmic decision must be reconstructable from
logs.

Primary matrix exposure: Operational x Models. Jurisdictional x Compute.

MIDDLE OFFICE

The middle office is where Al control intersects with your existing risk, compliance, and legal
frameworks. These functions are the natural bridge between your current cybersecurity posture
and Al-specific control requirements.

Risk Management & Factor Analysis

Al-driven risk systems — Value at Risk models, factor exposure analytics, stress testing,
liquidity risk assessment — are increasingly integrated with portfolio management workflows.
Risk models contributing to investment decisions must satisfy the same audit and explainability
standards as the investment decisions themselves.

Primary matrix exposure: Operational x Models. Technical x Compute.

Compliance Monitoring & Surveillance

Al-driven compliance surveillance — investment restriction monitoring, personal account dealing
surveillance, AML transaction monitoring — is standard in large asset managers. The Al
systems monitoring for regulatory violations must themselves be governed to the standard of
the regulations they enforce.

Primary matrix exposure: Logical x Agents. Operational x Agents. Contractual x Models.

© 2026 Institutional Al, LLC. All rights reserved.

40f7



INSTITUTIONAL Al | Al CONTROL ASSESSMENT | ASSET MANAGEMENT EDITION - PARTIAL

Legal & Regulatory

Al-assisted contract review, regulatory filing preparation, and legal research are accelerating
across asset management legal functions. When Al processes material non-public information,
privilege-protected communications, or regulatory strategy, the governance obligations are
acute.

Primary matrix exposure: Technical x Models. Jurisdictional x Models.

BACK OFFICE

Back office Al control is typically more mature than front or middle office — because these
functions have been subject to operational risk and vendor management frameworks longer.
However, the introduction of Al agents into operations workflows creates new control
requirements.

Client Reporting & Communication

Al-generated performance attribution, commentary generation, and client communications are
accelerating. SEC Marketing Rule requirements apply to Al-generated client communications.
Model hallucinations in client communications create regulatory and reputational exposure.

Primary matrix exposure: Operational x Agents. Contractual x Models.

Operations & Reconciliation

Al-driven trade settlement, NAV calculation support, corporate actions processing, and
reconciliation workflows are standard. When Al contributes to NAV errors or settlement failures,
the operational and regulatory consequences are immediate.

Primary matrix exposure: Operational x Agents. Logical x Compute.

ESG Integration & Stewardship

Al-driven ESG scoring, engagement prioritisation, and sustainability reporting are standard in
ESG-mandated strategies. ESG data processed by external Al models may contain market-
sensitive or proprietary information.
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DISTRIBUTION CHANNELS

For asset managers, Al control extends beyond your operating model into the distribution and
sales channels that deliver your investment products to end investors. Your fund data flows
through Al systems at every intermediary layer, creating governance obligations that most asset
managers have not mapped.

Channel

Advisory / Wealth

Institutional /
Consultant

Sub-Advisory /
OCIO

DC / 401(k)

Retail / Direct

Model Portfolio /
UMA

Al control Risk

Advisor-facing Al processes fund holdings,
performance data, and suitability parameters on
third-party platforms

Consultant Al ingests RFP responses, portfolio
data, and strategy details for comparative
analysis

OCIO platforms use Al to evaluate and monitor
your strategies using data you provide

Recordkeeper Al processes fund data for
participant recommendations and plan
optimisation

Robo-advisory and direct platform Al processes
fund-level and client-level data

Turnkey and UMA platforms use Al to optimise
allocations across your strategies and
competitors’

Regulatory Exposure

SEC Reg BI; DOL fiduciary;
MiFID I

ERISA; SEC fiduciary; client
DDQ

SEC/DOL fiduciary chain; data
residency

ERISA §3(38)/(21); DOL Al
guidance

SEC Marketing Rule; FINRA
suitability

SEC best interest; platform data
rights

If your fund data, strategy parameters, or performance attribution are being processed by Al
systems in distribution channels you do not control, your competitive intelligence exposure
extends beyond your own infrastructure into every intermediary relationship.
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LEGAL DISCLAIMER

This document is provided solely for informational and educational purposes. It does not constitute legal,
regulatory, investment, or other professional advice, and it does not create an attorney-client or advisory
relationship. Institutions should seek independent legal, requlatory, and technical counsel before making
decisions related to Al infrastructure, governance, or compliance.

All assessments, scores, and recommendations contained herein are illustrative and intended to support
internal discussion and strategic planning. They do not represent an official certification, audit, or requlatory
determination. Institutional Al assumes no responsibility or liability for any decisions or outcomes resulting from
reliance on this material.
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