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Confidentiality, Data Protection and Privacy Policy
updated 18th May 2023

1     General Principles.
     
1.1 The organisation, its Directors, staff and volunteers will treat all personal information, however obtained, in line with the common law duty of confidence.  In general, this means that any information about an individual given or received in confidence for one purpose may not be used for a different purpose of passed to anyone else without their explicit consent. 

1.2 The organisation will comply with all relevant legislation, and will operate in accordance with the  principles of the Data Protection Act 1998 with regard to information about individuals which should be:-
· Fairly and lawfully processed.
· Processed only for specified and lawful purposes.
· Adequate, relevant and not excessive.
· Accurate and, where necessary, kept up-to-date.
· Not kept for longer than is necessary.
· Processed in line with the rights of the individual whom the information is about.
· Kept secure against unauthorised or unlawful use and against accidental loss, or destruction or damage.
· Not transferred outside the European Economic Area unless the rights and freedom of the person are adequately protected. 

1.3 The organisation will notify the Information Commissioner, and date will be processed only within the organisation’s notification procedure, which must be kept up-to-date.

1.4 Broadly, “processing” included obtaining, disclosing, recording, holding, using, erasing or destroying personal information. 

1.5 Within their work, Directors, staff and volunteers might get or have access to personal information. They should treat all such information in the strictest confidence in accordance with this Policy. 

1.6 The organisation may use such information (in aggregated and/or statistical form where possible) to plan, deliver and improve its work.  Only those who need to know this information will have access to it. 



1.7 Every individual about whom the organisation holds personal information should be fully informed about what information is held on them and the identity of the person who controls it.  When the organisation records personal information, it should tell the individual to what uses it may be put and obtain their explicit consent for this. 

2 Safeguarding information.

2.1 Any individual has the right under the Data Protection Act 1998 with regard to personal information held by the organisation about them:
a) To take action to rectify, block, erase or destroy inaccurate information
b)  To prevent use likely to cause damage and distress
c) To prevent use for the purposes of direct marketing
d) To know the logic behind automated decision-making
e) Not to have significant decisions based solely on the results of automatic processing

2.2 Ensuring the security and accuracy of information about individuals is the responsibility of all staff and volunteers. 

2.3 The storage and disposal of all information about individuals (in whatever from) must protect confidentiality.  To prevent any unauthorised access to such information, all staff and volunteers will:-
a) Store it in secure, locked cabinets or containers
b) When received, immediately give it to the relevant person or lock it away unit they can give it to them, and
c) When disposed, permanently destroy it by shredding or other effective means.

2.4 Security measure must be in place to protect computerised information. All staff and volunteers must make sure that:
a) Only they can access records on compute about individuals, and
b) An work in progress about confidential matters is not left unattended and accessible on computer terminals

2.5 All staff and volunteers should make sure that unintentional breaches of confidence do not occur by:
a) Not leaving work in progress on confidential matters unattended
b) Sending information about individuals only to secure sources, marked confidential
c) Double-checking for accuracy any transmission of information – including all contact numbers and addresses – against a reliable source before it is sent
d) Not holding conversations or interviews about confidential matters in situations where unauthorised persons may hear them) while ensuring the safety of themselves and others). 

2.6 Where an agency or individual other than own centre Director, staff or volunteers is involved in carrying out the organisation’s functions, they must confirm that they will act in accordance with this policy. 

3 Access to information about individuals. 

3.1 Unless the law directs otherwise, only the individual concerned and appropriate staff will have access to information that:
a) Is about the individual, or
b) Might enable the individual to be identified or appear to be identified.

3.2    Such information will only be revealed to someone else if:
a) The individual gives their explicit and informed consent (preferably written) to this for a particular purpose, or
b) On a “need to know” basis if the use of the information anonymised where possible) can be justified for use in helping to deliver, plan and manage services effectively, or
c) The information is required by statue of court order, or
d) It can be justified for other reasons (usually for the protection of the public).

3.3  Only in exceptional circumstances, and where reasonable, with the organisation reveal information without the individual’s consent.  In such circumstances, the Chief Executive will be the only person with authority to reveal such information.  

3.4 If there is any doubt about a person’s right to access to information about an individual, this should be checked with the Chief Executive, who will get advice as appropriate.  Similarly, if there is any doubt about a person’s identity, this should be confirmed beyond doubt before they get access to any such records or information. 

3.5 The organisation will communicate nothing to any other body or person without the individual concerned having clearly approved this.

4 Keeping individuals informed.

4.1   When the organisation holds personal information about an individual it will seek to ensure, so far as practicable, that the individual has, is provide with, or has made readily available to them:
a) A description of what information is held about them and its sources(s)
b) A description of the purpose(s) for which the information is intended to be used
c) The identity of the person responsible for the information
d) The identity of any other person nominated as their representative
e) A description of those to whole the information will or may be disclosed
f) Any further information which is necessary, given the specific circumstances, to enable use of the information to be fair
g) Notification of this Policy and how to get access to it.

4.2    This should be:-
a) Done, where possible, before the individual is asked to give information
b) Presented in forms understandable to the individual, and 
c) Where appropriate, available for the general purposes as well as for individuals

4.3   All information relating to an individual will be made available to them promptly on request, and in any case within 40 days.  A fee may be charged within the statutory limits. 

5 Non-Executive Directors and confidentiality. 

5.1 For the normal execution of their duties, non-executive Directors do not need to know information about individuals and should not seek it.  If individuals willingly reveal such information during discussions, non-executive Directors should receive this in the strictest confidence.   They should not after that, without clear legal advice to the contrary, use this information without the explicit consent of the individual concerned. 
 
5.2 Non-executive Directors will not be given access to information that identifies any individual without their explicit and informed consent.  In only very exceptional circumstances, the Chief Executive may reveal information without the individual’s consent to the Chair on a “need to know” basis.  This will only occur after the Chief Executive has obtained appropriate advice (which is likely to include legal advice).   This action will normally occur only when the Chair needs: 
a) To consider a breach of the individual’s confidentiality without their consent, or
b) To consider the withdrawal of services from an individual, or
c) To investigate a complaint against a non-executive Director, employee or volunteer, or  
d) To investigate an allegation by an employee relating to the organisation’s functions that someone has abused or threatened them and/or someone else.

5.3 Non-executive Directors may be given anonymised information about people – in aggregated and/or statistical form where possible – where they need this to fulfill their duties.  It should not be possible to identity any individual for this. 

5.4 Non-executive Directors will not act in any way to undermine the undertakings made by staff or volunteers for the confidentiality of personal information.

6 Policy implementation and review.

6.1 The Chief Executive is responsible for ensuring that this Policy is carried out.  Every designated manager is responsible for its implementation in their own service and with their own staff, wherever appropriate.
6.2  Any responsibilities of the Chair and Chief Executive described in this Policy shall, in their absence, be undertaken when necessary by the Vice-Chair and deputy respectively. 
6.3  At least once a year the Board will review this Policy and compliance with it.     


7 Privacy Policy:-


  This privacy policy has been compiled to better serve those concerned with how their ‘Personally identifiable information’ (PII) is being used online. PII, as used in UK privacy law and information security, is information that can be used on its own or with other information to identify, contact, or locate a single person, or to identify an individual in context. Please read our privacy policy carefully to get clear understanding of how we collect, use, protect or otherwise handle Personally Identifiable Information in accordance with our website.
​
What personal information do we collect from the people that visit our blog, website or app?
When ordering or registering on our site, as appropriate, you may be asked to enter your name, email address, mailing address, phone number, credit card information or other details to help you with your experience.
​
When do we collect information?
We collect information from you when you place an order, subscribe to a newsletter, fill out a form or enter information on our site.
​
How do we use your information? 
We may use the information we collect from you when you register, make a purchase, sign up for our newsletter, respond to a survey or marketing communication, surf the website, or use certain other site features in the following ways:
· To administer a contest, promotion, survey or another site feature.
· To quickly process your transactions.
· To follow up with them after correspondence (live chat, email or phone inquiries)
​
​How do we protect visitor information?
Our website is scanned on a regular basis for security holes and known vulnerabilities in order to make your visit to our site as safe as possible.
​
Do we use ‘cookies’?
Yes. Cookies are small files that a site or its service provider transfers to your computer’s hard drive through your Web browser (if you allow) that enables the site’s or service provider’s systems to recognize your browser and capture and remember certain information. For instance, we use cookies to help us remember and process the items in your shopping cart. They are also used to help us understand your preferences based on previous or current site activity, which enables us to provide you with improved services. We also use cookies to help us compile aggregate data about site traffic and site interaction so that we can offer better site experiences and tools in the future.
​

We use cookies to:
· Help remember and process the items in the shopping cart.
· Understand and save user’s preferences for future visits.
You can choose to have your computer warn you each time a cookie is being sent, or you can choose to turn off all cookies. You do this through your browser (like Internet Explorer) settings. Each browser is a little different, so look at your browser’s Help menu to learn the correct way to modify your cookies.
If you disable cookies off, some features will be disabled It won’t affect the user’s experience that make your site experience more efficient and some of our services will not function properly. However, you can still place orders.
​
Third-party disclosure
We do not sell, trade, or otherwise transfer to outside parties your personally identifiable information unless we provide users with advance notice. This does not include website hosting partners and other parties who assist us in operating our website, conducting our business, or serving our users, so long as the parties agree to keep this information confidential. We may release information when such release is appropriate to comply with the law, enforce our site policies, or protect ours or others’ rights, property or safety.
However, non-personally identifiable visitor information may be provided to other parties for marketing, advertising, or other uses.
​
Third-party links
We do not include or offer third-party products or services on our website.
​

Google
Google’s advertising requirements can be summed up by Google’s Advertising Principles. They are put in place to provide a positive experience for users.  Google, as a third-party vendor, uses cookies to serve ads on our site. Google’s use of the DART cookie enables it to serve ads to our users based on previous visits to our site and other sites on the Internet. Users may opt-out of the use of the DART cookie by visiting the Google Ad and Content Network privacy policy.
​
We have implemented the following:
· Demographics and Interests Reporting
We along with third-party vendors, such as Google use first-party cookies (such as the Google Analytics cookies) and third-party cookies (such as the DoubleClick cookie) or other third-party identifiers together to compile data regarding user interactions with ad impressions and other ad service functions as they relate to our website.
​
Opting out:
Users can set preferences for how Google advertises to you using the Google Ad Settings page. Alternatively, you can opt out by visiting the Network Advertising initiative opt out page or permanently using the Google Analytics Opt Out Browser add on.



Opt IN from 24th May 2018  
Change in Data Security Law (UK) require only an Opt In method for users.  We Implement it forthwith. 

​How does our site handle do not track signals?
We honour do not track signals and do not track, plant cookies, or use advertising when a Do Not Track (DNT) browser mechanism is in place.
​
Does our site allow third-party behavioral tracking?
It’s also important to note that we do not allow third-party behavioral tracking.
​
COPPA (Children Online Privacy Protection Act)
When it comes to the collection of personal information from children under 13, the UK is working on an appropriate Act. (UK Council for Child Internet Safety (UKCCIS) say New technologies inspire children to be creative, communicate and learn. However, while the internet is a great resource, it is important that children and young people are protected from the risks they may encounter.) Note the UK Council for Child Internet Safety (UKCCIS) group has more than 200 organisations drawn from across government, industry, law, academia and charity sectors that work in partnership to help keep children safe online. At this time in awaiting a UK equivalent to the COPPA we adopt that procedure:-
Children’s Online Privacy Protection Act (COPPA) puts parents in control. The Federal Trade Commission, their nation’s consumer protection agency, enforces COPPA Rule, which spells out what operators of websites and online services must do to protect all children’s privacy and safety online. We do NOT specifically market to children under 13.
​
Fair Information Practices
Fair Information Practices are a set of principles and practices that describe how an information-based society may approach information handling, storage, management, and flows with a view toward maintaining fairness, privacy, and security in a rapidly evolving global technology environment.  . At this time, in awaiting a UK equivalent, we adopt the United States procedure which sets out what will take place if Data Breach occurs:- We will take the following responsive action, should a data breach occur:
We will notify the users via email within 7 business days
We also agree to the Individual Redress Principle, which requires that individuals have a right to pursue legally enforceable rights against data collectors and processors who fail to adhere to the law. 

We collect your email address in order to:
· Send information; respond to inquiries, and/or other requests or questions.
· Process orders and to send information and updates pertaining to orders.
· We may also send you additional information related to your product and/or service.
· Market to our mailing list or continue to send emails to our clients after the original transaction has occurred.
· ​
To be in accordance with CANSPAM we agree to the following:
· NOT use false or misleading subjects or email addresses.
· Identify the message as an advertisement in some reasonable way.
· Include the physical address of our business or site headquarters.
· Monitor third-party email marketing services for compliance, if one is used.
· Honour opt-out/unsubscribe requests quickly.
· Allow users to unsubscribe by using the link at the bottom of each email.
​
If at any time you would like to unsubscribe from receiving future emails, you can email us from the contact information shared below or…
· Follow the instructions at the bottom of each email. and we will promptly remove you from ALL correspondence.
​

[bookmark: _GoBack]Contacting Us
If there are any questions regarding this privacy policy you may contact us using the information below.

Professional Skills Academy – telephone 0161 915 1126


WEBSITE our information and contact details can be found at:-  

http://professionalskills.academy.co.uk

Registered Company Number 09316752
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