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CNO FLTCYBERCOM Direction

0 Establish Fleet Cyber Command to serve as
the NCC to USCYBERCOM
0O Delineate FLTCYBERCOM'’s:

- Mission, Roles and Responsibilities

- Command and Control, Reporting and
support relationships across Navy and
with USCYBERCOM

- Initial manpower, facilities, and resource
requirements.

—

Mission Statement

FLTCYBERCOM directs cyberspace operations, to deter
and defeat aggression, ensure freedom of action and
achieve military objectives in and through cyberspace.
FLTCYBERCOM organizes and directs Navy cryptologic
operations worldwide and integrates Information
Operations and Space planning and operations as
directed.




Missions and LOOs

= Mission
» Central operational authority for networks, cryptology/SIGINT, 1O,
cyber, EW and space in support of forces afloat and ashore
» Navy Component Commander to USCYBERCOM
» Service Cryptologic Component Commander

= Lines of Operation

» Assuring Navy’s ability to Command and Control its operational forces
In any environment

» Achieve and sustain the ability to navigate and maneuver freely in
cyberspace and the RF spectrum

» On command, and in coordination with Joint and Navy commanders,
conduct operations to achieve effects in and through cyberspace
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Driving Change In Cyberspace

= |f we don’t have assured C2 nothing else matters, but offensive cyber

usually seen as the priority
» The global domain and C2 relationships
= Definition and understanding of the battle space
» Implementing Inspections and assessments
= Cyber culture and training is not operationally focused
= Fragility of the infrastructure
= Resource and leadership efforts are divided

= Delivering decision quality information to commanders

= [ntegration of effects



Situation

* Challenge - Position the Navy to lead in Dynamic Cyber Operations &
build the right Capability and Capacity to function as a Force Multiplier

= Summary
» The network is not viewed or utilized as a
weapons system
» No composite situation awareness
» Limited tool sets for operations
» Static/reactive vs. Dynamic/Proactive
» Continued sole reliance on Kinetic
Capability and Capacity put us on the
wrong side of the economic equation

= Decision Space
» How do we achieve operationalization of Cyberspace (Dynamic Net
Operations and Defense) in the near term?
» How should we use Cyberspace for Net Exploitation to support Dynamic
» Defense and Development of Non Kinetic effects?
» What are the appropriate investments, investment strategy, and priorities to
to support our vision in this domain?



http://upload.wikimedia.org/wikipedia/commons/4/4c/Navy-Radome.jpg

Warfighting Challeng.

Move from reactive to predictive
» Operate and defend our networks to assure C2

Effects based offensive cyber requirements

» Non-Kinetic Effects Folder development based on COCOM
demand

Confidence factors for planning
> Metrics: P, and CEP for cyber operations
» Impact of outside influences
» Second- and third-order effects
Difficulty and fragility of cyber targeting
» You need Intel, Access, & Capability
Integration of all assets to achieve effects
> EW, IO, Space

TR
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Collective Challenges

= Supply Chain Awareness
» Who supplies us with the pieces to the puzzle?

= Network Complexity
> “Knowing” our Networks vs. “Defending” them

= Vigilant testing of our Network vulnerabilities
» “Eyes wide open”
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