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Vehicle History Report Scam: If you advertise a used car for sale online, you must exercise caution 
when fielding responses from potential buyers.  
 

How the scam works 
You receive a call or text message from someone posing as an interested buyer asking to see the car’s 
history report.  The caller informs you that the report can be obtained online for a small fee (e.g., $20) 
and directs you to the website. You access the site, enter the information about the car that you’re 
selling, and charge the fee to your credit card account.  Once you receive the report, you send it to the 
buyer as instructed and expect to soon be contacted to make arrangements for a test drive.  To your 
surprise, there is no further communication from the buyer. 
 

What is really happening? 
When you go to the site to obtain the report, you are automatically redirected to a site ending in “.vin.”   
Nothing appears to be amiss because you believe the “.vin” in the address stands for VIN (vehicle 
identification number).  This is not the case, however, as .vin is a domain name, similar to .com, .net, or 
.org, that is intended for websites related to wine.  (Recall that vin is the French word for wine.)  But 
nothing prevents someone from using .vin as a domain name for a site that is not associated with wine.   
 

This is all a ploy to obtain your personal information.  When you pay the fee to obtain the vehicle’s history 
report, the scammer has your credit card number and other personal information.  As a result, you will 
likely be the victim of identity theft.  The “buyer” for your car will either use your personal information to 
charge fraudulent purchases to your account or will sell the information to other scammers who, in turn, 
will charge illicit purchases to your account. 
 

How to protect yourself from being a victim 
 Be cautious when selling an automobile online, and be especially vigilant if you’re directed to a site 

ending in “.vin.”   

 It’s understandable that you’d be excited about the prospect of selling your car.  But don’t be  
   careless about how you conduct the transaction. 

 If a potential buyer asks you to provide the history report for a car that you’re selling, go to the  
   Federal Trade Commission’s website at ftc.gov/usedcars.  Once there, you will have the option of   
   choosing from several secure sites from which the report can be obtained without compromising your  
   personal information.                                                                                                        (Resource: FTC) 

___________________________________________________________________________________________ 

 
Spoofed calls from the Social Security Administration (SSA): 
You receive a call from someone claiming to represent the SSA. Your caller ID shows that the call 
originated from 1-800-772-1213, which is the SSA’s telephone number. The caller tells you that you’re 
entitled to an increase in benefits and that your SSN is needed in order to process the increase.  You 
may be threatened with a stoppage of your benefits if you don’t provide the information.  
 

As you might imagine, the caller does not represent the SSA and has spoofed the SSA’s telephone 
number in an attempt to obtain your information. 
 

How to protect yourself from being a victim 

 If you receive such a call, immediately hang up the phone.  The SSA will not call and ask for your 
personal information. They will not offer to increase your benefits in exchange for information and will 
not threaten you if you don’t provide it. Keep in mind that your SSN is already on file with the SSA. 

 If you have any doubts about the caller, hang up and call the SSA at 1-800-772-1213. You will then 
know for sure with whom you are speaking. 

 If you receive a call from someone claiming to be from the SSA who requests personal information, 
report it to the OIG at 1-800-269-0271 or https://oig.ssa.gov/report or to the FTC at ftc.gov/complaint.                                                                                                                                                         
                                                                                                                                         (Resource: FTC) 

https://oig.ssa.gov/report
http://www.ftc.gov/complaint

