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Scam Alerts Reported By The FTC During 4Q 2018 
 

1. Social Security scams: Victims receive a call from someone claiming to be from the SSA      
     and are told their SSN was suspended because it was associated with criminal activity.  
     Victims are asked to confirm their SSN in order to reactivate it and are instructed to send  
     money to cover the reactivation cost. 

2. Netflix phishing scam: Victims receive an email stating their Netflix account is on hold 
because the company is having trouble with their billing information. Victims are instructed to 
click on a link to update the information. Once victims provide the requested information, 
scammers install ransomware or malware on their computer and steal their identity. 

3. Sending cash in the mail: This scam targets senior citizens by playing on their emotions.  
Victims are convinced to send money to scammers posing as a family member or friend in 
trouble.  An example of this is the “grandparent scam.” 

4. Spear phishing: Victims receive a call stating that someone has been using their debit card 
and are asked to confirm their personal information so the unauthorized use of the card can 
be stopped. Once the information is provided, the scammer steals the victim’s identity. 

5. Spoofed SSA calls:  Victims receive a call from someone claiming to be from the SSA.  The 
caller ID shows that the call originated from the SSA’s toll-free number (1-800-772-1213).  
Victims are told they are eligible for a larger benefit and that a confirmation of their SSN is 
needed to process the increase.  The caller threatens victims with a stoppage of benefits if 
they don’t provide the requested information.  In a variation of this scam, victims are told they 
were called because the SSA’s computers are down and their personal information was lost.  

6. Rental listing scams: These scams are prevalent after weather catastrophes such as 
hurricanes and floods.  Scammers advertise property rentals that don’t exist and entice 
potential renters into sending money for a security deposit, application fee, or first month’s 
rent.  

7. Charity scams: Benefactors unknowingly make donations to sham charities such as those 
that claim to help injured military personnel, victims of natural disasters, and neglected or 
abandoned pets. In a desire to help others, victims fail to check out the charities before they 
send their contributions.  

8. Vehicle history report scam: People who are selling their cars online are contacted by a 
prospective buyer and asked for a vehicle history report. The seller is directed to a specific 
website to obtain the report. The seller pays a fee for the report and sends it to the buyer as 
instructed.  There is no further contact from the buyer, and the seller is unable to retrieve the 
money.   

9. Gift card scam: Scammers posing as IRS or utility company agents call victims and request 
payment for back taxes or past due utility bills. Victims are threatened with arrest if they fail 
to comply.  They are told to purchase a gift card and provide the “agent” with the code on the 
back of the card. Once the scammer has the code, the money is gone and cannot be traced.                

                                                                                                                                        
                                                                                                                                                                               (Resource: FTC) 
 

Abbreviations 
• FTC: Federal Trade Commission 
• IRS: Internal Revenue Service 
• SSA: Social Security Administration 
• SSN: Social Security Number 


