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Business Imposters: Criminals have devised a new strategy for fraudulently inducing 

victims to reveal their personal information.  The scam is typically carried out on the 

telephone but can also be conducted electronically by email or text message.  The practice is 

known as “phishing” if conducted by email and as “smishing” if conducted by text message.   

 

How it works:  You receive a telephone call from someone claiming to represent a reputable 

online shopping website such as Amazon.  The caller tells you that a recent purchase from 

Amazon was charged to your credit card.  You’re told the purchase was for an expensive 

item and that you’re being contacted to confirm that the transaction was made by you.  When 

you inform the caller that you were not the buyer, you’re instructed to call Amazon “Support” 

to receive a credit and are given a number to call.  When you call the number, the “Support” 

person apologizes for the inconvenience and tells you that Amazon will credit your account.  

You’re asked for your Amazon login credentials and credit card information in order to 

process the credit.  WARNING: Once you provide the requested information, your identity 

has been compromised and you will suffer a financial loss.  The call from Amazon to confirm 

the purchase was a ploy to obtain your personal information. In fact, nothing was purchased 

and charged to your account.   

 

What you should do if you receive such a call or electronic message 

• Hang up the phone. Do not engage the caller in a conversation.  If you were contacted by 

email or text, delete the message.  Do not click on any links. 

• Do not call the “Support” number you’re given to receive a credit.  The “Support” person is 

a participant in the scam.  Victims of this scam have told authorities they were anxious to 

have their accounts credited and didn’t think twice about providing the personal 

information that was asked of them.  

• Report the incident to the business the scammer claimed to represent.  When you contact 

the business, be sure to use the phone number or email address obtained from a recent 

statement or from the company’s website.  This is information you can be certain is 

legitimate.  WARNING: Do not use the contact information provided by someone else.    

• For your peace of mind, you can confirm at the time you report the incident to the 

business that no unauthorized purchases were charged to your account. 

• If a charge appears on your credit card statement that you don’t recognize, file a dispute 

with the credit card company. 

• If you are a victim of this scam and gave information to a business imposter, file a report 

with your local police department.                                                             

• Report the incident to the FTC at https://www.ftccomplaintassistant.gov. 
                                                                                                                        [Resource: FTC] 
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