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Romance Scams  

The FTC received 21,000 reports of romance scams in 2018.  This is more than any other 
consumer fraud reported to the agency.  These scams primarily target individuals aged 40 to 69 
and cost victims $143 million in 2018.  The average loss per victim for that year was $6,800.  
The incidence of dating and courtship scams is rising very rapidly. 
 

In these scams, victims who are lonely and seeking companionship, meet scammers posing as 
possible partners through online dating sites.  The scammers create fake online profiles with 
counterfeit photos.  They lavish their targets with attention, warmth, and ego-boosting 
compliments and gradually gain a victim’s trust over time. The scammers then start asking for 
money. They claim the money is needed for a medical emergency, a sudden financial collapse, 
or to cover the cost of visiting their victims. Scammers instruct their targets to send payment by 
wire transfer or gift card to prevent the transactions from being traced.   

 

How to avoid being a victim 

 Never send money or anything of value to someone you haven’t met in person. 

 Be patient and ask lots of questions of anyone you meet online.  Always watch for 
inconsistencies in the individual’s responses. 

 Check the individual’s photo, using your browser search engine’s “search by image” feature 
(e.g., images.google.com).  Be skeptical of anyone whose photo shows up with a different 
name(s). 

 Discuss the individual in whom you have an interest with friends and family members.  Listen 
to their feedback and pay attention to their concerns. 

 If you sense that someone with whom you have been exchanging information is trying to 
scam you, cease all communication immediately.  You don’t owe the individual an 
explanation for ending the “relationship.” 

 If you are a victim or sense that you’re about to become one, report the incident to the FTC 
at ftc.gov/complaint and to the dating site on which you met the individual.        (Resource: FTC) 

 

   SMS Credit Card / ATM Skimmer   
A new type of skimming device is being affixed to fuel pumps and ATM’s. The device transmits 
stolen card information to a criminal’s cell phone wirelessly by text message.  Criminals, 
therefore, don’t have to return to the fuel pump or ATM to retrieve the information as they were 
required to do with the previous card reader.  They can obtain the card information wherever 
mobile phone service is available.   
 

Thoughts to keep in mind  

 Newer and more secure fuel pumps have recently been developed.  Though no skimming 
incidents have been reported with the new pumps to date, it’s too early to claim that they 
prevent fraudulent skimming devices from reading card information.   

 The newer pump features a horizontal slot for the card and a raised metallic keypad, 
whereas the older pump has a vertical slot for the card and a depressed metallic keypad. 

 You should avoid using a debit card to pay for fuel at a gas pump.  Illegal skimmers can read 
your debit card information and PIN, thereby enabling criminals to withdraw money from your 
account at an ATM.                                                                                           (Resource: SecurityBoulevard) 

 

Abbreviations 
                                         • SMS: Short Message Service        • ATM: Automated Teller Machine 
                                         • FTC: Federal Trade Commission   • PIN: Personal Identification Number     

 


