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Call-Forwarding Scam: You receive a telephone call or voice mail message informing you that you won 
a prize or a family member is seriously ill.  You’re instructed to call another number for further details 
about collecting your prize or your family member’s health.  You’re told to prefix that number with *72.  
 

How the scam works: By dialing *72 and the number, you are programming your telephone to forward 
your calls to the scammer’s phone.  The scammer passes out your number to others, thereby enabling 
them to place calls to him via your telephone.  You will be billed for those calls.  If the scammer’s number 
is outside your local calling area, you will incur the long-distance charges.  You won’t realize that you were 
victimized until you receive your phone bill.      
 

How to avoid being a victim:  
• If you receive a call in which the caller asks you to call another number, immediately hang up the  
  phone.  You did not win a prize. You can confirm a supposedly-ill family member’s state of health by  
  contacting a relative or friend.   
• Do not forward calls from your phone to a number that you don’t recognize. 
• Carefully check your phone bill each month for unusual or unauthorized charges.   
• If your phone routinely rings only once or doesn’t ring at all, this may be a sign that calls to your line  
  have been forwarded to another number. 
• To de-activate call-forwarding from your phone, dial *73 and wait for the confirmation tone or message.                                                                                                                                         
                                                                                                                                 (Resources: Xfinity and Verizon) 

 

Contaminated Water Scam: Two individuals show up at your door and inform you that there’s a 
salmonella alert in the area.  They tell you they were sent to test your water supply to see if it’s safe to 
drink.  Though the story seems plausible, it is an attempt by criminals to gain entry into your house to 
steal something.   
 

How it works: After entering your house, one of the individuals engages you in a conversation while the 
other searches for cash, jewelry, and other valuables. Sometimes only one individual shows up at the 
door.  Once inside, he tells you he has to test the water in another part of the house, or he may ask you to 
run the water in the kitchen or bathroom so he can test it.  These are attempts to distract you so that he 
can look for valuables.    
 

How to avoid being a victim: 
• Keep the door locked, and don’t allow anyone you don’t know to enter your house. 
• Municipalities will schedule an appointment ahead of time before sending someone to your residence to  
  test the water. Unannounced visits are scams. 
• Ask to see the individual’s identification as an employee or agent of the municipality.   
• The vehicle the individual is driving should be appropriately identified as a municipal vehicle or one  
  representing the company contracted to test the water. 
• If you have concerns about the individual’s credentials or wish to confirm the need to test the water,  
  contact the Public Works Department.  Use the telephone number you know to be correct, not the  
  number the individual gives you. 
• If the credentials or the need for the test cannot be confirmed, contact the police department. 
                  .                                                                                                                                                                   (Resource: scambusters.org) 

 

One-Ring Robocall Scam: If you receive a Robocall that appears to originate from area code 222 or 232 
and the caller hangs up after one ring, do not call back.  (These are area codes for the African nations of 
Mauritania and Sierra Leone, respectively.)  If your curiosity causes you to return the call, you will be 
connected to a 900 number for which the per-minute charges are very costly.  The bulk of the money 
collected for these calls goes to the scammers.  If these charges appear on your phone bill, contact the 
telephone company to try and have them removed.  You should also file a complaint with the Federal 
Communications Commission.                                                                                                     (Resource: FCC) 


