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Package Delivery Scam:  Package deliveries are on the rise due in part to the prevalence of 
online shopping.  This presents scammers with opportunities to dupe victims into sharing personal 
information. 
 

How the scam works: You receive a call from an individual claiming to be your mail carrier or an 
agent from a parcel delivery service saying they were unable to deliver a package to your 
residence.  If you say that you didn’t order anything for delivery, the caller tells you the package is 
a gift from a friend or relative. You’re told that in order to reschedule the delivery, some information 
needs to be verified.  Because of the caller’s friendly, professional demeanor, you may not spot 
this as a scam and willingly furnish the requested personal information.  
 

Instead of a telephone call, you may receive an email message about an undeliverable package.  
The message contains an “official” looking logo and appears to be legitimate.  You’re instructed to 
click on a link in the message to track the status of the package.  By clicking on the link, you’re 
enabling malware to be installed on your computer.  The malware permits scammers to access 
your personal information (e.g., bank account numbers, credit card numbers, SSN) and makes you 
vulnerable to identity theft.  
 

How to avoid being a victim: 

 Keep track of all online purchases and expected delivery dates. Tracking numbers enable 
you to know when a package is scheduled to arrive. Having this information available will 
make it difficult for a scammer to fool you with a fake package delivery.  

 If you have questions about a package you’re expecting, you should contact the post office 
or parcel delivery service directly.  Do not reply to phone calls or email messages.   

 Do not click on any links in unsolicited emails.  You may unknowingly allow malware to be 
installed on your computer if you do.   

 Never give out your personal information to anyone you don’t know. 
                                                                                              [Resource: Better Business Bureau] 

______________________________________________________________________________________________ 
 
Worshipers Gift Card Scam: Scammers pretending to be a pastor, rabbi, priest, imam, or bishop 
solicit worshipers for gift card contributions for a worthy cause.  They contact victims by email, 
telephone, or text message.  Emails may contain the name of a local pastor and appear to 
originate from a legitimate church email address.  The messages may begin with just “Hi” without a 
recipient’s name and usually contain spelling and grammatical errors. 
 

Victims are asked to buy a gift card (e.g., iTunes, Amazon, Google Play) and provide the 
scammers with the gift card number and PIN.  Once the scammers have that information, they’re 
able to access the money that was loaded onto the card.  The money is then gone and cannot be 
retrieved or traced. 
 

Keep in mind that clergypersons do not solicit contributions from worshipers by asking them to buy 
gift cards and furnish the card information.  If you receive such a request, it is likely a scam.  You 
can confirm if a solicitation is legitimate by contacting the charitable organization directly. 
 

If you’re a victim of such a scam, report it to the company issuing the gift card.  You should also file 
a report with the Federal Trade Commission (ftc.gov/complaint).   These reports help launch 
investigations by law enforcement agencies and stop fraudsters from stealing money from 
unsuspecting victims.                                                                      [Resource: Federal Trade Commission]   


