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Letter from the CSO

I've been doing this cybersecurity thing for a long time, over thirty years. As a student of the game,
I've watched closely the community’s incremental improvements to our notions of cyber defense.
Recently though, | began to question whether or not our general momentum was moving in the right
direction. We keep taking the next tactical step in our journey with never a thought about what we are

trying to accomplish strategically. It occurred to me that we needed a first principle review.

The idea of first principles has been around since the Greek age of sophistry. Aristotle spoke about the
concept some 300 years B.C.E.: "In every systematic inquiry where there are first principles, or causes,

or elements, [...] science result[s] from acquiring knowledge of these.”

What this project attempts to do is to throw a little aristotelian logic at the cybersecurity community
and determine the four strategic pillars that we all should be pursuing. After 18 months of thinking,
writing, and broadcasting on the subject, we have amassed quite a collection of some fundamental
re-thinking about the cybersecurity space. I'm very proud of it. There is something to learn for
everybody here from the newbie cybersecurity SOC analyst all the way to senior security

leaders and business executives.

Enjoy!

|
‘é’h Chief Security Officer

CWDIo

CyberWire Pro gets people up to
speed on cyber quickly and keeps
them a step ahead when the cyber
threat landscape is evolving rapidly.

CSO Perspectives, our flagship CyberWire Pro podcast,

helps you manage the ideas, strategies, and technologies

that security teams wrestle with on a daily basis. Use this resource
as your companion guide to the “First Principles of Cybersecurity”
project, a set of CSO Perspectives podcast episodes, discussions,
and essays that will help you reduce the probability

of material impact to your organization due to a cyber event.
Situational awareness, continuing education, and professional
development are the cornerstones of what we provide.

With 20.5 total CPE credits, this guide will help your team

maintain their edge in an ever-changing world.

SubscribetoPro —
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Episode #6 of the CSO Perspectives Podcast

® First principles are the best way to build anything. In this introduction

cy be rse c u r I ty session for cybersecurity first principles, Rick Howard reveals the

power of first principle thinking and how it can help you manage
o o @ the ideas, strategies and technologies that security teams wrestle

F I rst P r I n c I p I es with on a daily basis. From Aristotle to Musk, first principles have enabled
every great development in technology and society. With first principles
thinking, you can prevent security fires instead of fighting them,

You will learn about: first principles analysis how first principles efficiently reduce your technical debt, and launch your security program

p to the next level.
can enhance cybersecurlty programs

Free Preview Clip

“Reduce the probability of material impact AVAICABLEIEDRIEEOESEEERRE

to your organization due to a cyber event.” o g
Lesson Essay -

— RICK HOWARD, CSO Podcast Transcript I
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https://playlist.megaphone.fm/?e=CYBW8478615804
https://thecyberwire.com/podcasts/cso-perspectives/6/notes
https://thecyberwire.com/stories/36065117662b4e6ebf0d350163283fc6/cybersecurity-first-principles
https://thecyberwire.com/podcasts/cso-perspectives/6/transcript

Selected Reading

Elon Musk’s first principles Elon Musk: Tesla, SpaceX,
Aristotle’s thinking: Does this learning and the Quest for a GGG#154: =Ashlee Vance The First Principles Method
First Principles style work? Fantastic Future Foundation 20 // Elon Musk The Geek’s Guide to Explained by Elon Musk
Terrence Irwin Slate Magazine Ashlee Vance Kevin Rose the Galaxy Podcast Interview by Kevin Rose

Published April 5th 1990 11 February 2015 published by Ecco, May 19th 2015 7 September 2012 2 June 2015 4 December 2013
by OUP Oxford

+

Principles of Philosophy

The Phoenix Project:

A Novel About IT,
DevOps, and Helping Your
Business Win

(Principia Philosophiae):
Principia Mathematica, Vol 1 Principia Mathematica’ With A Special Introduction
Bertrand Russell & Alfred North Celebrates 100 Years (With Active Table of
Whitehead Robert Siegel Contents)

Russell’s Paradox
Stanford Encyclopedia
of Philosophy

Materiality in a nutshell
By Datamaran

Merchant Books, 1903 NPR, 22 December 2010 by René Descartes, John Veitch 8 December 1995, by Gene Kim, Kevin Behr, George
(Introduction) Published September revised 9 October 2016 Spafford, Published by IT Revolution
13th 2011, ASIN: BOOSNOLY5C Press, 10 January 2013

The Cybersecurity Canon
Palo Alto Networks

30 April 2020
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https://www.goodreads.com/book/show/1127022.Aristotle_s_First_Principles?ac=1
https://slate.com/human-interest/2015/02/elon-musk-s-first-principles-thinking-does-this-learning-style-work.html
https://www.goodreads.com/book/show/25541028-elon-musk?ac=1
https://www.youtube.com/watch?v=L-s_3b5fRd8
https://geeksguideshow.com/2015/06/02/ggg154-ashlee-vance/
https://www.datamaran.com/materiality-definition/
https://www.goodreads.com/book/show/6482515-principia-mathematica-vol-1?ac=1
https://www.npr.org/2010/12/22/132265870/Principia-Mathematica-Celebrates-100-Years
https://www.goodreads.com/book/show/24562309-principles-of-philosophy-principia-philosophiae?ac=1
https://plato.stanford.edu/entries/russell-paradox/
https://www.youtube.com/watch?v=NV3sBlRgzTI
https://icdt.osu.edu/cybercanon
https://www.goodreads.com/book/show/17255186-the-phoenix-project?ac=1&from_search=true&qid=OA6QvUdjya&rank=1
https://thecyberwire.com/podcasts/cso-perspectives/6/notes

Zero Trust

You will learn about: zero trust in practice | using your existing tools
and technologies to implement zero trust

“You most likely already have the technical tools
deployed in your networks that will allow you to get
a long way down the path of the zero trust journey
right now.”

— RICK HOWARD, CSO

Episode #7 of the CSO Perspectives Podcast

The first brick on our infosec wall is zero trust. But can we actually achieve
zero trust? Less a destination, zero trust is a philosophy, a strategy, and a
way of thinking about the security of networked systems. In this session,
Rick identifies the core tenets of zero trust, how zero trust will improve
your security baseline, and how to leverage your existing technology to

incorporate zero trust strategies.

(>) Free Preview Clip

AVAILABLE FOR PRO SUBSCRIBERS
@  Podcast Episode —
<) Lesson Essay -
=] Podcast Transcript -
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https://playlist.megaphone.fm/?e=CYBW6005852747
https://thecyberwire.com/podcasts/cso-perspectives/7/notes
https://thecyberwire.com/stories/e6a2bf6a21c64fe184649f7b57297b03/cybersecurity-first-principles-zero-trust
https://thecyberwire.com/podcasts/cso-perspectives/7/transcript

Selected Reading

7% of All Amazon S3
Servers Are Exposed,
Explaining Recent
Surge of Data Leaks
Catalin Cimpanu Andy Ellis

9 Years After:

to Zero Trust

Bleeping Computer,
25 September 2017

Google rolls out
BeyondCorp for secure
remote network access
without a VPN

Chris O'Brien

Amazon to update S3
bucket security
Marc Laliberte

20 April 2020

What is Zero Trust?
A model for more
effective security

The BeyondCorp Story Mary Pratt

BeyondCorp CSO, 16 January 2018

CWDIO

From Operation Aurora

Dark Reading, 20 February 2019

How data breaches forced

WatchGuard Technologies, HELPNET
Security, 23 September 2019

Build Security Into Your
Network’s DNA: The Zero Cybersecurity first
Trust Network Architecture principles

John Kindervag Rick Howard

Forrester, 5 November 2010 The CyberWire, 11 May 2020

No More Chewy Centers:
Introducing The Zero
Trust Model Of Trust Architecture
Information Security Alper Kerman, Oliver Borchert,
John Kindervag Scott Rose

Implementing a Zero

Forrester, 14 September 2010 from the National Cybersecurity
Center of Excellence National Institute
of Standards and Technology, and
Eileen Division, Allen Tan, from the

The MITRE Corporation, March 2020

Your security stack is
moving: SASE is coming
Rick Howard

CyberWire Pro, March 2020

Officials alert foreign

Google enters zero-trust
market with BeyondCorp
Remote Access offering
Lucian Constantin

services that Snowden
has documents on their
cooperation with US
Ellen Nakashima

Washington Post, 24 October 2013 CSO, 20 April 2020

Statement of Dr. Vinton G.
Cerf, Senior Vice President

of Internet Architecture &
Technology, MCI WorldCom,
For the Joint Economic
Committee

Draft (2nd 1) NIST Special
Publication 800-207 2 3
Zero Trust Architecture
Scott Rose, Oliver Borchert

from the Advanced Network
Technologies Division, Information
Technology Laboratory, and Stu
Mitchell from the Stu2Labs, and Sean
Connelly from the Cybersecurity

& Infrastructure Security Agency,
Department of Homeland Security,
February 2020

United States Congress Joint
Economic Committee,
23 February 2000
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https://www.bleepingcomputer.com/news/security/7-percent-of-all-amazon-s3-servers-are-exposed-explaining-recent-surge-of-data-leaks/
https://www.bleepingcomputer.com/news/security/7-percent-of-all-amazon-s3-servers-are-exposed-explaining-recent-surge-of-data-leaks/
https://www.darkreading.com/threat-intelligence/9-years-after-from-operation-aurora-to-zero-trust
http://www.virtualstarmedia.com/downloads/Forrester_zero_trust_DNA.pdf
https://thecyberwire.com/stories/36065117662b4e6ebf0d350163283fc6/cybersecurity-first-principles
https://csrc.nist.gov/publications/detail/sp/800-207/final
https://www.csoonline.com/article/3539055/google-enters-zero-trust-market-with-beyondcorp-remote-access-offering.html
https://venturebeat.com/2020/04/20/google-rolls-out-beyondcorp-for-secure-remote-network-access-without-a-vpn/
https://www.helpnetsecurity.com/2019/09/23/s3-bucket-security/
https://www.nccoe.nist.gov/sites/default/files/legacy-files/zt-arch-project-description-draft.pdf
https://drive.google.com/file/d/1uGdoTQRUNTH_8mNPDxwhnSaZc-GeRoss/view
https://www.washingtonpost.com/world/national-security/officials-alert-foreign-services-that-snowden-has-documents-on-their-cooperation-with-us/2013/10/24/930ea85c-3b3e-11e3-a94f-b58017bfee6c_story.html
https://www.jec.senate.gov/archive/Documents/Hearings/cerf22300.htm
https://www.beyondcorp.com/
https://www.beyondcorp.com/
https://www.csoonline.com/article/3247848/what-is-zero-trust-a-model-for-more-effective-security.html
https://thecyberwire.com/stories/f28eac5e248e42b5a8969f80989fc937/your-security-stack-is-moving-sase-is-coming
https://thecyberwire.com/podcasts/cso-perspectives/7/notes

Episode #8 of the CSO Perspectives Podcast

Why work in the past when you can thrive in the future? The intrusion kill

o o o
n t r u s I o n I a I n s chain is an evolution over the antiquated concepts of defense in depth

and tactical cybersecurity. In this lesson, Rick discusses the genius of the

intrusion kill chain strategy, the seven attacker milestones that define every

You will learn about: defense-in-depth vs. intrusion kill chains kill chain, and how to implement kill chain prevention with limited resources.
. . The episode includes a detailed case study about implementing the strategy
the 7 mIIeStoneS Of Sy SUCCGSSfU| attack hOW to defend agamSt against APT 34 (OilRig) with Ryan Olson, Vice President of Threat Intelligence

threat actors using the kill chain at Palo Alto Networks.

Free Preview Clip

“Think about each milestone in the attack sequence, AVAILABLE Lon o ROl Th -

each link in the chain as an opportunity to disrupt Podcast Episode -

the hacking campaign.” Lesson Essay -

Podcast Transcript -
— RICK HOWARD, CSO
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https://playlist.megaphone.fm/?e=CYBW2460121376
https://thecyberwire.com/podcasts/cso-perspectives/8/notes
https://thecyberwire.com/stories/78dfcea0e67f46439eb02ae32d210322/cybersecurity-first-principles-intrusion-kill-chains
https://thecyberwire.com/podcasts/cso-perspectives/8/transcript

Selected Reading

Intelligence-Driven
Computer Network Defense
Informed by Analysis of

Adversary Campaigns and

Comp.ressm'g Defense-ln-?epth Against Intrusion Kill Chains Trends In Computer Virus
the Kill Chain Computer Viruses . : . Research
Eric Hutchins, Michael Cloppert,
Adam J. Hebert Fred Cohen ) Fred Cohen, VXHeaven
Rohan Amin
1March 2003 Computers and Security, Volume 11, Lockheed Martin Corporation, 2010 sponsored by ASP, 1991
Issue 6, pp.563-579, ISSN 0167-4048,
October 1992
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https://www.airforcemag.com/article/0303killchain/
http://all.net/books/tech/indepth.pdf
https://www.lockheedmartin.com/content/dam/lockheed-martin/rms/documents/cyber/LM-White-Paper-Intel-Driven-Defense.pdf
http://all.net/books/tech/japan.pdf
https://thecyberwire.com/podcasts/cso-perspectives/8/notes

Resilience

You will learn about: resilience in practice at Google and Netflix
how to implement resilience with limited resources

“Design the system so that even if the Ragnar
Locker ransomware group takes over a segment
of my network, my business can continue to
provide service. That’s resilience.”

— RICK HOWARD, CSO

Episode #9 of the CSO Perspectives Podcast

Even with mature zero trust and intrusion kill chain strategies, cyber disaster
can still strike, causing material impact to your organization. In this lesson, Rick
dives into the resilience principle as the best defense against the inevitable.
With resilience built on top of zero trust and intrusion kill chains, a business can
continuously operate despite adverse cyber events. With nearly two decades

of effective resilience strategies, Netflix and Google are two impressive case

studies for resilience engineering that Rick discusses in depth.

(>) Free Preview Clip

AVAILABLE FOR PRO SUBSCRIBERS
@  Podcast Episode -
<) Lesson Essay -
=] Podcast Transcript -
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https://playlist.megaphone.fm/?e=CYBW1649767428
https://thecyberwire.com/podcasts/cso-perspectives/9/notes
https://thecyberwire.com/stories/06aa39bfbf054281aaeefa6a93fbadfa/cybersecurity-first-principles-resilience
https://thecyberwire.com/podcasts/cso-perspectives/9/transcript

Selected Reading

Chaos Engineering:

Open-sourcing Netflix’s
chaos generator, Chaos
Monkey

Cloud_Freak

Medium, 8 September 2019

Partnering for Cyber
Resilience

The World Economic Forum, 2012

The Cybersecurity Canon:
No Place to Hide (Part 1)
Rick Howard

Palo Alto Networks, 15 July 2014

CWDIO

Congressional
Report Slams OPM
on Data Breach
Brian Krebs

KrebsOnSecurity, 7 September 2016

Presidential Policy
Directive 21: Critical
Infrastructure Security
and Resilience

President Obama, 12 February 2013

The Cybersecurity Canon:
No Place to Hide (Part 2)
Rick Howard

Palo Alto Networks, 15 July 2014

Cyber Resilience -
Fundamentals for a
Definition

Paul Kirvan

TechTarget, 29 January 2020

The Maginot Line:
France’s Defensive
Failure in World War Il
Robert Wilde

ThoughtCo, 30 March 2018

Compare and contrast
business resilience vs.
business continuity
Paul Kirvan

TechTarget, 29 January 2020

Site Reliability
Engineering: How Google
Runs Production Systems
Betsy Beyer, Chris Jones,
Jennifer Petoff,

and Niall Richard Murphy

Exploring the Evolution
of Business Continuity
Management

Google Landing Page, O’Reilly Media, DENOVO Blog, 31 May 312018

16 April 2016

Organizational Resilience:
Security, Preparedness, and

Continuity Management
Systems -- Requirements
with Guidance for Use, ASIS
SPC.1-2009

Cyber Resilience -
Fundamentals for

a Definition

Fredrik Bjorck, Martin Henkel

Stockholm University, Janis Stirna, ASIS International, 2009
Jelena Zdravkovic, Stockholm

University, Article in Advances in

Intelligent Systems and Computing,

January 2015
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Jon Snow’s Plan for the
Battle of Winterfell Has
a Crucial Flaw, But Is It
Doomed?

lan Graber-Stiehl

Vulture.com, 26 April 2019

Security and resilience —
Organizational resilience

— Principles and attributes:
1SO 22316:2017(en)

ISO, 2017


https://betterprogramming.pub/chaos-engineering-and-open-sourcing-of-netflix-chaos-generator-chaos-monkey-a68873f46269
https://krebsonsecurity.com/2016/09/congressional-report-slams-opm-on-data-breach/
https://searchdisasterrecovery.techtarget.com/answer/How-does-corporate-resilience-differ-from-business-continuity
https://www.denovo-us.com/blog/exploring-the-evolution-of-business-continuity-management
https://www.denovo-us.com/blog/exploring-the-evolution-of-business-continuity-management
https://www.vulture.com/2019/04/game-of-thrones-battle-of-winterfell-strategy.html
https://www3.weforum.org/docs/WEF_IT_PartneringCyberResilience_Guidelines_2012.pdf
https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil
https://www.thoughtco.com/the-maginot-line-3861426
https://sre.google/books/
https://www.ndsu.edu/fileadmin/emgt/ASIS_SPC.1-2009_Item_No._1842.pdf
https://www.iso.org/obp/ui#iso:std:iso:22316:ed-1:v1:en
https://www.paloaltonetworks.com/blog/2014/07/cybersecurity-canon-place-hide-part-1/
https://www.paloaltonetworks.com/blog/2014/07/cybersecurity-canon-place-hide-part-2/
https://searchdisasterrecovery.techtarget.com/answer/How-does-corporate-resilience-differ-from-business-continuity
https://thecyberwire.com/podcasts/cso-perspectives/9/notes

DevSecOps

You will learn about: the ideal DevSecOps team | necessary skills for
successful DevSecOps | rethinking the security operations center

“DevSecOps is absolutely the linchpin to the entire
metaphorical infosec wall... We can’t respond to an
automated adversary with manual processes.”

— RICK HOWARD, CSO

Episode #10 of the CSO Perspectives Podcast

DevSecOps is the future of good cybersecurity. Without DevSecOps, your entire
cybersecurity first principle wall is going to crumble under the weight of its own
complexity. Rick discusses the DevSecOps principle, how to integrate software
developers, IT operators, and security analysts into a hybrid DevSecOps team,
and how to design (and redesign) the security operations center to enable

effective integration.

(™) Free Preview Clip

AVAILABLE FOR PRO SUBSCRIBERS
@  Podcast Episode -
<) Lesson Essay -
=] Podcast Transcript -
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Selected Reading

10+ Deploys Per Day:
Dev and Ops Cooperation
BT

John Allspaw and Paul Hammond

Velocity 09, 25 July 2009

+

The Cybersecurity Canon:
Site Reliability Engineering:
How Google Runs
Production Systems

Book Review by Rick Howard

Palo Alto Networks,
26 September 2017

The Rise of Next Generation
Security Operation Center
(NG-SOC)

Taslet, Medium, 1 December 2017.

CWDIo

Cybersecurity Skills
Shortage Tops

Four Million

Phil Muncaster

Infosecurity Magazine,
7 November 2019

+

The Cybersecurity Canon:
The Phoenix Project:

A Novel About IT, DevOps,
and Helping Your
Business Win

Book Review by Rick Howard

Palo Alto Networks, 21 October 2016

To agility and beyond: The
history—and legacy—of
agile development

Peter Varhol

TechBeacon, 26 August 2015

+

Cybersecurity Talent
Crunch To Create 3.5 Million
Unfilled Jobs Globally

By 2021

Steve Morgan

Cybercrime Magazine,
24 October 2019

The Cybersecurity Skills
Gap Won'’t Be Solved

in a Classroom

Marten Mickos

Forbes, 19 June 2019

What is DevOps?
Ernest Mueller

The agile admin, 16 January 2016

+

Keynote PuppetCon 2014:
The Phoenix Project:
Lessons Learned - Gene
Kim, IT Revolution Press
(Vimeo repost)

Gene Kim

YouTube, 9 October 2014

The Goal: A Process of
Ongoing Improvement
Eliyahu M. Goldratt, and Jeff Cox

Published 1982 by North River

Why Did We Need to
Invent DevSecOps?
Tom McLaughlin

Threat Stack Blog, 1 June 2016

The 15 best DevOps tools
for 2021 and beyond
Anna Monus

Raygun, 29 September 2021

-~

The Lean Startup: How
Today’s Entrepreneurs Use
Continuous Innovation to
Create Radically Successful
Businesses

Eric Ries

January 1st 2011 by Crown Business

The Convergence
of DevOps
John Willis

IT Revolution Press: Helping Spark
the Cambrian Explosion

+

The Phoenix Project:

A Novel About IT, DevOps,
and Helping Your
Business Win

Gene Kim, Kevin Behr, and
George Spafford

IT Revolution Press, 10 January 2013
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Risk Assessment

You will learn about: cybersecurity risk resources | how to craft the
right risk questions | how to produce effective risk estimations

“Don’t think of probability or uncertainties as the
lack of knowledge. Think of them, instead, as a very
detailed description of exactly what you know.”

— RICK HOWARD, CSO

Episode #11 of the CSO Perspectives Podcast

Most of us have told ourselves that predicting risk with any precision is
impossible, that cybersecurity is somehow different from all the other
disciplines in the world. We’re wrong, of course. In this lesson, Rick identifies a
formalized approach to making optimal choices under conditions of uncertainty.
He discusses the three components that make a good risk assessment question,

and reveals a simple but useful model to assess risk in any organization.

Free Preview Clip

AVAILABLE FOR PRO SUBSCRIBERS
Podcast Episode -
Lesson Essay -

Podcast Transcript —
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How to Measure Anything
in Cybersecurity Risk
Douglas W. Hubbard and
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Published by Wiley, 25 July 2016

The Cybersecurity Canon -
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Finding the Value of
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Book Review by Rick Howard

Cybersecurity Canon Project,
Palo Alto Networks, 19 July 2017

CWDIO

Materiality in a
nutshell

datamaran

The Cybersecurity Canon:
How to Measure Anything
in Cybersecurity Risk

Book Review By Steve Winterfeld

Cybersecurity Canon Project,
Cybersecurity Canon Hall of Fame
Winner, Palo Alto Networks, 2
December 2016

Metrics and risk:

All models are wrong,
some are useful

Rick Howard, CSO Perspectives

Measuring and Managing
Information Risk:

A Fair Approach

Jack Freund and Jack Jones

Butterworth-Heinemann,
January 2014

the CyberWire, 30 March 2020

The Cybersecurity
Canon: Measuring and
Managing Information
Risk: A FAIR Approach
Book Review by Ben Rothke

The Foundations of Decision
Analysis Revisited
Ronald Howard

Cybersecurity Canon Project,
Cybersecurity Canon Hall of Fame
Winner, Palo Alto Networks, 10
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Chapter 3, 060520 V10

Pundits are regularly
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Intelligence
Operations

You will learn about: cyber threat intelligence operations | how to
implement the 6-step intelligence process | the MITRE ATT&CK
framework | the Cyber Threat Alliance

“Strategies are a direction. You don’t have to build
the equivalent of the NSA today to get the benefit
of a fully functional intelligence team.”

— RICK HOWARD, CSO

Episode #12 of the CSO Perspectives Podcast

Intelligence is the fuel that drives the engine of security operations.

Rick describes what it is, how to do it, and how to measure its effectiveness.
Cyber threat intelligence can and should be implemented by every business
regardless of size and resources. Rick teaches a six step intelligence process
and uses a case study to focus the intelligence function on tasks that reduce

the risk of material impact due to a cyber event.

Free Preview Clip

AVAILABLE FOR PRO SUBSCRIBERS
Podcast Episode -
Lesson Essay -

Podcast Transcript —
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Practical Cyber Intelligence:
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ATT&CK Evaluations Wilson Bautista Balls Tesla A. C. Wasemiller The Cyber Threat Alliance b3nn41dU
MITRE March 29th 2018 by Packt Publishing YouTube, 15 December 2016 Central Intelligence Agency (CIA), YouTube, 15 May 2013
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Bittner (Cyberwire), 25 October 2019

cw p rO ©Copyright 2022. The CyberWire. All rights reserved. n


https://www.hsdl.org/?view=&did=815935
https://www.mitre.org/about/corporate-overview
https://secureimages.teach12.com/CourseGuideBooks/DG8922_FEB72.PDF
https://www.cia.gov/static/ae6fefe71864be2e26b317a310513336/The-Anatomy-of-Counterintel.pdf
https://www.scholastic.com/teachers/articles/teaching-content/intelligence-operations/
https://www.mitre.org/sites/default/files/publications/pr-18-0944-11-mitre-attack-design-and-philosophy.pdf
https://attackevals.mitre-engenuity.org/index.html
https://www.goodreads.com/book/show/40120551-practical-cyber-intelligence
https://www.youtube.com/watch?v=TOgtj00Rp8s
https://lockheedmartin.com/content/dam/lockheed-martin/rms/documents/cyber/LM-White-Paper-Intel-Driven-Defense.pdf
https://www.cyberthreatalliance.org/membership/
https://www.youtube.com/watch?v=8Oc4ninxeUk
https://www.youtube.com/watch?v=0_FrXfYgIw4
https://thecyberwire.com/podcasts/cso-perspectives/12/notes

Episode #14 of the CSO Perspectives Podcast

LESSON #8 The Security Operations Center (SOC) is the nerve center of a company’s information

security program. Rick teaches us the history of the SOC and why it’s so fundamental

to every good security program. He shows us exactly where our SOCs go wrong,

o
s ec u r Ity the framework for the ideal first principle-guided SOC, and the best way to convince

leadership that change is necessary.

Operations Centers

You will learn about: the first principles of a SOC | the ideal SOC Episode #15 Hash Table Discussion SCIT

L
improving your SOC | convincing leadership that change is needed
HASH TABLE GUESTS:

Don Welch: CIO at New York University Bob Turner: Field CISO at Fortinet

Helen Patton: Advisory CISO at Cisco Kevin Ford: CISO at Esri

“It isn’t enough to have an organization called
the SOC. The SOC you build must absolutely

Free Preview Clip
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Incident Response

You will learn about: the 4 steps of incident response | training
your incident response team | successes and failures | how industry
leaders do incident response

“Everything OPM leadership did wrong before
the breach and during can be boiled down to the
atomic fact that they weren’t thinking in terms of
cybersecurity first principles.”

— RICK HOWARD, CSO

Episode #16 of the CSO Perspectives Podcast

What happens when your organization has a cyber event? In this session,

Rick goes deep on Incident Response and the first principle approach to building
a powerful cross functional team. With the proven 4-step process and training
recommendations for teams of any size, Rick’s first principle approach to Incident

Response is simple, effective, and measurable.

Free Preview Clip

Episode #17 Hash Table Discussion :»::;v

Have you wondered how successful organizations make unparalleled Incident Response

teams? The Hash Table shares their lessons, strategies, and expert advice.

HASH TABLE GUESTS:

Jerry Archer: CSO at Steve Winterfeld: Advisory CISO
Sallie Mae at Akamai
Ted Wagner: CISO at SAP Rick Doten: CISO at Carolina

National Security Services Complete Health

Free Preview Clip
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‘ LESSON #10 ’

Data Loss
Protection

You will learn about: data islands | off-island control, destruction,
deception techniques | key DLP resources | strategies for data
classification, loss protection, and loss prevention

“Building successful deception networks is at least
50% technical savvy and 50% art.”

— RICK HOWARD, CSO

Episode #18 of the CSO Perspectives Podcast

It’s 10pm, do you know where your data is? Better yet, do you know what your material
data is? That’s step one in Rick’s guide to data loss protection and prevention. With

key resources from NIST and Forrester, Rick outlines the key components of defining
material data and protecting that data from loss. He also dives into the advanced concept
of network deception for those with a mature DLP program. As always, the Hash Table

weighs in with industry best practices and lessons learned.

Free Preview Clip

Episode #19 Hash Table Discussion t»:;:«:

HASH TABLE GUESTS:

Tom Quinn: CISO at T. Rowe Dawn Cappelli: VP of Global Security
Price Associates and CISO at Rockwell Automation
Nikk Gilbert: CISO at Cherokee Gary McAlum: Cybersecurity Advisory
Nation Businesses Council at ForgePoint Capital
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Episode #20 of the CSO Perspectives Podcast

Who does your identity management? If it isn’t your security team, Rick will tell you

‘ LESSON #11 ’ that needs some adjusting. In this lesson, Rick reviews the history of authentication,

authorization, and identity. He breaks down the seven characteristics of an effective

° identity system for modern technologies and discusses next generation strategies.
I The Hash Table also lays out their requirements for a robust identity management
e n I y system. Spoiler alert: zero trust is key.
Management

You will learn about: authentication and identity technologies Episode #21Hash Table Discussion 12~

the 7 characteristics of identity systems | next generation identity HASH TABLE GUESTS:
management | zero trust for identity management Helen Patton: Advisory CISO at Cisco Rick Doten: CISO at Carolina

Suzie Smibert: EVP and CTO Complete Health

o o o at OvareGroup

“The concept of identity and authentication is Free Preview Clip
probably the most important thing to get right for

the future of transactional Internet business.”
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Episode #22 of the CSO Perspectives Podcast

‘ LESSON #12 ’ What do Pope Sixtus V, President Ronald Reagan, The FAA, the Prussian Army, and Looney

Tunes have in common? They all totally understood the value of red team/blue team

operations. Rick teaches us how penetration testing supports zero trust and red team/blue
R d T B I team operations support intrusion kill chain prevention. He and The Hash Table explain
e ea m u e how to identify employees with the right aptitude for this work, and how purple team
- operations benefit training, development, and expertise in your infosec program.

You will learn about: how to scope penetration tests and exercises
achieving buy-in from executives | Kovel arrangements

Free Preview Clip
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HASH TABLE GUESTS:

Tom Quinn: CISO at Rick Doten: CISO at

T. Rowe Price Associates Carolina Complete Health

“Practice your skills and make mistakes in a highly
controlled but pressure-filled environment so that
you don’t make those mistakes when lives are on
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‘ LESSON #13 ’

Security Orchestration
Automation and
Response

You will learn about: SOAR enabling DevSecOps and Intrusion Kill Chains
managing limited resources | the SOAR-SIEM convergence | turning existing
security tools into SOAR data feeds | retooling analysts into strategists

“By using SOAR technology, you can essentially
eliminate the need for Tier 1and Tier 2 analysts.”

— RICK HOWARD, CSO

Episode #29 of the CSO Perspectives Podcast

If your security team is overwhelmed fighting fires, you may suffer from alert fatigue.

In this session, Rick reveals how Security Orchestration Automation and Response
(SOAR) tools will improve your security data flow, shift operations left towards
prevention, and free personnel for more strategic pursuits. SOAR technologies also
complement DevSecOps, enable intrusion kill chain prevention, and The Hash Table
agrees! They explain how SOAR solves their fight against limited resources, the
convergence between security event management and response orchestration,

and where and how to start.
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HASH TABLE GUESTS:
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Episode #35 of the CSO Perspectives Podcast

‘ L ’ CPE CREDITS: 1.0 The cloud revolution is here. How well can we implement our first principle strategies
i within each environment? Do we need to embrace other security platforms to get it done?

In this session, Rick and the Hash Table review Microsoft Azure through the lens of first

principle thinking. They review how Azure supports, or doesn’t support, strategies of

o
I c roso t z u re resilience, zero trust, intrusion kill chains, and risk assessments. The Hash Table gives

their detailed technical experiences and strategies using Azure to support cybersecurity.

You will learn about: Microsoft Azure services and security tools
infrastructure as code | Azure strategies that support cybersecurity
first principles

(™) Free Preview Clip
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‘ LESSON #15 ’

Amazon Web Services

You will learn about: AWS networking and API techniques | DevSecOps
in a cloud environment | AWS services and security tools | AWS strategies
that support cybersecurity first principles

“If you’re going to deploy all four first principle
strategies in the cloud, which you know you should do,
you’re going to have to supplement the cloud security
SaaS offerings with other third-party solutions.”

— RICK HOWARD, CSO

Episode #37 of the CSO Perspectives Podcast

In this second session reviewing cloud platforms through the lens of first principle
thinking, Rick and the Hash Table review Amazon Web Services (AWS). They discuss how
AWS supports, or doesn’t support, strategies of resilience, zero trust, intrusion kill chains,
and risk assessments. The Hash Table gives their detailed technical experiences and

strategies using AWS to support cybersecurity.

Free Preview Clip
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Episode #39 of the CSO Perspectives Podcast

In this session looking at cloud platforms through the lens of first principle thinking,
Rick and the Hash Table review the Google Cloud Platform (GCP). They identify some

fundamental architectural differences between GCP and the other cloud providers that

‘ LESSON #16 ’

make GCP more effective at zero trust. The Hash Table gives their detailed technical

G o og I e advice about data management and risk assessments through GCP, strategies using

GCP to support cybersecurity, and define our new favorite concepts: cyber shenanigans,

c I o u d P I atfo r m conditions of weirdness (COWs), and cyber COW tipping.

Free Preview Clip

You will learn about: GCP networking | GCP security strategy and data
management | cyber shenanigans, conditions of weirdness (COWSs), Episode #40 Hash Table Discussion ST
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‘ LESSON #17 ’

Third Party Cloud
Platforms

You will learn about: third party security platforms as first principle
tools | cloud security orchestration | virtual firewalls and first principle
strategies | converging cloud security tools into a single platform

“The one tool that even comes close to providing what
we need is the security platform.”

— RICK HOWARD, CSO

Episode #41 of the CSO Perspectives Podcast

As we learned from the deep dive into Azure, AWS, and GCP, none of the primary cloud

providers check the box for every security first principle. To do so, Rick looks at third

party cloud security providers. In this session, Rick and the Hash Table discuss big

security platforms like Fortinet, Cisco, Check Point, and Palo Alto Networks. We discover

that comprehensive security orchestration across all data islands is the key, so much so

that Rick adds orchestration as one of the five primary first principles.
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Episode #51 of the CSO Perspectives Podcast

‘ LESSON #18 ’ Encryption is like mortar to our first principle wall. It holds together resilience and zero

trust for material data. Rick explains the history of famous cryptographic techniques,

dives into SolarWinds as an example of zero trust and encryption failure, and identifies

o some strategies to help implement encryption for data at rest and data in motion. The
n c ry p I o n Hash Table reveals a risk-based approach to deploying encryption and makes a solid case

for extensive enterprise encryption to defend against ransomware extortion.

You will learn about: cryptographic techniques | data at rest and in
motion | encryption for data islands | open source and commercial
encryption tools | protection against ransomware and extortion

Free Preview Clip

Episode #52 Hash Table Discussion L»:::o«‘

. . . HASH TABLE GUESTS:

Don Welch: CIO Wayne Moore: CISO
at New York University at Simply Business

“For resilience, a fully deployed encryption system is

the plumbing for delivering the must-have magic that Free Preview Clip

your customers demand.”

— RICK HOWARD, CSO AVAILABLE FOR PRO SUBSCRIBERS
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Episode #53 of the CSO Perspectives Podcast

This session covers the riveting topic of enterprise backup schemes to improve resilience.

‘ LESSON #19 ’ . )
Rick discusses the value of data backups, workflow models, recent ransomware trends,

and platforms for each use case. The Hash Table provides tangible enterprise backup

strategies that encompass centralized, decentralized, and DevSecOps techniques,

(]
n t e r p r I se a c u ps business continuity and disaster recovery plans, and engaging the Executive team in

crisis scenarios and recovery training. In data backups, nothing is easy, but Rick

breaks it down to first principles and makes it understandable.

You will learn about: backup tools and platforms | workflow
responsibilities and models | disaster recovery and business continuity Free Preview Clip
plans | backups as a tool to improve resilience

> <
> & 4

Episode #54 Hash Table Discussion 27~
HASH TABLE GUESTS:
“Whatever backup and recovery taCtiC you Choose 1:0 Jerry Archer: CSO at Sallie Mae Jaclyn Miller: CISO at NTT Ltd.
support the resiliency strategy, you are not done before
. ) Free Preview Cli
you have actually practiced the restoration process.” b
— RICK HOWARD, CSO
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‘ LESSON #20 ’

Orchestrating the
Security Stack

You will learn about: SOAR/SIEM and SASE for large scale orchestration
data governance | the three components of a good SASE platform | data
materiality and gap analyses | the dark side of automation

“It’s obvious to me now that orchestration has to be the
thing that we are all good at, and that binds the entire
program together.”

— RICK HOWARD, CSO

Episode #55 of the CSO Perspectives Podcast

Our security stack has grown unwieldy. The complexity breeds vulnerability.

Orchestration may be our only hope. Rick reviews SOAR/SIEM platforms, SASE, and

DevSecOps strategies from the perspective of orchestrating the security stack. He

discovers key methods to build zero trust, intrusion kill chain prevention, resiliency, and

risk forecasting within these tools. The Hash Table identifies data governance and policy

strategy as a crucial first step. They also talk about the first principles of speaking with

the C-suite, as well as the darkside of automation and orchestration.

Free Preview Clip

Episode #56 Hash Table Discussion Lo

HASH TABLE GUESTS:

Bob Turner: Field CISO at Fortinet

Free Preview Clip
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Episode #57 of the CSO Perspectives Podcast

They told us the adversary has an asymmetric advantage; that cyber defense has

to be right every time while the offense only has to get it right once. Rick proves that
LESSON #21

proactive defense and adversary playbooks can flip that dynamic on its head. With the

world of cyber defense and threat intelligence upside down, Rick and the Hash Table
discuss the history of shifting the offense/defense balance, the three components of a
ve rsa ry ay o o s proactive defense, and the evolution of adversary playbooks and the intrusion kill chain.

You will learn about: adversary playbooks and proactive defense Free Preview Clip
flipping the offense/defense balance | the 3 components of a proactive

defense | ISACs and ISAOs Episode #58 Hash Table Discussion S

L4

HASH TABLE GUESTS:

Ryan Olson: VP of Threat Intelligence
at Palo Alto Networks

“This is about deploying security controls around the
world as fast as possible for any newly discovered Free Preview Clip
threat.”
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‘ LESSON #22 ’

Security Compliance

You will learn about: Privacy and security compliance | compliance
support services | the value of investing in compliance | CyberWire’s
spreadsheet of cybersecurity laws and standards

“What’s the probability that a failure-to-comply
penalty will be material to the business in the
next three years?”

— RICK HOWARD, CSO

Episode #59 of the CSO Perspectives Podcast

Can security compliance add value to your organization as a first principle strategy?

Or is it a distraction? In this session, we learn about the value of technology compliance
and compliance technologies. Rick digs into the fundamentals of compliance and reviews
case studies that reveal the potential material impact to your organization due to a
compliance incident. As Rick says, “Compliance is a ticket to ride.” On the Hash Table,
Tom Quinn of T. Rowe Price argues for why compliance is both good for business and

good for security.

Free Preview Clip
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Episode #60 Hash Table Discussion 7~
HASH TABLE GUESTS:
Tom Quinn: CISO of T. Rowe Price
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