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Willis Security provides tailored cybersecurity plans to cater to diverse business needs. 
Our three main plans – Essential Defense Plan, Enhanced Defense Plan, and Ultimate 
Defense Plan – offer layered defense strategies against digital threats. 

Essential Defense Plan: The Essential Defense Plan provides fundamental 
security, ideal for businesses needing robust digital protection. 

Risk Assessment Service 
1. Threat and Vulnerability Identification
2. Customized Risk Mitigation and Monitoring
3. Regulatory Compliance Assurance
4. Compliant Risk Assessment Report

Customized Security Control Review: 
Implementation of diverse security frameworks per business requirements 
1. NIST CSF Integration
2. ISO 27002 Compliance
3. CIS Critical Security Controls Implementation
4. Other Frameworks

Endpoint Security:  
1. Windows and Mac OS Support: Compatibility with major operating systems.
2. Anti-Malware and Behavior Analysis: Protection against malware with

behavioral monitoring. 
3. Predictive and Runtime Machine Learning: Advanced algorithms to detect and

stop emerging threats. 
4. Vulnerability Protection/Virtual Patching: Shields against known vulnerabilities

in software. 
5. Full Disk Encryption: Secures data on hard drives against unauthorized

access. 
6. Application Control: Restricts unauthorized applications from running.
7. Integrated Endpoint DLP: Data loss prevention to protect sensitive information.

network. 
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Web Security: 
1. Web Reputation and URL Filtering: Blocks access to malicious websites.

Mobile Security and Management: 
1. Mobile Security and Management: Protects and manages mobile devices and

data. 

Email and Collaboration Security: 
1. Cloud Email Gateway with DLP: Filters emails for threats and leaks.
2. API-based Microsoft 365/G Suite Protection: Secures cloud-based email and

productivity suites. 
3. Cloud Sandboxing: Isolates and analyzes suspicious files in a safe

environment. 
4. BEC and Credential Phishing Protection: Guards against business email

compromise and phishing. 
5. Box & Dropbox Protection: Security for cloud storage services.
6. Enhanced Cloud Email Gateway with DLP: Advanced email security and data

loss prevention. 
7. Advanced Email and Collaboration Security: Additional layers of protection for

email and collaborative tools. 

Enhanced Defense Plan: Building on the Essential Defense Plan, this plan offers 
additional capabilities for dynamic and proactive threat management. 

Includes all features of the Essential Defense Plan. 

Vulnerability Management (VM): 
1. Tenable.IO Agent Deployment
2. Scan Customization
3. External Vulnerability Scans
4. Monthly Vulnerability Management Service

8. Device Control: Manages access to external devices connected to the
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Cross-Layer Detection and Response (XDR): 
1. Automated Data Correlation: Integrates data across email and endpoints for

better threat insight. 
2. Automated Detection, Sweeping, Hunting, and Root Cause Analysis: Proactive

identification and investigation of threats. 
3. Advanced Threat Detection through Cloud Sandboxing: Sophisticated analysis

of potential threats in a secure cloud environment. 

Ultimate Defense Plan: Our most comprehensive package, ideal for businesses 
seeking extensive, collaborative cybersecurity solutions. 

Includes all features of the Essential and Enhanced Defense Plans. 

Security Awareness and Training (SAT) 
1. Ninjio Licensing
2. Account Setup and Customization
3. Monthly SAT Metrics

Co-Managed Services: 
1. Co-Managed Detection and Response Services: Collaborative threat detection

and response. 
2. Supported by Trend Micro Threat Experts: Expert guidance and support in

threat management. 

Each plan from Willis Security is meticulously designed to meet specific cybersecurity 
challenges, ensuring businesses of varying sizes and needs can select the most 
suitable solution. 


