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Fronk (onnon.

6f"t imply put: it. increases the

fu number of people w ithin the

E=F organisation who behave

appropriately to safeguard the
lvorkforce and protect its property.

Through enhanced vigilance and

informed awareness. the employees
identify and report suspicious
conditions ol people at the earliest
point possible thus triggering a

proporlionate response by others. This
early notification helps to minimise
the negative consequence of cdme
and thus saves money.

Why is implementing such a

progranlne' extrenlely challenging' ?

To be effective, a security awareness

programme must have the suppolt of
senior executives and then resonate

w:ith the workforce. It is necessary

to identi[y a series of key security
messages consistent with the security
risks but also echo the organisation's
beliefs and vision statement. The
pitch. tone and proportionality of the
security message must compliment
the day-to-day working culture of
the target ar"rdience. There is not a
one-size-hts-al1 programme that can
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be used to create a seculity culture but
more the need for a cognitive process

that requires an informed approach
to hamess the views of numerous
stakeholders. Once initiated. the
programme must remain evergreen
and adapt to meeting changing r,vork

and security risks. The challenge
is convincing leaders to invest
tunds based on the likelihood that
an undesirable event will have a
negative impact on the business; and

convincing the workforce to change

their behaviours.

If all the staff are effeoively part of
the witler security team, lrctv do \or,t
denarcate their roles front tlte roles of
s e c' u ri ty pr o fe s s ionals ?

A 'team' is a group of people rvith a
common pllrpose; in this instance, the

purpose is to safeguard all those in
the team and to protect the property
they use or own. Communication
is the essence of good teamwork
and by encouraging every member
of the team to observe. listen and

communicate their thoughts it allows
others to lake action to address any

fears or concerns. Nou-securiry
professional members of staff becorne

the 'alarm' or information gathers

Ieaving the security practitioners to
respond or analyse and p1an.

What does such training look like?
My beliel is that 'trairring' is a

process to develop skills or practical
ability rvhereas 'education' is the
giving and receiving of knor,vled-ee

or theorQtical competence. I belier:
a security awareness programrne
is an educational process to help
employees observe erents or peop..

through a 'security-1ens' and help
them recognise an abnormal situa:- -:
that may place people or propem ;:
risk. An awareness programme cr. :t
delivered thror"rgh various forms.

Wh.at are tlte ntain elements?

Prior to the development, the secu: :
threats and assocrated risks again.:
lhe organisation. its workforce or :---

assets (property, vehicles, materia-..
information, reputation, etc) requir.
assessment. It is then necessar]'cr3:i
an integrated programme creating
a proportionate blend of physical.

technical and procedural elements.

The security procedures set out
behavioural expectations for the

employees so that a pre-determin+;

outcome is achieved. Only then.
can an awareness programme be

developed to communicate with tl.
workforce. A programme consisr=

of numerous methods (or tools) to
communicate the security-related
expectations. or security strategl: i..
messages. Each one amplifies spe.---
issues that, r'vhen put together. hei::
to create a'security culture'. Thai
isn't a tangible asset or outcome
but more a rvay in which routine
business is executed. Key messaga.

are developed with the srrppon oi
stakeholders and complement the

organisation's culture, beliefs and

operating plocesses.

What format does the training tat:.
( classroom, online, reminders,
refreslrcrs)?
Security education is a continualh
evolving process that takes adva;:-.:::
of opportunities as they appear. ln---,
induction, promotional courses. ir;.i
training, team meetings, periodici
workshops and quarterly 'torvn

halls' all provide good platform: :
engage the workforce. The locati.-,-

audience, time and impofiance
of the security message often
dictate how and when the secunr'
awareness is delivered. This can

range from regular (three to fi\'e
minute) 'security moments' at rhe

start of routine meetings to a iull :-
workshop involving larger audiei::
An artisan tradesperson, r,vith lii:-;

@ reenuARy 2017 PROFESSIONAL SECURITY www.professionalsecurity. co. ul,



Lr0z l.xvi-ru83l{n'oJ'dtrlJnJeslBuolssaJoJd'rttrr {n'oJ'
g acald tslg aql ri: :' :

elro ]oJ paeu ar{r puutsrapun ,{aql os srepuel e,\rlncexa eql ie \o i-: i : ::
o1 sr Surrq uer 1 luaullla IuIJUeuaq tsoru aqt eq,(eru '1ng JJJ::' : r-

op ueJ uouesrue6:o uu ttr{^\ eJor[ ]rlq op ueJ 1 luqm ,(prussa-ra- -. -

issaua-D.\tD dr.tla.rap uottnstuo8to uo d1at1 ot op ur.ti ttot trtt1." : --

'eutue:8o.id:ii- ----
uaaq a.\Er{ Leru sate: tuopl3uI aql luq,u lcrpa:d o1 alqtssodrut -i --

1l su e.rnlru3l attf,rpur s,{r,r1e lou seop sluoplour Jo sluela itt:n::- - =--
q8rq u '{1as-ra,tuoJ ssaJJns alnlosqu qlI.A\ slue^a ,{lt:ncas oraz ::i :* -

o1 luapn.rd s,{u,trp lou sr 1r (:usle,rpu elqcdec puu pelE.\urrr.:- : : -
{ret}E rru iurtuirtrru puu 3ur,(;rtuapr;o a8uelluqc eql 3ut:aptsu. : -:,. ".

sserrns aq lou t{6Iu era

:::: .-.'

uo uorlJeger erul ? s,{p,trle lou eJE spuer luaprJut os lqitura.rl :- ----
uEJ [a^a] >1Sr:,{1r;nces eql:.rsla,,iroq'puoll spJE.r\u^\op e uoii;-' -'--
sf,rlsrlpls tueprJur ,JaUu puu a.roJaq, eql os ]uoutuo;t,r.ue iut>,- --

-f:nlur puu ]ueprrur ,(llncos E o^uq ol sr po8 e1uul1ln aql 'Li:- -'
Jreql urqlr,{\ osn .lo.+ slerJeluut sssuJlul\u ,(lt.tnlas lno laas pue ':; :-;-

eor^pu uo pespq srnol^Eqeq.lelp e8uuqc see,(o1due rlau, 1- ' r -:
sesrJJexe ecrlcerd ro sdoqsl.ro,u ur eludrcr1ted ol 3ur11,u a:c .:; i :-;

aleq,{\ 'stuala ro eldoed snorcrdsns Surl.rodel ,(1eur1nor a.rE s:; i :-=
ueq^\ sr sseJJnS ',{lqrqulunoece put luourlrruuro:r'uLrt::: : --:

'tueureie8ue :reqt Surturtsuouep (leleudo:ddu a,reqaq ia:i :-;
uaq,u aq II,1 ssecJns srualr epue8e Sutleaur iurpuuts.Ir::- - --.

pue suorldt:csap qolrraqt uIqtr,^\ palsI1 'sseco.rd Sutuueld iEI -,-!::
.rraq1;o yud se ,,(lrrnoas, seq (e:n]1nc,(lunces:o) auruu-rio.r; : --i-:

ue qlr,\\ uorlusruuS:o uV ssaursnq eullnoJ.II3qlJo ytd sc u. -:-;. ;
lessE .ro ,(1a;es lutroslad Surssnrsrp srosr,t.tedns Jo slepusl : \t; - -)-'

sr sseocns tuql .(ES uauo I 'tou op tuql esoqt qtt,tr auuruji.':: - : --
leqt sacu1d1.ro.Lr e:udruoc ot llnJgltp s,{u,trp s,t1 'sseuJru \\! - -- --1

, aturuotSotd n Llcns {r,t ssaLraulca$a atp antsDatil ttt) : -.:'

'uorlcelelur ,(lrumuuroc Jo leiu!=- - -;
',{1e;es 'q1peq :opnlJur'adocs aruuru:8o:d aql otut papnl:'j :- -:--

slass€ Jo leuuosred 1o uorlcato"td aql ol sppe tuqt EuIqt,(uu 'l.au - r- - 'otuurulSord erp utpr,lr pepnlJur eq uuo ,(1t.rncas uolluturo-lur -;-. - '
ogroads e ur o^uqoq o1 saa,(oldura serrnba-t luqt 1sr:-.taq.ir r .i - ---

luo[rssessu 1su (lrrncas aq] :o lueue8uuulu sll 'uorlrclur.'- = --

itgtllDas lotts,itld lnti :- '
sD ilalt sD &tntcas uotlttttt.to{ttt aPtll)ul alLtlut).tb..t,: -'. - ' ,-

'uorlcelord;o slo^oI eq] ]sz:::- ::-
ol Jnor^uqeq alqeldeccu esl,{\leqto uu Sur8uuqc Jo.J tgJuJq -r!-..->: -

puelsJepun pue e8essaru oql qlr^\ .(;ltuapr lsnul tuardlJa: ql€f :r-::'-
aqf ol TnLrostad pue tuot.rotltLrt'luDMlaJ eq lsmu paluctuntuu, - : - r-
a8usseu aq1 se8usseur:alduus aql ,{e^uoJ ,{11n.1sser:ns ii.- --.- q

pou8rsop-lla,\\ u 'iO suotlulJadxe ,{llrnces eluJlulttuuiL).' ,-, 
---

etur.rdo-rddu tsour eqt aq ,(uur Sutleaul ouolu-puuls .ro doqsl:rr '.', ; ' .' -
,(lunces lueuodrur o-ro[r aq] -roJ Jo 'eutu qltl\ esoqt .rol :-::", .-: ;

aulluo uE q8no-rqt a.roul uJeel ,(eu.reryo,tt eJUJo uE seal?u'i. i:-: r:
Jo uuts eqt lE .{Iel-xoqloot. E rror.J tueuJq Ip,\\'latndruo: E .,: i'::-

-,iduEdatrO 

:eElIEqqE
,{xox4rtteffinl.l4al,'xrr .reovl

xetnaa xnH{rar$d*oYor xngur ex*de
o ar-LiPSu g06J srlqtran},vyaHsf aH E":i:E

ailti I

'sacueri'
(up 11n-

ar{l :'

ur:
,(tr:n

'uorlea

ol sttl-

U.

IE3tp(
epeJl 's:

pqlul n
aBu1ut.r1

.(1pn

alDt i

puu

eql

Jor
se8uss

eul

aI
]EqJ

sdleq'
,Ur)ods
{e1 :.(3:

pen

ot (s

S}SIS

eql ql
aq

'u;

pauru
oq

lr
'sltio

'lur
Sutl

elEeJc ,{
a-nnb:
'sJelro

slr Jo i

lsulB
,(lunces

,SU

aq uuJ 3

le ,(il:
uorlEnll

dlar

eldoer

dl,

ELL

eAsrl: r:o1aadg,{rua6:aur3 Er6
3rll oI $alllnpf,a

ro ualr snolrgdsns
fue poda d1a1e1pauu1

;n{la5r3 NYd.gfirriHl{q


