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Chairman Pallone, Ranking Member Walden, Chairman Doyle, Ranking Member Latta,
Chair Schakowsky, Ranking Member McMorris Rodgers, and Members of the Committee:
Thank you for inviting me to testify. After 10 years as communications and
technology counsel to this Committee, it’s an honor to be on this side of the witness table.
I have been involved in the section 230 debate since 1999,1 and welcome the opportunity
to share my views. These views are my own, and I have no client on section 230 matters.
I come not to bury section 230, but to improve it. I recommend restoring a duty of
care online by requiring internet platforms to take reasonable, good faith steps to prevent
illicit use of their services as a condition of receiving section 230’s protection.2 This would
better protect users, as well as ameliorate concerns about the platforms’ market power. And
it would do so without regulating the internet, without jeopardizing the content moderation
safe harbor the platforms say they need to continue serving as conduits for free expression,
without raising the risk of government censorship, and without requiring legislation for
each and every problem that arises online.
Growing frustration with the online ecosystem stems not just from the increasing
amount of illicit activity pervading the internet, although that’s an enormous part of it.
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Frustration also stems from the lack of accountability for internet platforms and online
intermediaries such as domain name providers and reverse proxy services. Few other
sectors, if any, enjoy as much freedom from both regulation and judicial review.
Increased transparency would help. As would legislative action restoring access to
the WHOIS information needed to catch those engaged in illegal conduct, which some
domain name providers are withholding in light of an over-application of the GDPR.3
Fully realizing the internet we all aspire to, however, will also require recalibrating
section 230. So long as platforms and online intermediaries can facilitate illicit activity
with impunity, we will continue to be fighting a losing battle.
The Rise of Section 230
“Primary publishers”—those responsible for approval of another’s content, such as
publishers of books, newspapers, and magazines—can be held culpable for libel if the
content contains falsehoods that harm someone’s reputation, subject to certain First
Amendment safeguards.4 Because primary publishers’ editorial discretion over the content
gives them an opportunity for review, they can be held culpable for defamatory falsehoods
even if they are unaware of the specific statements or their falsity.5
“Distributors” (also called “secondary publishers”)—those that do not have
editorial discretion over content but that are responsible for its delivery, such as libraries,
bookstores, and newsvendors—can also be held culpable for libel. 6 Because of their lack
of editorial discretion, however, they can only be held culpable if they knew, or should
have known, about the false, defamatory statements in the content they delivered. 7
In 1995, the New York Supreme Court applied a traditional libel analysis in
Stratton Oakmont v. Prodigy to conclude that platforms with editorial discretion over their
users’ posts could be held culpable for the users’ defamatory statements, even if the
platforms were unaware of the offending material, but that platforms without editorial
discretion could not be held culpable absent actual knowledge of the statements.8 The case
involved an anonymous accusation on Prodigy’s “Money Talk” bulletin board that Stratton
Oakmont—the brokerage firm later depicted in Wolf of Wall Street—had committed
criminal securities fraud. The court ruled that Prodigy could be held culpable for the
statement, if libelous, because of its “live” and automated moderation of the board.
Congress—concerned platforms would stop moderating content to avoid potential
liability under Stratton—enacted section 230 of the Communications Act9 to prevent use
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of a platform’s content moderation efforts as the basis for civil liability.10 In particular,
section 230(c)(2) provides that “[n]o provider or user of an interactive computer service
shall be held liable on account of … any action voluntarily taken in good faith to restrict
access to or availability of material that the provider or user considers to be obscene, lewd,
lascivious, filthy, excessively violent, harassing, or otherwise objectionable, whether or not
such material is constitutionally protected.”11 Section 230(c)(2) is sometimes referred to as
the content moderation safe harbor.
Section 230’s Misincentive
As often explained by Senator Wyden—one of section 230’s original authors—
Congress enacted section 230 to bestow upon internet platforms a content liability shield
so that they would wield a content moderation sword.12 The goal was to encourage internet
platforms to protect consumers from objectionable and illicit activity online, while at the
same time promoting free expression, by giving the platforms relief from potential liability
for carrying and moderating user-generated content. 13 Because of the analogy to liability
protections for people who help others in distress, Congress called the main language of
section 230 the “Good Samaritan” provision. 14
Unfortunately, despite claims that section 230 encourages content moderation, it
actually does the opposite. Although the subsection (c)(2) safe harbor does mitigate the
disincentive to moderate content by removing the potential liability that would otherwise
stem from Stratton, eliminating a disincentive is not the same as creating an incentive.
Moreover, subsection (c)(1) prohibits treating a platform “as the publisher or speaker” of
its users’ posts.15 Significantly, this preempts both the imputed knowledge standard that
applies to publishers, and the actual knowledge standard that applies to distributors. As a
result, platforms cannot be sued for what a user does over their services—regardless of the
harm caused, regardless whether the platforms knew about the illicit activity, regardless
whether they monetized the content and served an amplifying role, and regardless whether
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they engaged in adequate (or any) content moderation.16 In other words, they reap the
benefits of the shield even when they drop the sword.
Thus, section 230(c)(1) does not just protect platforms when they behave like good
Samaritans. Because platforms need not take any action to receive the liability limitations
of 230(c)(1), it protects them even when they behave like bad Samaritans—negligently,
recklessly, or knowingly turning a blind eye while they facilitate (and collect advertising
or other revenue around) the unlawful behavior of their users. So rather than create an
incentive to moderate content, section 230 creates a misincentive that allows platforms to
profitably sit on their hands without legal consequence.17
Facilitating Illicit Activity
This misincentive is aggravating the spread of illicit activity online.
Ordinarily, a business has a duty of care to take reasonable steps to prevent third
parties from using its services to harm others.18 Courts have construed section 230 broadly,
however, as precluding platforms’ civil liability for enabling illegal conduct.19 This has the
effect of eliminating the duty of care over third-party behavior, even when the platforms
have facilitated unlawful conduct negligently, recklessly, or knowingly.20 As a result,
section 230 is exacerbating the spread of illicit activity online, such as fraud;21 animal and
antiquities trafficking;22 sale of fake, unsafe products;23 identity theft and theft of personal
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information;24 malware;25 housing discrimination;26 harassment;27 unlawful drug sales;28
cyber attacks;29 terrorist activity;30 espionage;31 revenge porn;32 and the proliferation of
child sexual abuse materials. 33
Those directly engaged in illicit behavior should of course be held primarily
accountable for their actions. But the decentralized, often anonymous, and global nature of
the internet makes finding those culprits—let alone stopping them before harm has
occurred—far more difficult without platform involvement. By limiting platform liability
for negligent, reckless, and willful disregard of illegal activity on their services, section
230 puts internet users in harms way and often leaves victims without a remedy.
The platforms argue that they have market incentives to combat illicit activity, since
they will lose users if they don’t. But the reality is that a few, dominant platforms have
become so critical to so much of today’s social and economic fabric that many consumers
and commercial users cannot realistically forgo patronage.
The platforms also argue they have reputational and ethical incentives to prevent
illicit activity. Although that’s true, those incentives do not appear to be sufficiently
stemming the tide. Those incentives also tend to manifest themselves cyclically, so while
they help when tragedies reach the public consciousness, they do not help the victims of
the unnoticed tragedies that occur every day.
The platforms say they are taking reasonable steps to curb illicit activity. In some
circumstances that may be true. But why must we take their word for it? Why should their
judgment be beyond objective, judicial scrutiny? Where they are acting reasonably, they
will be vindicated. But certainly some platforms, in some cases, are taking inadequate or
even no steps to mitigate unlawful behavior. Few other sectors, if any, get a pass in such
circumstances, especially when they have an outsized and growing influence in social and
commercial discourse—and are increasingly used to perpetrate illicit acts.
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Harming Competition
Section 230 also harms competition.
First, by shielding platforms from potential liability that other companies
appropriately face if they unreasonably fail to prevent illicit action by their customers,
section 230 provides platforms an unearned ability to avoid the ordinary business costs of
mitigating harm. In that sense, section 230 subsidizes platforms, enabling them to grow in
scale and scope more recklessly and giving them an unfair advantage in the marketplace.
Second, that scale and scope provides platforms with extraordinary market power
to negotiate aggressive terms and conditions in their favor.
Third, section 230 allows platforms to profit from advertising or other monetization
opportunities around the illicit activity of users, creating an inappropriate and unmatched
source of revenue to fuel their businesses.
Fourth, section 230 allows the platforms to ignore harms their users cause their
competitors, further increasing their advantages and points of leverage over them.
Solution: Restoring a Duty of Care
Section 230 was created almost twenty-five years ago in a world of dial-up bulletin
boards. In today’s always-on, broadband and mobile environment, it is having harmful,
unintended consequences. One way to preserve the benefits of subsection (c)(2)’s content
moderation safe harbor, while fixing subsection (c)(1)’s harmful misincentive, would be to
restore a duty of care. This could be achieved by requiring platforms to take reasonable,
good faith steps to curb illicit activity over their services as a condition of receiving liability
protection. Doing so would mean platforms do not enjoy protection from liability when
they negligently, recklessly, or knowingly facilitate illicit activity by their users. I would
be happy to discuss with the Committee a variety of possible language changes to section
230 to accomplishing that objective.
Altering section 230 in this way would better realize Congress’ goal of encouraging
platforms to moderate content, so that we get the best out of the internet and mitigate the
worst. It would help combat illicit activity online. And it would ameliorate competition
concerns arising from the fact that while many of the platforms’ rivals appropriately have
a duty of care regarding third-party conduct, the platforms themselves do not.
Such a solution also avoids harms that critics typically ascribe to section 230
reform:
•
First, it preserves the content moderation safe harbor the platforms say they
need to be willing to continue carrying user-generated content, so this approach
does not jeopardize online expression.
•
Second, it requires no new regulation of the internet. Regulation typically
involves advance, industry-wide restrictions on permissible business models,
usually promulgated by an agency. Under this proposal, however, platforms would
still have discretion over their business models on the front end. They just would
appropriately be held accountable on the back end if they use that discretion poorly.
That potential back-end accountability would prompt more responsibly from the
start. In essence, it would encourage more “responsibility by design.”
6

•
Third, it does not rely on the creation of proscriptive content requirements
by Congress or an agency, avoiding First Amendment claims.
•
Fourth, it reduces the need to develop issue-specific provisions or to pass
separate bills for each and every current or future problem online, thereby
minimizing the risk of creating a patchwork of inconsistent requirements.
•
Fifth, the effort needed to meet the duty of care will inherently be
proportional to platform size, ensuring smaller platforms are not unreasonably
burdened as they try to grow. Indeed, any evaluation of the reasonableness of
content moderation efforts will factor in the resources available to a platform.
Moreover, smaller platforms and platforms that focus less on user-generated
content will have fewer users and uses to moderate.
Congress created section 230 in 1996 to: 1) help the then nascent online industry
develop into a forum for user-generated content; and 2) stem the growing spate of harmful
behavior on the internet. The first goal has been accomplished, as the online industry is
now far from nascent. The second goal remains elusive, with harmful behavior on the
internet continuing to proliferate at an alarming and arguably accelerating pace.
The platforms say they are addressing the problems though voluntary initiatives,
and that they will redouble their efforts. But that has been their pledge from the beginning,
and time is running out.
Regulating the platforms is another possible solution, but would risk hindering
innovation, slowing growth, and potentially violating the First Amendment.
Doing nothing, however, is not an option, as the status quo is untenable.
Perhaps it is time to embrace a third solution: recalibrating section 230 to restore a
duty of care. Holding platforms accountable when they act with negligent, reckless, or
willful disregard seems preferable to preemptively regulating the business models of an
entire sector, which would restrict platforms even when they are acting responsibly.
In the meantime, the United States should refrain from including section 230-type
language in trade deals. 34 Until we have resolved concerns here, it seems irresponsible to
export the problem abroad. Doing so could wreak the same harms on citizens of foreign
nations—as well as U.S. companies doing businesses overseas—that we are experiencing
at home. Moreover, because the internet is inherently global, lax standards for platforms in
other countries can also harm citizens and businesses in the United States.
I thank the Committee again for providing me the opportunity to appear today, and
welcome any questions.
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