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About the Company
Zefonar Advisory Limited (Zefonar) is a UK registered consultancy that provides trusted,
expert advice to governments and industry on digital platforms that use mobile
communications data for public safety, emergency management and national security.
Our Managing Director, Michael Hallowes, is the former Emergency Services
Commissioner for the state of Victoria, and National Director of Australia’s “Emergency
Alert Program” (2011 to 2015). He led the design and implementation of the country’s
equivalent “Reverse 1-1-2”, known as the “Emergency Alert Location Based (SMS) Solution”.
He brings an international alliance of respected public alerting practitioners and operational
transformation specialists to deliver unequalled solution design services.

Australia’s comparable “Reverse 1-1-2”
Delivering the “Emergency Alert Location Based (SMS) Solution” as a potential world-first
demonstrates our proven successful project leadership in a complex operational and technical
environment. The outcome is a highly effective public alerting capability that, today, is:
o
o

Available almost off-the-shelf to fit every network without additional infrastructure, and
Accessible to and reaches the vast majority of people with a mobile telephone
everywhere they connect to a network – Reaching everyone, everywhere.

Since its introduction in 2012, emergency services across Australia have trusted the system
in more than 1,400 localised and wide-area emergencies to send in excess of 14 million
alerts. “Emergency Alert” has a proven reliability, with an overall success rate of reaching
97% of all types of mobile phone on the 2G, 3G and 4G networks.
The largest campaign involved the successful delivery of more than 800,000 alerts; the
smallest, less than 500. Today’s Location Based Solutions can deliver 10,000 alerts by SMS
per second securely and without congesting the networks. They are also 5G-ready.
We are enormously proud that since implementation in Australia, there has been no loss of
life due to an inability of the emergency services to warn the people affected.

Article 110, European Electronic Communications Code
EU Member States now have until June 2022 to implement their “Reverse 1-1-2” capability
and meet the requirements of the EU Directive. Zefonar adds unrivalled value to your
project, from design to deployment, through our subject matter expertise in:
o
o
o
o
o
o
o
o
o
o
o
o
o

Scoping: maximising functionality and operational benefits
Delivery: the most effective all hazards, all agencies capability
Risk reduction: avoiding problems and pitfalls that result in sub-optimal systems
Future-proofing: sustainability and affordability
Managing expectations: calibrating from the outset for increasing demands
Reducing costs: collaboration to accelerate design through to delivery
Frameworks: enabling policy and legislation
Market engagement: negotiations between government and suppliers
Technology selection: evaluation and system assurance
Project implementation: working alongside the technology supplier
Operational readiness: operating procedures, manuals, training and exercising
Community education: media, marketing and communication, and
Post-implementation evaluation: review and continuous improvement.

What we do best
Zefonar works closely with all relevant stakeholders to avoid the pitfalls and system
limitations experienced by a number of countries that ran a technology-led project. We are
experts in being outcomes-driven and requirements-led.
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We help maximise the return on investment by scoping the project to deliver the greatest
benefits to public safety, emergency management, and national security.
We have hands-on, operational experience of the two principal technologies that satisfy the
requirements of Article 110(1) EECC for a “Reverse 1-1-2” Wireless Emergency Alerting
System (WEAS):
o Cell Broadcast and/or (a blended option of both)
o Location-Based SMS.
Zefonar is independent of any technology supplier. Hence, we offer impartial, evidencebased advice to inform your choice for the most effective all hazards, all agencies capability.

We apply global lessons to avoid poor outcomes; e.g.:
Granularity of the Warning Area
Limiting the alert only to those people in the area immediately affected by a threat is a critical
requirement for a whole range of operational scenarios. These include a marauding terrorist
attack, active shooter, gas leak, building evacuation and crowd safety at mass gatherings.
Authorities in New York City used their WEAS to alert people to a terrorist fugitive. The USA
chose a Cell Broadcast technology for wide-area alerting. It has limited ability to restrict the
area. Rather than alert just the suburb of Chelsea, it broadcast to the whole of Manhattan. In
addition, authorities did not structure the message to comply with international standards.

The USA’s choice of Cell Broadcast technology is compatible only with newer smartphones.
Hence, just these receive alerts. Older mobiles and many international roamers do not.
The authorities also implemented a system that has no automated capability to assure the
operator in near real-time that the alert reached its intended recipients successfully. Instead,
they have to rely on the public responding to post-incident/exercise questionnaires.

Access, Reach and System Assurance
Article 110 EECC requires the public warning system to be accessible to and reach everyone
with a mobile phone within the area affected. New Zealand estimates that in a recent test of
its Cell Broadcast technology, the system reached only 34% of mobile phones nationwide.
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System Reliability
Communities need to be confident that the national public warning system is reliable and fully
inclusive of every citizen and international visitor carrying a mobile phone. This example of
the public’s reaction to the first test of Canada’s “Alert Ready” WEAS illustrates the impact on
community confidence when people are excluded.

Canada chose a Cell Broadcast technology that is compatible only with newer model 4G
smartphones when they are registering on a 4G network. This excludes about 60% of
mobiles phones carried by citizens and international visitors, as well as everyone outside 4G
coverage. Like the USA and New Zealand, Canada’s system has no automated assurance
capability. Market analysis indicates it could take between 5 and 10 years for the vast
majority of people around the world to switch to a new, cell broadcast compatible smartphone.
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Our approach maximises functionality and benefits
By contrast to the USA, New Zealand and Canada, Australia chose a multi-purpose Location
Based SMS technology for both wide-area and localised alerting that, today, is universally
accessible. For example, authorities in Melbourne used the system to alert only the people in
a 37-storey office block. It located all 5,736 devices within the building. These included 629
non-mobile telephone handsets (tablets, etc.). The SMS alert reached successfully the 5,107
mobiles phones and, thereby, more than 97% of the people inside on every floor of the
building. Mobile phones outside the warning area boundary did not receive the alert.

Australia chose a future-proof technology that is compatible with every mobile manufactured
worldwide and, thus, fully inclusive on the 2G (now switched off in Australia), 3G, 4G and the
future 5G networks. The system incorporates automated performance assurance. This
enables the operator to view on-screen in near real-time the aggregated totals for:
o The number of devices registered within coverage simultaneously on every network
for the geographically defined warning area (building, block, suburb, region, etc.), and
o The numbers of devices that then received the SMS alert successfully or not.

Access to Personal Communications Data
We can help you assess the benefits of whether authorities need access to personal
communications data for public alerting. The decision will determine the choice(s) of
technology(ies) for localised and/or wide-area alerting. That will identify the extent of the
capability, functionality and features available and the breadth of community safety benefits.
The WEAS can require automated access to the following types of anonymous data:
1. Cell ID for the cellsite/sub-cell on which the mobile last registered
2. Latitude and longitude of the device from the network when it last registered
3. GPS position from the smartphone when it last registered
4. MSISDN (phone number)
5. IMSI (SIM card number)
6. IMEI (equipment identifier), and
7. SMS delivery receipt and/or failure.
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1, 2 and 3 are critical to identifying when a mobile telephone is/was within coverage of the
defined warning area.
4, 5, 6 and 7 are vital to the successful performance monitoring and assurance of the WEAS.
In addition, the IMSI can identify the user’s country of origin. The IMEI enables the WEAS to
filter out all non-mobile telephone devices. The MSISDN enables the emergency services to
utilise other critical features of the WEAS. The illustration here demonstrates just one.

We can provide further operational examples to demonstrate how access to personal
communications data can add significant functionality to delivering an all hazards, all
agencies capability. This will offer the greatest benefits and return on investment by enabling
a single architecture that supports:
o

Public safety

o

Emergency management, and

o

National security.

We are focused on helping you save lives fast
“Reverse 1-1-2” is a proven lifesaver. The unrivalled subject matter expertise available from
Zefonar will help accelerate your project, reduce costs and ensure success, from design to
delivery, within the 42-month deadline set by Article 110 EECC.

Our Mission: enabling safer community outcomes.
Our Goal is yours, getting it right first time.
The information is provided on the explicit understanding that it may not be reproduced, whether in part or in
its entirety, or used for commercial gain without prior agreement from Zefonar Advisory Limited.
UK Registered Company Number 11323903
Please contact: michael.hallowes@zefonar.co.uk / Mobile +44 7973 253 999

www.zefonar.com

6

