INCIDENT

Rosemount

Case Number: 21001952
Title: UNAUTHORIZED COMPUTER ACCESS

INCIDENT INFORMATION

Charges/Citation:

Disposition:
Incident Type:
Start Date:
End Date:
Reported Date:

609.891.1 (26G)

Active/Pending
Other
2021-11-05 12:00
2021-11-05 17:00
2021-11-12 14:42

Address: 13299 Bronze Parkway
Rosemount, MN 55068; US
Parties Involved:

Bock, Aimee Marie 1980-10-28 Victim

Lomen, Kara Rae 1979-01-29 Mentioned
Watkins, Rhyddid (no middle name) Refused/
Unavailable Mentioned

Eslick, Matthew (no middle name) Refused/
Unavailable Mentioned

2 more.

CASE INFORMATION

Squad Video:
No

Physical Evidence:
No

CCR Related:
No

Photos:
Yes

Body Cam:
Yes

Refer Adult Services:
No

Statements:
No

Other Video Evidence:
No

OFFICER INFORMATION

Name
Anis Ahmetovic
Stephen Johnson

SYNOPSIS OF EVENTS

Agency
Rosemount
Rosemount

Badge Role
3563 Primary
3547 FieldTraining

UNAUTHORIZED ACCESS TO FINANCIAL ACCOUNT. SEE NARRATIVE.

NARRATIVE

On 11/12/21 at approximately 1443 hours, | Officer Ahmetovic and FTO Johnson were dispatched to the

Rosemount Police Department lobby for a suspicious activity call. | met with the reporting party, who stated

someone had gained unauthorized access to her bank account and changed contact information.

Upon arrival, | met with Aimee Marie Bock, DOB/1980-10-28, the owner of Feeding Our Future, a non-profit.

Aimee stated she got an email and text notification regarding personal US Bank information that was changed.
Aimee stated that she never changed any information or contacted her bank for any reason in the recent past.
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INCIDENT Case Number: 21001952

Rosemount Title: UNAUTHORIZED COMPUTER ACCESS

However, Aimee recently went to the store and had her bank card not work when she entered her pin. After this
issue, Aimee checked her mobile account and noticed that a new phone number (651-925-9344) and an email
(kara@partnersinqualitycare.org) were added that did not belong to her. | asked her if she knew who the new
contact information would belong to, and she stated it was her old business partner Kara Rae Lomen
DOB/1979-01-29. Aimee told me she and Kara were best friends but had a falling out a couple of years ago and
does not talk to Kara anymore. Aimee contacted her lawyer, verbally identified as Rhyddid Watkins, while we
were in the conference room. Watkins explained that he had been working with Aimee to get this situation
corrected. Aimee stated she has no financial loss, and she was concerned that Kara might stalk her transaction
history. Aimee provided me with Kara's contact information and stated that Kara has a lawyer as well.

| called Kara on a recorded phone line that has been uploaded into this case file as digital evidence. Kara
explained she owns Partners In Nutrition, a non-profit that was started with Aimee in 2017. Kara stated Aimee
was asked to leave the business because there were issues between them. Kara said she couldn't say much
and referred me to her lawyer, who she verbally identified as Matthew Eslick. | called Matthew, and he explained
that Kara logged online to her online banking account for her non-profit on November 5th, where she changed
her primary phone number and primary email address. | advised Matthew of the issues that | was contacting him
for, and he stated Kara and Aimee have not worked together for a couple of years now. Matthew stated that
Kara does not have access to Aimee's personal bank account information. Therefore, she would have no reason
to change anything on Aimee's personal banking account.

Matthew stated he spoke with US Bank, and they explained that any person whao has had their social security
numbers linked with any US Bank accounts would be able to see these accounts in their own US bank mobile
app. The US Bank representative thinks Aimee's social security number was linked to Parthers In Nutrition.
When Kara went ahead and changed the information, it automatically sent a notification about account
information change to both Kara and Aimee. Matthew created a three-way call where Kara joined us on the call
that was recorded. Both Matthew and Kara think that Aimee might be confused with this business account and
think this information change is to her own personal account instead. Kara also stated that they have not had
her personal information on Partners In Nutrition's systems for three years now.

Atfter talking to Kara, | called Aimee and explained the information | learned about the social security number
linking to accounts on the online system. | spoke with Aimee on a recorded phone call and uploaded it to the
case file as digital evidence. Aimee was at the bank while | was on the phone with her, and she verbally
confirmed that the information changes were performed on personal accounts. The US Bank representative was
unsure how this was possible and advised Aimee to contact the online support customer service team to gather
more information. | urged Aimee to share any information she gathered with me to upload it as digital evidence
to this case file.

Rosemount (MN0O190500) Page 2 of 6 Creation: Anis Ahmetovic 2021-11-13 09:43:56

¢G6L00L¢C ‘# 3ASVO

140d3d LN3IAIONI



INCIDENT

Rosemount

Case Number: 21001952

Title: UNAUTHORIZED COMPUTER ACCESS

Both lawyers advised me they would individually write up a synopsis of the events that happened. | am still

waiting on these documents. However, after reviewing the Unauthorized Computer Access Statute (609.891), |

have concluded that currently, Aimee has not provided me with proper evidence to substantiate criminal

elements for this statute.

This case is active/pending, awaiting further evidence submissions. See BWC, completed financial/identity fraud

packet, and recorded phone calls.

PARTIES INVOLVED

PERSON 1

Role(s): Victim
Association(s): (Property): US Bank personal information.(Owner);

Last: Bock First: Aimee Middle: Marie Date of Birth: 1980-10-28 (41)
Sex: Female Race: White Height: 510-510  Weight: 170 -170 Ibs Hair:
Eyes: Hazel Is Juvenile?: No  Ethnicity: Not Hispanic/Latino Build: Medium Complexion: Light

Residence: 13299 Bronze Parkway; Rosemount, MN 55068-3699; Dakota US

Residence Type: Residence/Home

Cell Phone: (218)528-2480 Description:
Work Phone: (612)345-2922 Description: EXT 1001
Email: Description:

AIMEE@FEEDINGOURFUTURE.ORG

EMPLOYMENT INFORMATION

Name: Type:
Feeding Our Future Non Profit
Location

3055 old Hwy 8 APT 312; Rosemount, MN 55418; US
Work Phone: (612)345-4922 Description:

Victim Details
Associated offense: Hacking / Computer Invasion (26G)

PERSON 2

Role(s): Mentioned
Association(s): Aimee Marie Bock (victim of)
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INCIDENT
Rosemount
Last: Lomen First: Kara
Sex: Female Race: Unknown
Eyes: Brown Is Juvenile?: No

Middle: Rae

Case Number: 21001952
Title: UNAUTHORIZED COMPUTER ACCESS

Date of Birth: 1979-01-29 (43)

Height: 508 -508  Weight: 190 -190 Ibs Hair: UNKNOWN

Ethnicity: Unknown

Build: Complexion:

Residence: 457 Mendota Road W; West Saint Paul, MN 55118-4711; Dakota US

Residence Type: Residence/Home
Cell Phone: (952)217-6099

EMPLOYMENT INFORMATION

Name:
Partners In Nutrition

Location

Rice Street Bldg Name/Num: #855; Rosemount, MN 55117; Ramsey US

Cell Phone: (651)325-6693

CHARGES/ORDINANCES
Type: Statute

Description:

Type:
Non Profit

Description:

Charge: 609.891.1 (26G)

Level: Misdemeanor UocC: Enh. Factor:

Description: Unauthorized Computer Access - Penetrate security system or electronic terminal

PERSON 3

Role(s): Mentioned

Last: Watkins First: Rhyddid Middle: (no middle name) Date of Birth: Refused / Unavailable
Age Range: -

Sex: Male Race: Unknown Height: Weight: Hair: UNKNOWN

Eyes: UNKNOWN Is Juvenile?: No  Ethnicity: Unknown Build: Complexion:

Residence: ; Rosemount, MN; US

Cell Phone: (917)754-1001

PERSON 4

Description:

Role(s): Mentioned

Last: Eslick First: Matthew

Rosemount (MN0190500)

Middle: (no middle name)

Page 4 of 6

Date of Birth: Refused / Unavailable
Age Range: -

Creation: Anis Ahmetovic 2021-11-13 09:43:56

¢S61001C :# 3ASVO

140d3d LN3IAIONI



INCIDENT Case Number: 21001952

Title: UNAUTHORIZED COMPUTER ACCESS

Rosemount
Sex: Male Race: Unknown Height: Weight: Hair: UNKNOWN
Eyes: UNKNOWN Is Juvenile?: No Ethnicity: Unknown Build: Complexion:

Residence: ; Rosemount, MN; US

Cell Phone: (612)334-5787 Description:

Cell Phone: (612)455-1633 Description:

Cell Phone: (515)991-5327 Description:

BUSINESS 1

Role(s): Mentioned Association(s) Business Name: Feeding Our Future

Aimee Marie Bock (BusinessOwner)
Aimee Marie Bock (Employee)

Location: 3055 old Hwy 8 APT 312; Rosemount, MN 55418; US
Work Phone: (612)345-4922 Description:

BUSINESS 2

Role(s): Mentioned Association(s) Business Name: Partners In Nutrition
Kara Rae Lomen (BusinessOwner)
Kara Rae Lomen (Employee)

Location: Rice Street Bldg Name/Num: #855; Rosemount, MN 55117; Ramsey US

Cell Phone: (651)325-6693 Description:

PROPERTY INFORMATION

ID: Associated with: Hacking / Computer Invasion; Bock, Aimee Marie (Owner)
Description: US Bank personal information.

Property Category: ComputerHardwareSoftware

Quantity Unit Price Value Code
1 unknown unknown stolen
Brand Name Model Color
other
Serial Number Owner Applied Number Property NCIC Type

E - Consumer ltems

NIBRS OFFENSE TYPE(s):

Hacking / Computer Invasion (Completed) Location Type: Cyberspace
Bias Motivation:
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INCIDENT

Rosemount

Unknown (offender
motivation not known)
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SUPPLEMENT

Rosemount

QOLICS

Case Number: 21001952
Title: UNAUTHORIZED COMPUTER ACCESS

INCIDENT INFORMATION

Charges/Citation:

Disposition: Active/Pending
Incident Type: Other

Start Date:

End Date:

Reported Date:

Address:

Parties Involved:

OFFICER INFORMATION

Name Agency
Anis Ahmetovic Rosemount
NARRATIVE

Badge Role
3563 Primary

On 12/28/21 at approximately 0344 hours, | Officer Ahmetovic reviewed the evidence that was submitted on

behalf of Kara from her Lawyer.

After reviewing the evidence file "2021-11-14 Lir to RPD.PDF" located on evidence.com, | have concluded that
no crime has occurred. Furthermore, the victim has not provided additional evidence. Therefore, no further

follow-up is needed.

This case should be cleared as unfounded since no crime occurred.
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