What is Passive Footprinting? What is Active Footprinting?

Passive Footprinting is gathering information about the

. Lo . Active Footprinting is gathering information about the
target without direct interaction

subject without direct interaction.

Examples of Passive Footprinting

Footprinting is the first step in information gathering
in which an investigator collects information about a
subject. This can be done passively or actively.

Examples of Active Footprinting

+ Finding information through search engines

+ Collecting location information on the target through web services

+ Performing people search using social networking sites and people search
services

- Gathering financial information about the target through financial services

+ Gathering information using groups, forums, blogs, and NNTP Usenet
newsgroups

- Extracting website links and gathering wordlists from the
subjects website

« Extracting metadata of published documents and files

« Gathering information through email tracking

« Harvesting email lists Performing Whois lookup

« Extracting DNS information

+ Performing traceroute analysis

- Performing social engineering

Investigators can also engage directly with a subject,
depending on the needs and goals of an investigation.

+ Collecting inf ion through social engineering on social king sites
- Extracting information about the target using Internet archives

+ Gathering information using business profile sites

- Monitoring website traffic of the target

« Tracking the online reputation of the target

Trough footprinting and investigator can gather
information about a subject without directly accessing or

observing the subject. h‘

There is no single methodology for footprinting, as information

Information Obtained Through Footprinting can be traced in a number of ways--but, footprinting should be
carried out in an organized manner in order to gather all the
crucial information about a subject.

Using Information Obtained

- Organization information _4 - Employee details (employee names, contact addresses,
+ Employee details - designations, and work experience)
- Telephone numbers - Addresses and mobile/telephone numbers Branch and
. Location location details
- - Partners of the organization Web links to there company-
- Background of the organization related sites
- Domain and sub-domains - Background of the organization
- IP addresses of the reachable systems « Web technologies News articles, press releases, and
related documents

- Whois record

- Domain Name Service (DNS) « Legal documents related the organization

- Patents and trademarks related the organization

- Operating System information « Gain access to organizational information and use such

- Location of Web Servers /"_-\ information to identify key personnel

- Users and Passwords .J":—__‘-\.. - Launch social engineering tactics to extract sensitive data
about the entity.

\ TYPES OF SEARCH ENGINES

Search engines are the main sources of key
information about a subject or organization. They
play a major role in extracting critical details about a
subject from the Internet.

These results include web pages, videos, images, etc. and

are ranked and displayed according their relevance. REGAULAR SEARCH ENGINE = Google, Bing, Yahoo, Etc.

Search engines can extract organization information such
as technology platforms, employee details, login pages,
intranet portals, contact information.

I0C SEARCH ENGINGES = Indicator of Compromise

The information helps the an investigator in performing and
designing social engineering to extract additional information.
This is also used in pre-texting or using a ‘ruse’.

FTP SEARCH ENGINGES = File Transfer Protocol

site: This operator restricts search A d vance d 5 ear [:h op er at ors link: This operator searches

results the specified site or wehsites or pages that contain links
domain. the specified website or page.

allintitle: This operator restricts results to only the

allinurl: This operator restricts pages containing all the query terms specified in related: This operator displays
results to only the pages the title. websites that are similar or related
containing all the query terms to the URL specified.
specified in the URL intitle: This operator restricts results to only the

pages containing the specified term in the title. info: This operator finds information
inurl: This operator restricts the for the specified web page.
results tonly the pages containing inanchor: This operator restricts results to only the
the specified word in the URL. pages containing the query terms specified in the lecation: This operator finds

anchor text on links to the page. information for a specific location.
cache: This operator displays
Google's cached version of a web allinanchor: This operator restricts results to only filetype: This operator allows you to
page instead of the current version  the pages containing all query terms specified in search for results based on a file
of the web page. the anchor text on links to the pages. extension,

Note: Do not enter any spaces between the operator and the guery. Seme populsr Google sdvanced search operators Also note that when you combime link: with another advanced operator, Google
may not return all the pages that match. Also note, “you casmot combine a link: search with a regular keyward search.”

Google search queries for VPN footprinting Google search queries for VPN footprinting

Google Dork Description Google Dork Description

Cizoo VPN files with Group Passwards for remaote
ACCRSE

Cisco VPN files with Group Passwords for remaote

filetype:pel “clsce” "GroupPwd’ filetype pef “tisco” "GroupPwd’
ACCRSS

Firds Cisco VPN client passwaords (encrypted but Finds Cisco VPN client passwards [encrypted but

“|main]” “enc_GroupPwd=" exttxt ey cracked] “Imain]” "enc_GroupPwd=" ext-tkt easily cracked]

I “Config” intitle:“Index of ' intext vpn | Directony with keys of VPN servers “Config” intitle:"Index of " intext vpn Directaory with keys of VPN servers
imuarl-/remotelogin ang=en Finds FortiGate Firewall's S5L-VPN login portal . imarl-/remate login flang=en | Finds FortiGate Firewall's S5L-WPN login portal

I [Host=*.* Intext-anc_UserPasswords* | Lopks for profile configuration files [ pof), which 'Host=* * Intext enc_UserPassword=* Lopks for profile configuration files [ pof), which
ext:pef contain user VPN profiles ext:pel contain user VPN profiles

Finds Sonlcwall Global WPN Client files containing
sensitive information and login

Finds Sonlowall Global VPN Client files contalning
sensitive information and login

filetype:ref Inurl vpn filetype ref inurl vpn

filetype pcf wpn OR Group Finds publicly accessible .pcf used by VPN clients

filetype:pcf vpn OR Group Finds publicly accessible .pcf used by VPN clients
vpnssl Retrieves login partals containing wonssl — Retrieves login portals cantaining wpnssl
COMPAanies’ atoess i i i i COMpanies’ aCoess
! . pan! intitle:"Sipura.SPA.Configuration" -.pdf ;len‘;ii;c:nﬁguranon pages for online VolP t 4 a
Intitle:"55L VPN Service” « Intext:"Your Imtithe:"S5L VPN Service™ + Intext:"Your
systern administrator provided the " ; i intitle: ish portal web- ) " systern administrator provided the " " "
Firds Cisco aza login web Finds the Asterisk web management portal Finds Cisen asa lopin wab
following Informathon to help understand ! 1aco aza logl pages access following Information to help understand ! iaen ata Ingl pages
and remedy the security conditbons:" inurl:8080 intitle:"login” intext:”UserLogin” X and remedy the security conditions:”
“English” VolP login portals
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