T&E USER GUIDE

IP System



OVERVIEW

This new tool enables Canadian T&E employees to submit their IP (Interpretive) Claims.
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GETTING STARTED
ACCESS

You can access the IP System through Employee Station. You can get to Employee Station from a CP Kiosk or
from your personal computer or mobile device.

CP Kiosk to Employee Station:

1. Simply access CP Station, (CNTRL + F3)
2. Scroll down to “Frequently Accessed”
3. Expand “Applications”

4. Select “Employee Station”

FREQUENTLY ACCESSED

APPLICATIONS REPORTS RESOURCES
- + +

VIEWALL >




Personal computer or mobile device to Employee Station:
Note that using Chrome as a browser works better with the IP System than IE (Internet Explorer).

When using a personal device, it is necessary to use Two-factor Authentication and you must have downloaded
the CP RSA Token.

See Appendix for Setting up Two Factor Authentication so you can access your Token Codes.

When you are in Employee Station you will see the Interpretive Claims tile. You will find this tile under the “Labor
Relations” header.

Click the tile to open the application.

a

Grievance Entry
Application

&k

You may be prompted to enter your user ID and password on the login screen.

' User
i

Passwaord

Change Password



HOW TO CREATE A NEW IP CLAIM

STEP 1: click on the "+ Create New Claim" button locate on the top right hand side of the screen.

a ¢ & Claim Details )
1+c:emmew:;lm

P
Claims (27) Search Q,
Claim Number Claim Status Claim Category Claim Date Claimant Home Terminal  Abeyance Job Type Craft Timeslip
o 01008137 Ep AR
..... oo CLAIM o e i ; IMS YARD JOB- . Lt

100000000286 SUBMITTED OTHER Mar 19 2020 Jonathan 2BTO - Toronio CALGARY CONDUCTOR 033876057

Angeles

N100R137

STEP 2: Complete the IP Claim record by entering values in the fields and then click save at the bottom right
hand side of the screen.

When you click save, the claim will be submitted to the Audit Specialist for adjudication.
Note: all fields with asterisks are mandatory.

< Claim Details
Jonathan Angeles 01006137

Claim Number:  Claim Status:

Overview Requested Comments Artachments

*Claim Date

*Home Termina Agreement Article
Train Assignment

Working Ticket?
Timeslip Number Timeslip Date

Abeyance - use only if an official abeyance code created for this issue *Job Type

*Craft

Requested

*Requested Claim Code

Rate Type Reguested Quantity Requested Rate Requested Total Amount

Share Claim




Description of Field

A. Claim Date — This is the date for which you are claiming.
Home Terminal — Your home terminal on the date for which you are submitting the IP Claim.
Agreement Article — Select the collective agreement article that applies to your claim

Train Assignment — Activate this field by selecting “Working Ticket?” and enter the assignment

m o o ®

Working Ticket — Select if related to a working ticket. The “Train Assignment field is active when this box
is selected.

Timeslip Number — This field will be populated by the system when a link is made to the working ticket.

Timeslip Date — This is automatically populated based on the “Claim Date” entered above.

= o r

Abeyance — Select in this field only if there has been an approved Abeyance Code created for your issue.

Job Type — Select the job type applicable for the IP claim issue you are submitting.
J. Craft —Select the craft applicable for the date/claim you are submitting
K. Requested Claim Code — Select the claim code applicable to your IP claim request if applicable.

L. Rate Type — Select “Miles”, “Hours” or “Lump Sum” depending on the nature of the claim. If rates are
available, the system will present options. Select that which applies. If a rate is not presented, click “OK”
to continue.

M. Requested Quantity — Enter the quantity of Miles, Hours or Lump Sum amount (including decimals).

N. Requested Rate — This field is populated by the system based on the value in the Rate Type field. This
field cannot be edited by employees.

0. Requested Total Amount — This calculated field is auto-populated.

STEP 3: Click the “+ Add Comments” button located in the “Comments” section.

< Claim Details

Qverview Comments Attachments

Comments I -+ Add Comments I

Add Comments

Created On:
Jan 16 2020 09:03
Created By:
Troy Barrett

An “Add Comments” pop up will appear.

Enter all information relevant to the claim to enable adjudication of the
claim and press the “OK” button. This is a mandatory field.

The pop up will disappear and the comments will be visible in the
comments section.

0K Close



STEP 4 (optional): You can attach supporting documentation, if desired, by clicking on the "+ Add
Attachment" button in the "Attachments" section.

4 Claim Details

Overview Comments Attachments

Attachments | + Add Atachment |

Mo Attachments. Please use "Add Attachment” button.

To attach a file while in the New Claim screen, you must first click

Upload Document
the save button. Do not leave the screen.

Attachment Description: |

Select the “+ Add Attachment” button and the "Upload
Document" pop up will appear. | |

Enter an Attachment description, then browse for the attachment

using the Browse button.
Windows explorer will be displayed to allow you to navigate to the attachment you want to upload.

Select the document and click “Open”. The selected document title will be displayed. Click “upload”.
The document will be uploaded and displayed in the “Attachments” section.

STEP 5: click on the “Save” button to save all changes made.
Remember that clicking the “Save” button and then leaving the screen will submit the claim.

Save Completed

A message will be displayed showing the successful save. Successfully

A unique claim number will be generated and displayed on the top left hand side of the screen once the save was
successful.

| Claim Mumber: 100000000321 Claim Status: CLAIM 5JE"-‘1|TTE|3|




FUNCTIONALITY OVERVIEW

The application will open to the Manage Claims view:

cP

@ + Create New Claim
Claims (24) O Search Q
@l E:Jar:-\"l;er Claim Status Claim Category Claim Date Claimant Home Terminal Abeyance Job Type Craft Timeslip |
00968041
100000000011 Dec 13 2019 Brandon THROUGH CONDUCTOR
Troy Barrett FREIGHT
00968041
100000000012 Qct 01 2019 Toronto THROUGH CONDUCTOR Oct 01 2019
Troy Barrett FREIGHT
00968041 THROUGH
100000000007 VOID Dec 18 2019 Toronto ENGINEER Dec 18 2019
Troy Barrett FREIGHT
. COMPANY 00968041 THROUGH
@ | 100000000014 VOID BUSINESS Dec 18 2019 oy Barett Calgary EREIGHT CONDUCTOR
00968041 WOMINPREP - pnan Oct 312019
100000000002 VOID OTHER Dec 11 2019 Calgary TIME FOR ENGINEER
Troy Barrett SWITCHERS FREIGHT 033898918

Note that the sequence of claims displayed is in descending order based on starting with the Claim that was
most recently updated.

A. FIORI CONTROLS — use these buttons to view your profile and go back to the Employee Station
homepage.

B. CREATE NEW CLAIM - use this button to begin the process of creating a new claim.
SEARCH - use this search bar to search for a claim number within your existing claims.

D. CLAIM HEADER BAR - click on any category labels (such as “Claim Number”) to sort your claims by that
variable.

E. CLAIM DETAILS — to view the details of a particular claim, click within the highlighted area.

Note: if you wish to add more details to a claim, access a previously created claim through these steps.
From the Claim Details page, you may add any further comments, attachments or additional fields.

F. CLAIM STATUS - view the status of your claim by checking under the “Claim Status” column.

Claim Submitted

Auditor Information Request

Claim Updated by Employee

Claim Held for Further Review

Claim Held in Abeyance Pending Further Resolution
Claim Closed — Approved

Claim Closed — Denied

Void

S 0 o0 oo



FAQ

A. How do I view the status of my claim?

Open the Interpretive Claims Application. The main screen displays a list of all claims and includes their
current status. Claims are sorted by most recent changes on top by default. The status is also visible when
you open an individual IP Claim record.

B. How long do I have to put in an IP claim?

You have four (4) months from the date of the event to submit a claim for that date.

C. How far back can I look at my IP Claims?

You will be able to view all of your IP Claims regardless of how long ago they were submitted and/or
processed.

D. Once the IP System is implemented in my area will I still be able to enter an IP claim in CMA?

No. The only way to enter an IP claim will be through the IP System.

E. Will CMA show adjudicated IP Claims in my timeslip screen?

No. You must access the IP system to see the status of your IP claim.

F. What are my next steps if my IP claim has been approved?

Nothing, the approved claim will be visible in your CMA Timeselip and processed through the pay system.



APPENDIX - 2FA

UL T —

STANDARD OPERATING PRACTICES c p

Two-factor Authentication (2FA)

Two-factor authentication (2FA) provides a second layer of security to CP's environment when employees are logging in remotely
(from outside the CP network). This has been proven to be one of the best ways to protect an organization against malicious cyber-
attacks. This rollout will put us in line with other Class 1 railways as well as the vast majority of large organizations which already
utilize this technology.

Installing app on your smartphone:

1. The app is available for Android and iOS platforms on Google play and Apple app stores respectively. Please search and install the
app ‘RSA SecurID Software Token'.
2. Android: Click ‘install’ to get the app installed on your phone. Apple iOS: Click ‘Get’ to install the app.



Google Play Store i0S App Store
( Saarch
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R Sh Euflw:rceu':'ukarl
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3. Accept Terms and Conditions of ‘RSA SecurID Software Token’ app. 4. Android: Check the checkbox and click ‘Continue’. Apple
iOS: Click *Accept’ to move forward.

4. On a CP computer got to the RSA Self-Service Console (https://2fa-selfservice.cpr.ca/). Enter your CP login name and click OK.

RS/ self-Service Console

"t Harme

Walenima ta the ASA Sall-Sarvete Corsske whare poo can garferm leken manmtenesa and troublisshasting tasks
Log Gn
Leqg on mith your corporate credenbals to request new tokens and manage exshing tokens.
Forgol weor user [D7 Conbast your admirstraben

5. Select Authentication Method: Password. Click ‘LogOn'.


https://2fa-selfservice.cpr.ca/

6. Enter your password and click ‘Log On’. My account page willopen.

RS/\ Secure Logon RS/ Secure Logon

& Logon
E Log 0" Logon is required. If you have forgotten your logon information, contact your
You may choose how you want to authenticate yourself, % e s
User ID: ab / Authentication Method: Password
Paceword:

Authentication Method:

S Cancel |
[ Cancel g

7. Proceed to My Authenticators section.
8. Click ‘request a new token’
9. RSA Self-Service Console window will open as per belowpicture

RS/ Self-Service Console .

5 My Account

This page sllows wou bo view your user profile and manages your suthenticaters. Certasn edits to your sccount r
You can aho uie this page to reguest suthenbcators snd user group membershep, snd view vour reguest hestor

My Authenticators My Profile

Tokens - request d new tokenlvew Sequril token demsg Fersonal Information

Fast Hame!
You do nat currently have any tekens Muddle Mame:
Last Name:
user 10
E-mail
Certificate DN:
Account Creabon Date:
Maobsle Mumber:



10. At request a Token page please proceedaccordingly.
A. Select the type of smartphone you are installing the software token on.

B. Create a PIN code for your token. Your PIN must be a 4 to 8 digit number and not start with zero

C. The reason for your token request is “For remote internetaccess”
D. Submit

RS/ self-Service Console

= HRequest a Token

Request a Token
SecurlD knkens sre regared For b

Bequest & Tokes Sl re

Select 3 Token

®5l SecfriD(®) Sofrware Token Z.x for dndrod{TH]

SecariidR) Sofrwere Toker 2,3 for i05

Create vour PIN

o musl craets & PIN fod the febw 1ok & PO o combahed with & lokencade to oisate a passcode used Med aalbsrdicalion,

B rests FIR e T ¥oar PEN must be betweer 4 ard 0 characters lang. You canmak |
. -

Confirm P P

Reason for Token R -+ |
C Beasar for Toher Sepeest ' P gangrngl Brosss } |

D' q( Flesse ewplain why you 8re regaesting this token. For exemple, T scoess -\nrtIZr vate Neta
e

11. You now have a tokenassigned.
Click OK to proceed to the next step to activate your token.

- =
Q 2 hupe ‘_-‘:--.=I",= . D+ &G || & Se-Service Console - Your i Baf o7
ok 58 SysternStore Locations (.  § Windows Security Alert sp_ [B Enterprise Security - Home =
. . Logged ¢
RS/ self-Service Console =

s Your Request Was Submitted

+ You have successfully submitted 1 raquest(s)

Approved Requests

Hew SecurlD Taken - Your confirmation = is: PSUNIH

Please print this page for your records.

Capyright £1534 - 2016 BMC Corporstion. All Rights Aeserved,




Now it's time to import your token to your smartphone!

12. On your computer screen, in RSA Self-Service console locate the *“My Authenticators” section and click on “Activate your Token".

=

-

i [l Sysiern Bore Locatlors (.. B8 Windows Secusiiy Aleri ap,.. ﬁ? Ertmipuine Sscurily - Home

RS/ Self-Service Console

& My Account

This page allows you te view your user profile and manage your sutherbicators, Certain adits to your acosunt
Yeu can use this page te request suthenticators and user group membsership, and view yvour request hist

i HNotes

Four iFRone taken needs to be activated befare yvou can use it. Chek on the “activate Your Token™ link

e:'- :'| ﬂ' P_'!lh:ll S, O« B G || B Self-Smrvice Corsole - My A, ¥ | Ak

Lo

My Authenticatars My Profile
Tokens - jegunsl a mee Dokan [vew SecurlD lokan demg Personal Informalio
L Firmt Mame:
activate Your Token
iPhome - Meddle Mame:
Wiew detals, test. troubleshoot Last Mamei
Token Sarial User [D:
o Bt 0OnE595335824 E-mall:
cF e Certifscata Cih:
P E’:ﬂ;ﬁ? on Jun 39, 2016 6110105 rriame S i
" Chanae FIN Hobile Mumber:
Expires On: Jumi 29, 2019 B:00:00 FM COT
Comyright 2994 - 2018 ENC Comorstizn, All fughts 1
£ »

13. The QR code is displayed on your computerscreen.

14. The code needs to be scanned by your smartphone using the RSA app you installed earlier.

- S EE“_ —
B hitps/Gfa-seifse. O~ @ O | Em-kmul{nnsule-hl}'k..x| e I

s 5% Sysber Sbore Lecations (.. @Y Windows Security Mert ap.., [ Erterprive Security - Home

Ailivals Yoiir Token

Step 1! Open the RSA SecurlD app on your device.

HMawigate Ao the screen to acan & (R Code. IF you da not have the app, you can
dermnlizad it from the sop stone for your mobile deves.

Mote: The Scan QR Code option is not supported on #0S5 6.

Step 2! Sean QR Code.  What is a OR Code?

Mobe: The QR Code display will expire in 4157 mrres.

P Scan QR Code unsuccessha?
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15. The last step to activate your token is to verify and validate it. Once you login to verify site successfully your
account will be migrated to Two-Factor Authenticatedlist.
Click on the link to visit verify site https://2fa-verify.cpr.ca/

CcCP

CP Rail 2FA
Verify Site

Username
| |

Fassworg

| Logon [

System Access Warning Motifications

Unauthorized use of this system is subject to
legal action including PROSECUTION UNDER
THE CRIMINAL CODE. All use of this system is
subject to, and must comply with, the terms of
CP's information Security Policy and Code of
Business Ethics.

16. Enter your CP login ID.
17. Enter your CP password and click Logon.
Note: The token code will be required for verification as shown below.

Secure Logon
for F5 Networks

UE-E!'I‘I&I'I'IIET
|sbc1234

Token Code

| Logon

Page 15


https://2fa-verify.cpr.ca/
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Enter your PIN in RSA The token code Enter the code in Congratulations!

app which you created will appear “Token Code’ field. You are all done.

earlier.

FIERUE 1s A #wi v F LR 2 . ERL TR
S o cP cP
bt . 3 5 7 9 O 2 Secure Logon Congratulations, you have
for F5 Networks successfully authenticated using
@' 2-Factor Authentication! Click

Username cantinue to log out.
abcizss |

ik e
Token Code Click here fo contiue

- - = wogen
7 .E g..
o (o}

18. For a token code please proceed to your smartphone and open ‘RSA SecurlD’ app

Employees can also take a short LMS Course that explains 2FA (Two-Factor Authentication) and
how it is used at CP. It provides instruction on how to set up an RSA software token, request a
new token, test a token, and change your PIN.

The LMS (Learning Management System) tile can be accessed via Employee Station under the
Employee Tab. The tile looks like this:

Learning Mgmt
System
LMS

&

Once in LMS search for the following course code: 3272.1
This is the course:

L

INTRODUCTION TO 2FA
(COURSE 3272.1)

Start Course T Less

Page 16



CPB

USER GUIDE

To Log in to CP Station using an external Device

1. Inyour browser, go to https://employees.cpr.ca/

2. Open a new session of Remote Internet Access and enter your Username and Password

CP

Remote Internet Access
Secure Logon (North)

If you need help with login, please
call the CP IS Service Desk at
1-800-387—1833(;'3_‘-.

Username

Password

| |

3. Enter your Token Code

Once you are on CP Station and you can scroll down and access “Employee Station” by
navigating to Frequently Accessed/Applicatons/Employee Station.

Remote Internet Access
Secure Logon (North)

If you need help with login, please
call the CP IS Service Desk at
1-800-387-1833,&.

Username
|c000082 |

Token Code

I |

Page 17
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