3 Crucial Keys To Understanding HIPAA Compliance
You already know how important it is to be HIPAA compliant. A lot of businesses get confused about the requirements, when it comes to dealing with protected health information. It can get a little fuzzy, if you're not privy to the big picture. In this article, we'll discuss the three crucial keys to not only understanding HIPAA compliance, but how you can rest assured that you're within the guidelines of the law. 

The Health Insurance Portability and Accountability Act was created in order to set a standard for safeguarding private patient information. Any entity that deals with this kind of protected health information (PHI) is required to ensure that all the mandatory processes, network and physical security protocols have been put in place. Prior to these laws, there was no standard for securing PHI. As the medical, healthcare and other covered entities began to technologically advance, there was a movement away from the paper process. More and more businesses began to use electronic data systems to provide clinically based functions, answer eligibility questions, pay claims, and other administrative activities. 

Why Is This Important?

Keep in mind that the major goal of the HIPAA compliance law is to protect the privacy of individuals' PHI, while allowing covered businesses to work with new technologies. These technologies often assist and increase the efficiency and quality of the care provided to the patients. With the advance of these technologies also comes increased risk of exposing PHI. Without the Privacy Rule a patient's information that is held by their healthcare provider could very likely, without patient consent, end up being passed on to their employer. 

This employer then could use the information to make personal decisions in the work place. Another scenario could be a lender getting their hands on the patient's health information and then using that to deny the patient's application for a credit card, auto loan or home mortgage. As you can see, this can cause a lot of problems and complex situations. In order to avoid this, it is imperative that covered businesses do all they can to be HIPAA compliant. The rules are designed to be as flexible as possible, so that the technologies, procedures, and policies can be implemented accordingly. 

Here Are the 3 Crucial Keys To HIPAA Compliance – P.I.E.
When you think of HIPAA, you're probably not thinking of a delicious pie. However, you can use the acronym of PIE to help you lock in the 3 crucial keys to compliance. This can  help you have peace of mind and eliminate costly risk in the future. The HIPAA Security Rule requires that you maintain the right physical, technical and administrative safeguards. You must:

1. Protect against wrongful and impermissible abuse of PHI and other unauthorized disclosures. This includes ensuring compliance by your workforce. When dealing with “Business Associates”, you must get it in writing. In fact, whenever you're in doubt, it's best to err on the side of caution and get it in writing anyway. 
2. Identify and secure against any anticipated threats to the safety of all PHI.
3. Ensure the safety, integrity, confidentiality, privacy and accessibility of all PHI transmitted, maintained, received and/or created.

A “Business Associate” can be any third party that works with claims processing, a CPA firm, attorneys, consultants, and health care clearinghouses, are good example. If they service  health care entities and have access to PHI they are all  included under HIPAA's definition of “Business Associates”. It's best to get a contract from your “Business Associates” and you can find a sample directly at the U.S. Department of Health & Human Services website. 
In summary, what you want to focus on is the big picture, the P.I.E. (Protect Identify Ensure). Covered entities are required to protect patient health information. You are allowed to disclose PHI only to “Business Associates” whose services you use, granted that you “obtain satisfactory assurances.”  Therefore, your priority is to assure that your “Business Associates” will also comply with HIPAA and safeguard the PHI they are transacting with throughout your business relationship. The definition of “obtain satisfactory assurances” means getting it in writing, according to HIPAA compliance guidelines. 

