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Introduction

The post-quantum cryptography (PQC) transition now underway in the public and private sectors is
frequently compared to Y2K — a massive, organization-wide remediation effort with high stakes and a
hard deadline. The comparison is useful, but it understates the challenge. In several fundamental ways,
PQC transition is more difficult than Y2K. Understanding why matters, because the differences directly
affect how leaders should resource, prioritize, and communicate the effort.

The Y2K Precedent

The Y2K problem was enormous in scale. Millions of lines of code across every industry and government
sector had to be identified, remediated, and tested before January 1, 2000. The global effort involved
hundreds of thousands of developers working across more than a decade of legacy systems, and it
succeeded largely because three conditions held.

First, the problem was well-defined. Every instance came down to a two-digit year field. Automated
scanning tools could find them, and developers knew exactly what a fix looked like. Second, the deadline
was fixed, universal, and credible. Every organization on the planet shared the same countdown clock.
That focused budgets, accelerated decisions, and created genuine accountability. Third, failure was
immediately visible and catastrophic in ways non-technical leaders could understand. Power grids,
financial systems, and air traffic control failing at midnight was not an abstraction — it was a scenario
that CEOs and Cabinet secretaries could picture and act on.

Y2K succeeded because the problem was bounded, the deadline was real, and the
consequences of failure were obvious to decision-makers who controlled the resources.

The PQC Transition Challenge

PQC transition shares Y2K's scale but not its clarity. Organizations face a problem that is larger in scope,
harder to define, subject to active adversarial pressure, and far more difficult to communicate to non-
technical leadership.

Cryptographic Inventory: The Unsolved Starting Point

The most difficult immediate challenge is cryptographic inventory. Organizations must find every place
vulnerable cryptography exists before a single algorithm can be replaced. Unlike a two-digit year field,
cryptography is embedded invisibly in protocols (TLS, SSH, S/MIME), applications, middleware, network
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devices, hardware security modules, PKl infrastructure, and firmware across systems built over three
decades. Many of these were never documented. Some run on hardware with 20-year lifecycles
embedded in facilities or weapons systems that cannot be easily patched or replaced. Until inventory is
complete, migration planning is guesswork. Most organizations are still in this phase.

Harvest Now, Decrypt Later: The Adversarial Dimension

Y2K had no adversary. PQC transition does. Nation-state actors are actively collecting encrypted federal
and private sector data today, storing it for decryption once quantum computing matures. This harvest-
now-decrypt-later strategy means the damage from delay is accumulating now, silently, with no
feedback signal. Unlike Y2K, where failure was immediate and visible, PQC failure is retrospective. Data
encrypted today may be compromised years from now, and organizations may never know it happened.

The clock is running whether organizations are ready or not. Every day of delay on PQC
transition is a day of additional data collection by adversaries banking on future
quantum capability.

No Fixed Deadline

The quantum threat horizon is estimated at anywhere from 5 to 20+ years, depending on the source and
the assumptions about quantum hardware development. This ambiguity is operationally dangerous.
Organizational budget cycles, acquisition processes, and executive attention respond to fixed deadlines.
Y2K had one. PQC transition does not, and probabilistic future threats consistently lose to immediate
operational priorities when resources are constrained.

Vendor and Hardware Dependencies

Much of the PQC transition depends on vendors, including hardware manufacturers, COTS software
providers, and network equipment vendors, updating their products. Organizations cannot migrate a
system until the vendor ships a PQC-capable version. Some vendors are slow or no longer exist. Some
products are at end-of-life. And hardware with embedded cryptography, including HSMs, smart cards,
and network appliances, often cannot be upgraded and must be physically replaced on procurement
cycles that may span years.

Federal PKI: The Deepest Root

The federal Public Key Infrastructure, including the system of certificates, certificate authorities, and
trust anchors that underpins identity and authentication across government, must be fundamentally re-
architected around new algorithms. This is not a software patch. It is a ground-up rebuild of how trust
works across federal systems, and it has cascading dependencies across every agency, partner network,
and contractor ecosystem.

Hybrid Mode Complexity

During the transition period, organizations must operate traditional and PQC algorithms simultaneously
in a hybrid mode to maintain interoperability with partners and systems that have not yet migrated. This
doubles implementation complexity and introduces its own new attack surface that must be managed
carefully throughout the transition period.
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Side-by-Side Comparison

Problem definition Well-defined (find two-digit year Ill-defined (cryptography hidden

fields) everywhere)
Deadline Fixed — January 1, 2000 Fuzzy — 5 to 20+ years
Testability Binary — simulate date rollover Difficult — no simple pass/fail test
Failure signal Immediate and visible Silent and retrospective
Adversarial pressure None — purely technical Active — harvest-now-decrypt-later
Vendor dependency High Very high — hardware lifecycles included
Executive visibility High — consequences obvious to Low — probabilistic, technically complex

non-technical leaders

Global coordination Universal shared deadline Fragmented — agencies at different stages

The Leadership and Communication Gap

The deepest parallel between Y2K and PQC is also the most important difference. Y2K succeeded in part
because the consequences of failure could be communicated simply and credibly to non-technical
leaders who controlled budgets and policy. The scenario, power grids and financial systems failing at
midnight, required no technical expertise to understand or fear.

PQC transition has no equivalent visceral scenario. The threat is probabilistic, future-dated, and
technical. Explaining harvest-now-decrypt-later to a congressional appropriator, agency head, or CEO
requires building a chain of inference that Y2K never had to do. This is not a technical problem. It is a
leadership and communication problem, and it is currently the binding constraint on PQC progress.

Y2K got funded because a CEO could understand "the power grid fails at midnight." PQC

requires a more sophisticated argument — and that argument has not yet been made
effectively at the highest levels of government and corporate boardrooms.

What This Means for Organizations

The PQC challenge requires organizations to act on several fronts simultaneously.

e Start with inventory. No migration strategy is credible without a complete cryptographic asset
map. This is hard, slow, and unglamorous work, but it is the foundation of everything else.

e Prioritize the most sensitive, longest-lived data. Not all data is equally at risk. Data that must
remain classified for decades is the first priority for migration.

e Treat vendor dependencies as a program management problem. Organizations need to track
vendor PQC roadmaps, address underperformers through acquisition levers, and plan hardware
replacement cycles now.
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e Rebuild PKI deliberately. The federal PKI re-architecture deserves dedicated program resources
and cross-agency coordination. It cannot be treated as a side project.

e Communicate the threat in mission terms. Technical briefings on algorithm deprecation do not
move budgets. Mission-impact scenarios, including what specific capabilities fail, when, and with
what consequences, get resources.

Conclusion

Y2K is the right frame for communicating the scale of PQC transition to broad audiences. It is the wrong
frame for planning and resourcing it. The PQC challenge is harder: the problem is less defined, the
deadline is ambiguous, the adversarial pressure is active and ongoing, and the consequences of failure
are silent rather than immediate.

Organizations that approach PQC transition as a Y2K-style mechanical remediation exercise will
underprepare. Those that treat it as a multi-year mission resilience program with active adversaries, no
fixed deadline, and deep hardware and vendor dependencies, will be better positioned for the long road
ahead.
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