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I started thinking seriously about this analogy in 2012 while undergoing immunotherapy for metastatic prostate
cancer, listening to clinicians describe a treatment that worked by restoring my own immune system's ability to
recognize a threat and respond to it. The parallel to how we build, and fail to build, resilient computing systems was
hard to ignore, especially during the development of NIST SP 800-160.

Introduction

Every enterprise security architecture built on the premise of keeping adversaries out eventually fails
because it is built on a false assumption. The assumption that a system's boundary can be made
impermeable indefinitely against an adversary who only has to find one vulnerability—once. NIST SP
800-160, Volume 2 [1] names this assumption directly as a design flaw and offers a corrective strategic
design principle, known as Assume Compromised Resources. The principle states that systems and
system components can be compromised for extended periods without detection. Nonetheless, those
systems and components must remain capable of meeting performance and quality requirements. The
NIST publication goes further, defining an entire discipline called cyber resiliency (a subset of systems
resilience) around the premise that a system must anticipate, withstand, recover from, and adapt to
adverse conditions, stresses, attacks, or compromises, not merely prevent them.

That premise is not new. It is, in fact, the same premise the human immune system has always operated
on. It has developed under continuous, high-stakes pressure from adversaries (e.g., viruses, bacteria,
and parasites) that mutate faster than any defense can be permanently hardened against, that actively
adapt to evade detection, and that will colonize any resource left unguarded. It doesn't work by making
the body impenetrable. It works by making the body resilient: layered, redundant, adaptive, and able to
tell self from non-self well enough to act before total failure occurs. This article argues that the same
properties NIST identifies as necessary for mission-resilient systems such as diversity, redundancy,
segmentation, substantiated integrity, adaptive response, and the rest, are not just analogous to
immune function; they are the same solution to the same underlying problem, arrived at independently
in biology and in engineering. It lays out the argument, the principle-by-principle mapping, the honest
limitations of the analogy, and a concrete strategy for pursuing it.

The Common Problem

Both a human body and a mission-critical system face an adversary that:

e cannot be fully enumerated in advance (new pathogens, zero-day exploits),

e adapts in response to defenses (antigenic drift, malware obfuscation),

e seeks high-value, common targets (vital organs, shared infrastructure and identity services), and

e will, eventually, get past the outer boundary.
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NIST SP 800-160, Vol. 2’s strategic design principles state this almost as a restatement of immunology.
Reduce Attack Surfaces, Assume Compromised Resources, and Expect Adversaries to Evolve are the three
design principles that describe the condition every immune system operates under permanently. An
organism does not get to redesign its skin once a pathogen breaches it; it has to already have the next
several layers of defense in place, operating continuously and in parallel. That is precisely what the
design principles require of “mission-resilient” systems.

Principle-by-Principle: Where the Analogy Holds
Diversity — genetic polymorphism and heterogeneous defenses

NIST SP 800-160, Vol. 2 defines Diversity as the technique of using heterogeneity to minimize common
mode failures, particularly threat events exploiting common vulnerabilities, implemented through
architectural, design, information, path, and supply chain diversity. This is a direct restatement of why
sexual reproduction and MHC (major histocompatibility complex)* polymorphism exist: a population in
which every individual has an identical immune “configuration” can be wiped out by a single pathogen
that defeats that one configuration. Diversity in a population, like architectural diversity across an
ecosystem of computing systems, means an adversary who develops a working exploit against one
instance cannot simply replay it against every instance. The design principle known as Diversity
(Dynamicity) in NIST SP 800-160, Volume 1 [2], makes the same point at the individual system level:
variation in structure, behavior, or data flow helps to avoid common mode failures and introduces
unpredictability to adversaries.

Redundancy — paired organs and immunological reserve

NIST SP 800-160, Vol. 2's Redundancy technique used to provide multiple protected instances of critical
resources, is the engineering description of why humans have two kidneys, two lungs, and a bone
marrow that overproduces immune cells relative to any single infection's needs. SP 800-160 Vol. 1's
Redundancy principle notes the same double edge that biology has always had to manage, that is,
redundant solutions are susceptible to common mode failure (i.e., a single event that results in the same
or equivalent elements failing in the same manner). Redundancy must be carefully managed to avoid
redundant vulnerabilities and an increase in attack surface, precisely the reason autoimmune and
lymphoproliferative diseases? exist as a cost of having a large, redundant immune cell population.

Segmentation — compartmentalization and the lymphatic containment system

NIST SP 800-160, Vol. 2's Segmentation technique is used to define and separate system elements based
on criticality and trustworthiness and to contain adversary activities to the system element or enclave in
which they have established a presence. This describes exactly what lymph nodes, granulomas, and
abscesses do: they are the body's mechanism for containing an infection to a local segment rather than
letting it spread systemically. NIST SP 800-160, Vol. 1's Domain Separation principle is the architectural
precondition for this. It states that domains with distinctly different protection needs are physically or
logically separated so that a compromise in one does not automatically compromise the rest.

1 The molecules that cells use to display fragments of their internal proteins on their surface, allowing immune cells to check
whether a cell still looks like normal "self" tissue.

2 Conditions in which immune cells (lymphocytes) multiply abnormally or excessively, including certain lymphomas and
leukemias, a downside of maintaining such a large, redundant reserve of immune cells.
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Substantiated Integrity and Anomaly Detection — self and non-self discrimination

The adaptive immune system's core function is antigen presentation and recognition: T-cells
continuously sample peptides displayed by the body's own cells (via MHC) and mount a response only
when they detect a signature that does not match "self." NIST SP 800-160, Vol. 2's Substantiated
Integrity technique used to ascertain whether critical system elements have been corrupted, via
integrity checks, provenance tracking, and behavior validation, is a direct computational analog. NIST SP
800-160, Vol. 1's Anomaly Detection design principle states that any salient anomaly in the system or its
environment of operation is detected in a timely manner that enables effective response action. This
principle describes both the innate immune system's pattern-recognition receptors and a modern
intrusion detection system in the same sentence.

Coordinated Protection and Layered Defenses — innate and adaptive immunity working together

No single immune mechanism is sufficient alone; skin, mucosal barriers, complement proteins, innate
phagocytes, and adaptive T/B-cell responses operate as layered, coordinated defenses, with each
defensive mechanism compensating for what the others miss. This is exemplified in NIST SP 800-160,
Vol. 1’s design principle known as Defense In Depth. It is also described in NIST SP 800-160, Vol. 2's
Coordinated Protection technique that requires a threat event to overcome multiple safeguards to
ensure that the use of any particular protection mechanism does not create adverse, unintended
consequences by interfering with other protection mechanisms. The combination of defense in depth
and partitioning described in the structural design principle known as Layer Defenses and Partition
Resources, increases the effort required by an adversary to overcome multiple defenses.

Adaptive Response — immunological memory

The adaptive immune system's signature property (i.e., mounting a faster, stronger, more targeted
response on re-exposure to a pathogen it has seen before), is memory-based adaptive response. NIST SP
800-160, Vol. 2's Adaptive Response technique is used to implement agile courses of action to manage
risks and inform courses of action with situational awareness and predictive analytics. This describes a
security operations center behaving the way that memory B-cells and T-cells behave, drawing on
accumulated exposure history to react faster the second time.

Non-Persistence — apoptosis and cell turnover

Cells in the body are routinely and deliberately destroyed and replaced (apoptosis, epithelial turnover)
partly as a defense mechanism: a cell that might be quietly infected or damaged does not get to persist
indefinitely. Similarly, NIST SP 800-160, Vol. 2 uses the technique of Non-Persistence to generate and
retain resources as needed or for a limited time and to reduce the system’s attack surface in the
temporal dimension. NIST SP 800-160, Vol. 1's Least Persistence principle describes the same tactic
applied to functions, resources, data, virtual machines, credentials, and communications sessions,
instead of cells.

Privilege Restriction — immune tolerance and checkpoint control

The immune system's destructive power is dangerous to its own host, which is why it is wrapped in
extensive self-tolerance and checkpoint mechanisms (regulatory T-cells, immune checkpoints) that
restrict when and how aggressively it is allowed to act. NIST SP 800-160, Vol. 2's Privilege Restriction
technique and NIST SP 800-160, Vol. 1's Least Privilege principle are the computing system equivalent:
restricting what any given authorized actor (i.e., human or process) can do, specifically to limit the
damage that an authorized-but-compromised or authorized-but-malfunctioning entity can cause.
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Dynamic Positioning and Realignment — leukocyte trafficking and resource reallocation

Immune cells are not static. They traffic continuously toward chemokine gradients® at sites of infection,
and the body reallocates metabolic resources toward immune function during illness (fever, appetite
suppression redirecting energy). NIST SP 800-160, Vol. 2's Dynamic Positioning technique is used to
distribute and dynamically relocate functionality or system resources to impede an adversary's ability to
locate mission or business assets. The technique known as Realignment is used to structure systems and
resource uses to align with mission needs, reduce current and anticipated risks, and accommodate the
evolution of technical, operational, and threat environments. These techniques describe moving-target
defenses and mission-driven resource reallocation in exactly the same terms.

Unpredictability — V(D)J recombination

Perhaps the single most elegant immune mechanism is V(D)J recombination,* which generates an
essentially unpredictable, randomized repertoire of antibody and T-cell receptor sequences before any
pathogen exposure occurs. This is precisely so that no pathogen can adapt in advance to defeat a fixed,
predictable defense. Similarly, NIST SP 800-160, Vol. 2's Unpredictability technique is used to increase an
adversary's uncertainty regarding the system protections that they may encounter and act as a force
multiplier for other techniques.

The Case For: Why Pursue This Deliberately
It is the most battle-tested resilience architecture available.

No human-engineered security architecture has been tested against as varied a set of adversaries, under
such relentless and continuous real-world pressure, as the human immune system. Where an argument

for a specific engineering pattern otherwise rests on a few years or decades of incident data, the human

immune analogy comes with an incomparably longer track record of surviving real attacks.

It reframes the goal from prevention to resilience.

Organizations that measure security success purely by "breaches prevented" build brittle, single-layer
defenses and panic when, not if, that layer fails. Explicitly adopting an immune model for mission and
system resilience forces the organizational conversation to shift toward the NIST SP 800-160’s four goals
of anticipate, withstand, recover, and adapt, which is a healthier and more realistic posture against
advanced, persistent threats and sophisticated adversaries who are intent on subversion.

It is intuitive and communicable to non-technical stakeholders.

"We need digital antibodies and immune memory for our mission-critical systems" is a sentence a CEO
or board member can grasp instantly, in a way that "we need substantiated integrity verification with
provenance tracking" is not. That communicability has real value in securing executive leadership buy-in
and budget for mission resilience investments that are otherwise hard to justify against a quarterly cost
center view.

3 Trails of signaling proteins released at sites of infection or injury, which immune cells sense and follow like a scent trail, to
migrate toward the affected area.

4 The process by which immune cells randomly shuffle and combine gene segments to generate an enormous, effectively
unpredictable variety of antibody and T-cell receptor shapes before any pathogen is ever encountered.
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It aligns naturally with where the industry is already heading.

Zero trust architecture, moving-target defense, chaos engineering,® and immutable infrastructure® are
all, in effect, partial reinventions of immune-system properties (e.g., least privilege, dynamic positioning,
self-challenge, non-persistence). Framing these properties under a single coherent biological model
gives engineering teams a unifying design language instead of a pile of disconnected buzzwords.

It builds in graceful degradation instead of catastrophic failure.

An organism that loses a battle with a pathogen locally (e.g., a skin infection, a cold) does not usually
die. Applying the principles of segmentation, redundancy, and layered response means the vast majority
of local losses stay local. That is the property mission-critical systems most need and most often lack.

The Case Against: Where the Analogy Breaks Down

Biological immune systems tolerate and cause real collateral damage.

Fever, inflammation, and tissue damage are the immune system's normal operating cost, not a bug. A
literal translation of aggressive, adaptive, self-directed response into a computing system risks the
digital equivalent of a cytokine storm.” Automated containment or deception systems may over-trigger,
guarantine legitimate users, or degrade performance in the course of reacting to a threat that may be
minor or non-existent. Any adoption of this model has to engineer in the restraint mechanisms (i.e., the
regulatory T-cells of the system) as deliberately as the aggressive ones, or the system will manufacture
self-inflicted outages.

Large-scale trial-and-error learning is not available to a single deployed system.

The immune system's diversity and adaptive range are the product of continuous trial-and-error across
enormous populations, where the cost of a failed defense in any one individual does not bring down the
whole population. This is tolerable at a population level, but not remotely tolerable for a single mission-
critical system, where a failed defense can mean total mission loss. Chaos engineering, red-teaming, and
self-challenge exercises (NIST SP 800-160, Vol. 2's own recommended implementation approach under
Coordinated Protection technique) are the closest available substitute, but they are far slower and far
more constrained than the biological process they are imitating, and they cannot fully substitute for it.

The analogy imports biology's failure modes along with its strengths.

Autoimmune disease is what happens when self or non-self discrimination fails and the immune system
attacks its own legitimate components. This is the direct analog of an anomaly-detection system that
misclassifies legitimate users or processes as adversarial and locks them out. Immunodeficiency is what
happens when diversity, redundancy, or response capacity is under-resourced, similar to an organization
that implements the language of resilience without funding the actual redundant infrastructure and
monitoring capacity it requires. Adopting the model means consciously designing against these specific,
well-documented biological failure modes, not just adopting the successes.

5 Deliberately injecting failures into a live system to test whether it actually recovers as expected, rather than discovering the
gap during a real incident.

6 An approach in which running components are never modified in place. Changes are deployed as a fresh replacement instance
rather than a live patch, avoiding configuration drift.

7 An excessive, self-reinforcing immune response in which the reaction itself (i.e., inflammation, tissue damage) causes more
harm than the infection that triggered it.
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Cost and complexity scale with fidelity to the model.

True architectural diversity, extensive redundancy, fine-grained segmentation, and continuous integrity
verification are all expensive to build and to operate. NIST SP 800-160, Vol. 1's own Commensurate
Protection, Commensurate Rigor, and Commensurate Trustworthiness principles exist precisely because
not every system element warrants this level of investment. Pursuing an immune-system architecture
indiscriminately, for assets of low criticality, would be a poor trade of cost against risk, the same mistake
the strategic design principle Focus on Common Critical Assets warns against.

"Self" is a harder concept in distributed, federated systems than in a single organism.

An organism's immune system operates within one skin, with one thymus performing "self" education. A
modern computing system spans cloud providers, supply chains, contractors, and federated identity
boundaries where there is no single, stable definition of "self" to discriminate against. The analogy is
weakest exactly where modern architectures are most complex, and that weakness has to be explicitly
engineered around, not assumed away.

A Strategy for Deliberate Adoption

Rather than treating this as a one-time redesign, the most defensible way to adopt an immune-system
model is to organize it fundamentally around the design principles in NIST SP 800-160, Vol. 1. On that
foundation, the four cyber resiliency goals in NIST SP 800-160, Vol. 2 — anticipate, withstand, recover,
and adapt — can be mapped onto the four phases of a biological immune response, calibrating the
intensity of investment at each phase using the set of Commensurate principles rather than applying it
uniformly.

Phase 1: Anticipate (Surveillance and Priming).

Before any specific threat presents itself, establish the equivalent of immune surveillance: baseline asset
criticality using the Commensurate principles so that resilience investment is proportionate; build
Contextual Awareness and Analytic Monitoring into system design from the system definition and
system design life-cycle stages rather than bolting them on afterward; and architect Diversity and
Segmentation into the system's structure at the point where they are the least expensive (i.e., at the
architecture and design stages) rather than retrofitting them later.

Phase 2: Withstand (Innate Containment).

Implement the fast, non-specific, always-on layer of defense: Segmentation and Domain Separation to
contain what does get in, Coordinated Protection so that layered defenses are deliberately orchestrated
rather than independently deployed and potentially conflicting, Privilege Restriction and Least Privilege
to bound the damage any single compromised element can do, and Non-Persistence to shrink the attack
surface and temporal window of exposure. These belong in the implementation and integration stages
of the system life cycle, where they are verified and validated before the system goes live.

Phase 3: Recover (Adaptive Clearance).

Build the mechanisms that restore the system after a loss event: Redundancy with protected backup and
restore, Substantiated Integrity checks to verify that restored components are trustworthy rather than
re-introducing the compromise, and the Protective Recovery and Protective Failure design principles to
ensure that the recovery process itself cannot cause further loss. This is primarily an operations and
sustainment concern, but the mechanisms have to be designed and tested well before that stage.
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Phase 4: Adapt (Immunological Memory).

Close the loop: feed monitoring data and incident history back into an Adaptive Response capability that
reacts faster on repeat exposure, use Realignment to periodically restructure the system as missions,
threats, and technology change, and apply Unpredictability as a force multiplier across other resiliency
techniques so that an adversary who studies the system's past behavior cannot reliably predict its future
behavior. This phase explicitly feeds back into the initial phase of the system life cycle, including the next
generation of system architecture, rather than ending the process, mirroring the way immunological
memory shapes future generations' baseline defenses.

Govern the whole model with Commensurate Protection, not uniform application. Not every system
element deserves the full biological treatment. Use a criticality-driven triage, informed by NIST SP 800-
160, Vol. 1's SecDOP-style precedence of eliminating exposure first, reducing it second, and only then
layering engineered controls, detection, and procedures. This will help organizations decide where the
expensive, biologically-inspired investments (e.g., deep redundancy, architectural diversity, continuous
integrity verification) are actually warranted, and where simpler, conventional controls remain the more
proportionate choice. The goal is not to make every system a fully realized immune system; it is to apply
the specific immune properties to provide mission resilience, given the system's actual risk profile, at a
cost commensurate with what that system is worth to the mission.

Conclusion

NIST SP 800-160 did not invent a new idea when it defined security design principles and cyber resiliency
goals and techniques. It formalized, in engineering language, an approach that biology already proved at
a scale no computing system will ever match. The argument for building mission-resilient systems on
immune-system properties is not a metaphor of convenience. It is a recognition that two independent
problem-solving processes, one biological and one engineered, converged on the same answer to the
same problem: perfect prevention is not achievable against an adaptive adversary, so resilience has to
be designed in from the start. The honest case against the analogy (i.e., cost, collateral damage, the
impossibility of true large-scale trial-and-error learning in a single deployed system, and the difficult
problem of defining "self" in distributed systems and architectures) is real and has to be engineered
around deliberately. But the strategy for doing so is already implicit in the engineering frameworks NIST
has published: anticipate, withstand, recover, and adapt, calibrated by mission and asset criticality,
applied as a continuous life cycle process rather than a one-time build.
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