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This webinar will be recorded



Recording consent

The webinar will be recorded and
by attending you have given
permission for recording.




Disclaimer

The views expressed in this
webinar are those of the
presenter and are not an official
position statement by Cognedt.

This presentation is for
informational purposes only and
is not intended as legal, business
or regulatory advice.




Housekeeping

Questions for presenter

» Please use group chat to post your
questions or raise the hand by
using tool bar at the end of the
presentation

Feedback

* Please provide feedback on the
webinar to email
rahela.penovski@cognedt.com

On-demand availability of the webinar

» Recording will be available in
LogyTalk library after the session
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Presenter

Rahela Penovski

Founder and Managing Director



Presentation
objectives

The session will provide food for
thoughts by

v Opening the dialog on
controversial topics — what cyber
security means for medical affairs
and whether they can go along
with each other

v" Providing some examples

v" Unleashing opportunities for
better understanding and
collaboration between experts in
cyber security and medical affairs
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Setting the scene




What is Cyber
Security

It is:

» a good practice how individuals and s
organisations reduce the risk of cyber o
attack ' e

« computer systems and networks : ,-
protection from information disclosure,
theft, unauthorised access, fabrication
or damage to their hardware, software,
or electronic data, as well as from the
disruption or misdirection of the services
they provide 1

« five core functions: Identify, Protect,
Detect, Respond, and Recover 2

1. National Cyber Security Centre, What is cyber security?, https://www.ncsc.qov.uk/section/about-nmd:wbav
Cognedt > NIST, Cybersecurity Framework, htips://www.nist gov/cyberframework [ Accessed 25 Oct 2022 ] s




Complexity of Cyber &
Security '
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1. Shruti M, 10 Types of Cyber Attacks You Should Be Aware in 2023, https://www simplilearn.com/tutorials/cyber-security-tutorial/types-of-cyber-
attacks# ~texi=2. attack%2C%20and%20SQL %20injection%20attack. [Accessed 25 October 2022]
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What is Medical
Affairs PHIARMA INDUSTRY

« One of three strategic pillars of
the organisation alongside
Research & Development,
Commercial, and Market

Access RESEARCH  Esadits COMMERCIAL

DEVELOPMENT MARKET ACCESS

1. McKinsey & Company, Insight into Pharmaceutical and Medical Products, A Vision for Medical Affairs in 2025, Pharmaceuticals and Medical Products Practice, 2019,
https.://www.mckinsev.c:om/~/media/mc:kinse\,'/industries/pharmz-xceuticals%ZOand%2Omedical%20products/our%2Oin$iqhts/a%20vision%20for%20medical%20affairs%20in%202025/a-1 0

Cognedt vision-for-medical-affairs-in-2025 pdf, [Accessed 25 October 2022]




Complexity of
Medical Affairs

» Highly strategic
» In-market data generation
* In-market monitoring

1. McKinsey & Company, Insight into Pharmaceutical and Medical Products, A Vision for Medical Affairs in 2025, Pharmaceuticals and Medical Products Practice, 2019,
https://www.mckinsey.com/~/media/mckinsey/industries/pharmaceuticals%20and%20medical%20products/our%20insights/a%20vision%20for%20medical %20affairs%20in%202025 1
[a-vision-for-medical-affairs-in-2025.pdf, [Accessed 25 October 2022]
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Friends or foes




They have in common

« proprietary information
« personal identifiable information + approved for public release
» basic * confidential
» restricted . Iow_
*  sensitive *  medium
* high - critical and sensitive

* using, protecting

« safety, integrity, transparency, respect, performance
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They complement

* Medical affairs is user
» Cyber Security is protector




They argue

* Expectations
* Execution
* Timing

* Cost
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Examples




Network -
commuhnication
channels

hard copy vs digital world

Cognec

F2F

letter

card

package
audio/visual record
telegraph

phone/mobile calls

picture

* sound
* videos
* chatbot

life chat

* email (1:1; 1:many)
« SMS and MMS messaging

« web-site — static, dynamic and
interactive
* text

web-events — instream
and recorded

* meetings (1:1, group)
» conference

* symposia

* congress

* lectures/webinars/
training

» advisory boards

social media
» posting
» responding
» sharing
eCommerce

loT/IoMT



Omnichannel in
Medical Affairs




Key Messages

» Resonance

* The user/protector resonance created between Medical
Affairs and Cyber Security builds their trust

* Trust

*  When trust is built, full potential of digital
transformation is unleashed

» Partnership

* And the sealed friendship between Medical Affairs and
Cyber Security creates magic




Thank you

rahela.penovski@cognedt.com
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