E-COMMERCE - POTENTIAL RISK

# Auction/liquidating of Products — Auction of non-auction category produ
reduced prices to interested parties.

# Account Takeover — Account takeover of the cu.
of shipping address.

# Account Reconciliati
# Bulk Order — Plac
# Bounced Refund -’C 7 om‘?r bounce
# Card/Bank’ Det;7ils Data Misuse — Misuse of .ﬁ--
# Cash Back — Claiming cashback on the card an
# Customer Cash Collection — Not accounting for the delivery agents.
# Call Center — Fake calls on behalf of the e-commer
# Content Management — Non-disclosure of full produc
# Counterfeit currency — Receipt of counterfeit currency from t
# Customer/Supplier Due Diligence — Lack of due diligence of customers %ppﬁers.
# Customer Data for Returned Product — Non-deletion of customer data from
# Customer Consent for storing personal/banking information — The cou}ntry—spe
# Data — Data leakage of the customer and suppliers.
# Duplicate payments — Duplicate payments by the customer due to an error in the
# Excessive Refund — Granting excess refund to the customer.

# Email scam — Fraudulent email on behalf of the e-commerce companies to the custom
# False Review and Ratings - False ratings of suppliers to create more demand for the pi
# Gift Cards — Redemption of gift cards at the unauthorized platform.
# Inventory — Theft of inventory.

# Insurance — Inadequate insurance coverage for the warehouse goods by a third pa,
b

# Identity Theft — Identity theft of the customer.

# Damage in Transit — False claim of damage/loss in transit.
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# Money Laundering — Paying by cash for substantial value. First, pay by cash, then accept the refund in the banking channel after
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dard Product — Delivery of non-standard/substitute ;yc‘)d}}ct to the customer by the delivery agents.
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# Unclaimed money — Lack of control on unclaimed money for order cancellation and misuse of unclaimed r/ey of one customer to
the benefit of another customer.

# Third-Party Distributor — Malpractices by the third-party distributor.

# Transit Material Tampering - Change of product during transit.

# Warranty/Guarantee of the products - Nonfulfillment of warranty/guarantee terms and conditions of the products.

# Website Traffic — Ensure the traffic on the portal is handled efficiently during the festive season to avoid the loss of business.




