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Notice of Privacy Practices Policy  

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE 
USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS 
INFORMATION.  

PLEASE REVIEW THIS NOTICE CAREFULLY.  

Your health record contains personal information about you and your health. State and federal 
law protects the confidentiality of this information. “Protected health information” or “PHI” is 
information about you, including demographic information that may identify you and relates to 
your past, present or future physical or mental health or condition and related health care 
services. The confidentiality of mental health and alcohol and drug abuse client records is 
specifically protected by state and/or federal law and regulations. WithU Counseling Group, 
LLC are required to comply with these additional restrictions. This includes a prohibition, with 
very few exceptions, on informing anyone outside the program that you attend/attended the 
program or disclosing any information that identifies you as a mental health client. If you suspect 
a violation, you may file a report to the appropriate authorities in accordance with state and 
federal regulations. Additionally, the covered entities included in this joint notice will share 
protected health information with each other, as necessary, to carry out treatment, payment and 
healthcare operations. WithU Counseling Group, LLC must legally maintain the privacy and 
security of your PHI and follow the duties and privacy practices described in this notice. WithU 
Counseling Group, LLC will not use or share information other than as described here unless 
authorized in writing.  

How we may use and disclose health information about you 

Google Analytics And Cookies:  

• We may use a tool called “Google Analytics” to collect information about use of this 
Site, such as how often users visit the Site, what pages they visit when they do so, and 
what other sites they used prior to coming to this Site. Google Analytics collects only the 
IP address assigned to you on the date you visit this Site, rather than your name or other 
identifying information. Google Analytics plants a permanent cookie on your web 
browser to identify you as a unique user the next time you visit this Site. This cookie 
cannot be used by anyone but Google, Inc. The information generated by the cookie will 
be transmitted to and stored by Google on servers in the United States. We use the 
information received from Google Analytics only to improve services on this Site. We do 



not combine the information collected through the use of Google Analytics with 
personally identifiable information. Google’s ability to use and share information 
collected by Google Analytics about your visits to this Site is restricted by the Google 
Privacy Policy http://www.google.com/policies/privacy. You can prevent Google 
Analytics from recognizing you on return visits to this Site by disabling the Google 
Analytics cookie on your browser.  

• For security: We will retain your Personal Information for as long as your Account is 
active, as needed to provide you Services, and as necessary to comply with our legal 
obligations, resolve disputes, and enforce our agreements. 
We follow generally accepted standards to protect the Personal Information submitted to 
us, both during transmission and once we receive it. For example, when you enter 
sensitive information (such as your login credentials), we encrypt the transmission of that 
information using secure socket layer technology (SSL). However, no method of 
transmission over the Internet, or method of electronic storage, is 100% secure. 
Therefore, we cannot guarantee its absolute security. 

• For visiting Site from other country: If you are visiting this Site from a country other 
than the country in which our servers are located, your communications with us may 
result in the transfer of information across international boundaries. By visiting this Site 
and communicating electronically with us, you consent to such transfers.  

• Social media widgets: Our Services may include social media features, such as the 
Facebook Like button, and widgets, such as the “Share this” button, or interactive mini-
programs that run on our websites (collectively referred to as “Features”). These Features 
may collect your IP address, which page you are visiting, and may set a cookie to enable 
the Feature to function properly. The Features are either hosted by a third party or hosted 
directly on our Services. Your interactions with these Features on a third-party site are 
governed by the privacy policy of the company providing it. 

• For treatment: We may use medical and clinical information about you to provide you 
with treatment or services, coordinating care or managing your treatment. If you are a 
mental health client, we may coordinate your care with other providers without 
authorizations. For example, WithU Counseling Group, LLC may need to request a list of 
your current medications prescribed by your primary care physician.  

• For payment: With your authorization, we may use and disclose protected health 
information about you so that we can receive payment for the treatment services provided 
to you. Examples of payment-related activities are: making a determination of eligibility 
or coverage for insurance benefits, processing claims with your insurance company, 
reviewing services provided to you to determine medical necessity, or undertaking 
utilization review activities. If it becomes necessary to use collection processes due to 
lack of payment for services, we will only disclose the minimum amount of PHI 
necessary for purposes of collection.  

• For health care operations: We may use and disclose your protected health information 
for certain purposes in connection with the operation of our program, including, but not 
limited to, quality assessment activities, employee review activities, licensing and 
conducting or arranging for other business activities. For example, we may share your 
PHI with third parties that perform various business activities (e.g., billing or typing 
services) provided we have a written contract with the business that requires it to 



safeguard the privacy of your PHI. For training or teaching purposes PHI will be 
disclosed only with your authorization.  

• Required by law: Under the law, we must disclose your PHI to you upon your request. 
In addition, we must make disclosures to the Secretary of the Department of Health and 
Human Services for the purpose of investigating or determining our compliance with the 
requirements of the privacy rule.  

• Without authorization: Applicable law also permits us to disclose information about 
you without your authorization in a limited number of other situations, such as with a 
court order. These situations are explained below.  

• Health oversight: We may disclose PHI to a health oversight agency for activities 
authorized by law, such as for audits, investigations and inspections. Oversight agencies 
seeking this information include government agencies and organizations that provide 
financial assistance to the program (such as third-party payors) and peer review 
organizations performing utilization and quality control. If we disclose PHI for substance 
abuse clients to a health oversight agency, we will have an agreement in place that 
requires the agency to safeguard the privacy of your information.  

• Program evaluation: We may use your protected health information to contact you for 
evaluation and follow-up studies conducted by WithU Counseling Group, LLC staff in 
order to determine effectiveness of WithU Counseling Group services. WithU 
Counseling Group, LLC may also disclose PHI to external program evaluators (including 
the Secretary of HHS for HIPAA rules, compliance and enforcement purposes), with an 
agreement in place, if substance abuse records are requested to be sent to or taken with 
the evaluator.  

• Medical emergencies: We may use or disclose your protected health information in a 
medical emergency situation to medical personnel only and as legally permissible if you 
are a substance abuse client. If you are a mental health client, WithU Counseling Group, 
LLC can disclosure your information in a medical emergency.  

• Coordination of care: For mental health clients, WithU Counseling Group, LLC staff 
may disclose PHI for the purposes of continuity of care without consent. The purpose of 
coordination will be limited to admission, treatment, planning, coordinating care, 
discharge or governmentally mandated public health reporting. For substance abuse 
clients and situations that are not emergencies, authorization is needed to coordinate care 
with third parties.  

• Mandated reporting: We may use your protected health information in order to comply 
with rules and regulations mandating WithU Counseling Group, LLC staff to report to 
law enforcement or government agencies. Examples of situations where reporting may be 
necessary include abuse and neglect, FOID reporting to DHS, and duty to warn 
situations. Duty to warn situations occur when someone indicates a specific act of 
violence towards themselves or another individual.  

• Deceased client: We may disclose PHI regarding deceased clients for the purpose of 
determining the cause of death, in connection with laws requiring the collection of death 
or other vital statistics, or permitting inquiry into the cause of death.  

• Research: We may disclose PHI to researchers if (a) an Institutional Review Board 
reviews and approves the research and waiver to the authorization requirement; (b) the 
researchers establish protocols to ensure the privacy of your PHI; (c) the researchers 
agree to maintain the security of your PHI in accordance with applicable laws and 



regulations; and (d) the researchers agree not to redisclose your protected health 
information except back to WithU Counseling Group, LLC.  

• Criminal activity on program premises/against program personnel: If you are a 
substance abuse client, we may disclose your PHI to the law enforcement officials if you 
have committed a crime on program premises or against program personnel or have 
threatened to do so. If you are a mental health client, your information may be disclosed 
if WithU Counseling Group, LLC believes a violation of criminal law or other serious 
incident has occurred in WithU Counseling Group, LLC program. 

• Legal: We may disclose your PHI to respond to lawsuits and legal actions. If you are 
involved in a legal issue where WithU Counseling Group, LLC is not a party, WithU 
Counseling Group, LLC may disclose your information with your authorization or court  
order for situations involving family matters, worker’s compensation, civil actions or 
other legal issues.  

• Court order: We may disclose your PHI if the court issues an appropriate order and 
follows required procedures. 

• With authorization: We must obtain written authorization from you for all other uses 
and disclosures of your PHI.  

Your rights regarding your PHI  

You have the following rights regarding PHI we maintain about you. To exercise any of these 
rights, please submit your request in writing to WithU Counseling Group, LLC Medical Records 
Department at 7210 E. State Street Rockford, IL 61108. If you have any questions, you may 
contact the privacy officer at 815.389-2064. 

• Right to revocation: It is your right to revoke any authorizations, at any time by sending 
written notification to the Medical Records Department to the addresses listed above.  

• Right of access to inspect and copy: You have the right, which may be restricted only in 
exceptional circumstances, to inspect and copy PHI that is maintained in a “designated 
record set.” A designated record set contains mental health/medical and billing records 
and any other records that are used to make decisions about your care. Your right to 
inspect and copy PHI will be restricted only in those situations where there is compelling 
evidence that access would cause serious harm to you or if the information is contained in 
separately maintained psychotherapy notes. We may charge a reasonable, cost-based fee 
for copies. If your records are maintained electronically, you may also request an 
electronic copy of your PHI. You may also request that a copy of your PHI be provided 
to another person.  

• Right to amend: If you feel that the PHI, we have about you is incorrect or incomplete, 
you may ask us to amend the information although we are not required to agree to the 
amendment. If we deny your request for amendment, you have the right to file a 
statement of disagreement with us. We may prepare a rebuttal to your statement and will 
provide you with a copy. Please contact the privacy officer if you have any questions.  

• Right to an accounting of disclosures: You have the right to request an accounting of 
certain disclosures that we make of your PHI. We may charge you a reasonable fee if you 
request more than one accounting in any 12-month period.  



• Right to request restrictions: You have the right to request are striction or limitation on 
the use or disclosure of your PHI for treatment, payment, or health care operations. We 
are not required to agree to your request unless the request is to restrict disclosure of PHI 
to a health plan for purposes of carrying out payment or health care operations, and the 
PHI pertains to a health care item or service that you paid for out of pocket. In that case, 
we are required to honor your request for a restriction.  

• Right to request confidential communication: You have the right to request that we 
communicate with you about health matters in a certain way or at a certain location. We 
will accommodate reasonable requests. We may require information regarding how 
payment will be handled or specification of an alternative address or other method of 
contact as a condition for accommodating your request. We will not ask you for an 
explanation of why you are making the request.  

• Breach notification: If there is a breach of unsecured PHI concerning you, we may be 
required to notify you of this breach, including what happened and what you can do to 
protect yourself.  

• Right to a copy of this notice: You have the right to a copy of this notice.  

Complaints  

If you believe we have violated your privacy rights, you have the right to file a complaint in 
writing with our privacy officer at WithU Counseling Group, LLC 7210 E. State Steet Rockford, 
IL 61108, 815.839.2064. You may also file a complaint with the Secretary of Health and Human 
Services at 200 Independence Avenue, S.W. Washington, D.C. 20201 
or by calling 202.619.0257. We will not retaliate against you for filing a complaint.  

Confidentiality of alcohol and drug abuse client records  

The confidentiality of alcohol and drug abuse client records is protected by additional federal law 
and regulations. The covered entities are required to comply with these additional restrictions. 
This includes a prohibition, with very few exceptions, on informing anyone outside the covered 
entities that you attend a substance abuse treatment program or disclosing any information that 
identifies you as an alcohol or drug abuser. Some of the exceptions to this general rule include:  

• The disclosure is allowed by a court order. 
The disclosure is made to medical personnel in a medical emergency. L 

• The disclosure is with your written consent.  

The violation of federal laws or regulations by this program is a crime. If you suspect a violation, 
you may file a report to the appropriate authorities in accordance with federal regulations.  

Confidentiality of mental health client records  

The confidentiality of mental health client records is protected by state law and regulations. The 
covered entities are required to comply with these additional restrictions. This includes a 
prohibition, with limited exceptions, on informing anyone outside the Covered Entities that you 



are a recipient of mental health treatment or disclosing any information that identifies you as a 
mental health client. Some of the exceptions to this general rule include:  

• The disclosure is allowed by a court order. 
The disclosure is made to medical personnel in a medical emergency. 
The disclosure is with your written consent. 
The disclosure for purposes of health information exchange, in accordance with 
the requirements of the  

Illinois Mental Health and Developmental Disabilities Confidentiality Act. Unless you have 
chosen to opt-out of the health information exchange as specified in that Act. 
The violation of state laws or regulations by this program is a crime. If you suspect a violation, 
you may file a report to the appropriate authorities in accordance with State law.  

If you have any questions about this Notice of Privacy Practices, please contact our privacy 
officer: Dr. Collene Taylor 

Privacy Office 
WithU Counseling Group, LLC 7210 E. State Street, Rockford, IL 61108, 815.839.2064  

This Notice of Privacy Practices describes how we may use and disclose your protected health 
information (“PHI”) in accordance with all applicable law. It also describes your rights regarding 
how you may gain access to and control your PHI. We are required by law to maintain the 
privacy of PHI and to provide you with notice of our legal duties and privacy practices with 
respect to PHI. We are required to abide by the terms of this Notice of Privacy Practices. We 
reserve the right to change the terms of our Notice of Privacy Practices at any time. Any new 
Notice of Privacy Practices will be effective for all PHI that we maintain at that time. We will 
make available a revised Notice of Privacy Practices by posting a copy on our website: 
www.withucounselinggroup.com, sending a copy to you in the mail upon request, or providing 
one to you at your next appointment.  

The effective date of this notice is November 14, 2021. 

 


