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A COMMON SENSE SOLUTION TO ORBITAL DEBRIS 
 

As the ticking time bomb of orbital debris races closer to critical mass, the U.S. DHS 

unknowingly holds the keys to safeguard our vital orbital infrastructure. 

 

As in any problem resolution, in this case orbital debris, acknowledgement by the U.S. 

government and federal agencies, nearly a half century ago, began with the ideation of the Kessler 

Syndrome in 1978, back when space launches occurred a couple times a year.  Since that time, our 

nation’s brightest minds have analyzed the situation and brought forth a plethora of ideas to solve 

the problem.  Such solutions have been presented as space policies, space situational awareness 

(more analysis), mitigation via guidelines & best practices, and lastly active debris removal.  The 

first three solutions are well developed.  The last, however, lacks commitment to a course of 

action, much less implementation.  Why?  Funding.  Period.  All the while today’s space launches 

have increased to a pace of hundreds per year with dozens of satellites, in some cases, being 

deployed per launch.  However, space traffic management (STM) and especially active debris 

removal (ADR) progress has been slow, arduous, and honestly stagnant compared to our global 

cohorts. 

This article lays the foundation for how we got here, who is responsible, the current governmental 

partnership structure most closely related to orbital debris, and the lack of vulnerability 

assessments.  It also points to a lack of information reaching POTUS’ desk and how this has 

exacerbated the problem.  Lastly, a simple organizational restructuring, and financial mechanism 

are presented to close the gaps and provide a full scope approach to solving the orbital debris 

problem and to finally commit a growing U.S. industry to a solid course of action. The strength of 

the MAGA movement is a timely and common sense force to help lead the delivery of an orbital 

debris solution.  It’s time! 

LAYING THE FOUNDATION 
The Homeland Security Act of 2002 was a direct result of the 9/11 terrorist attack upon the United 

States, which began operation of the Department of Homeland Security (DHS) in 2003.  As 

defined in the 2006, 2009, and 2013 National Infrastructure Protection Plan (NIPP), the DHS 

mission is bound to its ability to protect our critical infrastructure and key resources (CIKR), 

though satellites have yet to be explicitly identified as critical infrastructure, even though their 

importance cannot be understated. 

Space enthusiasts have long been aware of the risk orbital debris brings to our infrastructure and 

our way of life.  The underlying problem is not designing solutions to solve the problem but rather 

https://www.cisa.gov/sites/default/files/publications/national-infrastructure-protection-plan-2013-508.pdf
https://www.dhs.gov/mission
https://www.dhs.gov/mission


 

 

figuring out who and how to pay for the solution.  Many think a government agency or agencies 

should be leading the way for Space Traffic Management (STM) and Active Debris Removal 

(ADR) services.  Historically, they have been slow to provide direction across many sectors of the 

government.  Let’s look at DHS regarding the protection of our ‘critical orbital infrastructure’. 

According to the 2013 NIPP Executive Summary,  

The green text says DHS shall provide a framework to guide efforts, yet the very next sentence 

provides operators a loophole of “depends on the ability… to make informed decisions”. 

The NIPP categorizes a framework list of Critical Infrastructure Sectors (or Nation Critical 

Functions) and defines these critical infrastructure sectors as so vital to the United States that their 

incapacitation or destruction would have a debilitating effect on security, national economic 

security, national public health of safety, or any combination thereof. 

In the same document, the Critical Infrastructure Operating Environment states that position, 

navigation, and timing (PNT) services are critical to operations across multiple sectors and are 

vital to incident response. 

 

Yet, as with all the sectors, per the NIPP Operating Environment section, inadequate expenditures 

to operate and maintain systems have allowed the infrastructure to deteriorate, shown here: 

 

While orbital assets, including PNT (GPS), are not part of the CIKR, it is not difficult to 

understand that the orbital debris environment has and will get worse over time.  In fact, NASA 

has tracked over 400 events that have generated over 100 million debris objects orbiting Earth. 

https://www.cisa.gov/critical-infrastructure-sectors
https://www.cisa.gov/national-critical-functions-set
https://www.cisa.gov/national-critical-functions-set
https://img1.wsimg.com/blobby/go/22cd58ba-c259-4d05-bea7-0b5f8cd1b26f/downloads/b94fc393-a2fa-45fe-ab0b-ce8c618b4d94/History%20of%20On-Orbit%20Satellite%20Fragmentations%2C%20.pdf?ver=1739568204155


 

 

WHO IS RESPONSIBLE FOR ORBITAL DEBRIS? 
From the 2013 NIPP, Appendix B. Roles, Responsibilities, and Capabilities of Critical 

Infrastructure Partners and Stakeholders, for CIKR owners and operators the risk versus 

consequence tradeoffs are based upon what is known about the risk environment and what is 

economically justifiable and sustainable… 

 

What the operators know about the risk environment is based upon CIKR risk assessments and 

response planning which they “MAY” decide to perform, as shown here… 

 

The NIPP 2015 Communications Sector-Specific Plan (2013 Annex) specifies that key initiatives, 

milestones, and metrics are required to achieve the Nation’s CIKR protection mission.  The 

cornerstone of the NIPP is its risk management framework, which is essentially supposed to assess 

national or sector risk.  In fact, the Communication Sector’s approach to network defense 

prioritizes…  

 

However, what are the chances of assessments, much less infrastructure protection, when 85% of 

satellites are owned by private industry and most of the council membership?  Let’s discover who 

oversees the unrecognized critical orbital infrastructure. 

  

https://www.cisa.gov/sites/default/files/publications/nipp-ssp-communications-2015-508.pdf


 

 

THE CURRENT PARTNERSHIP STRUCTURE 
Understanding the partnership structure within each sector is paramount to recognizing how 

priorities and requirements are reported to the POTUS for budget submission.  To grasp this 

appreciation, let’s highlight the communications sector, because it is the only sector that identifies 

satellites as a sub-sector.  The Communications Sector Partnership Model is laid out in the 2015 

Communications Sector-Specific Plan (CSSP), as follows: 
 

 

The above boxes list industry and government URLs that point to the About Us, Charter, or 

Membership pages for each partner.  Of particular interest are the members of these partnerships.  

This is where it gets interesting, so bear with me. 

The Communications SCC was established in 2005, with membership that includes private 

owner/operators, trade associations, and standards bodies.  For instance, the Satellite Industry 

Association (SIA) is a 501(c)(6) organization that promotes its members’ interests without the goal 

of making a profit.  They advocate industry position with Capitol Hill policy makers, the White 

House, FCC, and key Executive Branch departments and agencies regarding policy around orbital 

debris, mitigation, and sustainability.  SIA also organizes the Space Safety Working Group and 

participates as a member of the Global Satellite Coalition, whose mission is to ensure the future 

for millions of global stakeholders who depend on satellite-based solutions. 

Where are the academic, NASA, USSF, DoC, STM, ADR partnership representatives? 

Like the 2013 NIPP, the CSSP also states that a partial or complete loss of key fiber optic, coaxial, 

satellite, and/or microwave trunks could lead to loss of Internet routing, access, and connection 

service functions.  These disruptions could cut off key long-haul, high-capacity Internet trunks that 

could isolate civil, defense, and commercial users who depend on these connections.  Dependence 

was also cited for the banking and finance sectors and the federal government. 

Interestingly, the Space Information Sharing and Analysis Center (Space ISAC) was founded 14 

years later in 2019.  Initially sponsored by NASA, USSF, and NRO, the public and private 

representatives have spoken of the importance of protecting critical orbital assets.  Yet, 

unfortunately, space systems have not made it into the CIKR list. 

Emergency Operating Plan 

Communications GCC 

Communications National 

Coordinating Center 

National Security Telecommunications 

Advisory Council 
 

Communications SCC 

Communications ISAC 

https://www.cisa.gov/sites/default/files/publications/nipp-ssp-communications-2015-508.pdf
https://www.nist.gov/system/files/documents/2016/09/15/cscc_rfi_response_1.pdf#:~:text=The%20CSCC%20was%20established%20in%202005%20to%20help,respect%20to%20national%20security%20and%20emergency%20preparedness%20%28NS%2FEP%29.
https://sia.org/about-sia/
https://sia.org/about-sia/
https://sia.org/about-sia/sia-working-groups/
https://gscoalition.org/about/members
https://spaceisac.org/
https://www.cisa.gov/communications-sector-council-charters-and-membership
https://www.cisa.gov/national-coordinating-center-communications
https://www.cisa.gov/national-coordinating-center-communications
https://www.cisa.gov/nstac-members
https://www.cisa.gov/nstac-members
https://www.comms-scc.org/members
https://www.isao.org/group/communications-isac/


 

 

In 2021, CISA launched the Space Systems Critical Infrastructure Working Group as a mix of 

government and industry members that will identify and develop strategies to minimize risks to 

orbital systems that support the nations critical infrastructure.  Published agendas provide no 

meeting details, meeting minutes, action items, or future topics around identifying orbital systems 

as CIKR. 

So, if industry & federal agency planning and operations are not receiving identification, 

evaluation, and prioritization of orbital debris information, then NSTAC is not able to forward 

budget requirements to POTUS.  Thus, neither the National Risk Management Center nor the 

Communications Sector Risk Management Agency are engaged with assessing, planning, or 

controlling orbital debris risks. 

 

THE VULNERABILITY OF ASSESSMENTS 
The 2011 Strategic National Risk Assessment supports Presidential Policy Directive 8 to create a 

FEMA National Preparedness Goal, a FEMA National Preparedness System, and a FEMA 

National Preparedness Report (currently missing).  As foundational elements of the NIPP, 

vulnerability assessments, as shown above, are voluntary and nonregulatory.  CISA Protective 

Security Advisors (PSA) offer assessments at the request of critical infrastructure owners and 

operators. 

Since orbital assets are not identified as critical infrastructure, vulnerability assessments do not 

officially fall under the purview of the PSA program.  Without satellite operators requesting 

vulnerability assessments, of course the NSTAC report to POTUS excludes budgetary 

requirements to protect our country’s orbital assets.  So, why has orbital debris escaped DHS 

scrutiny? 

 

THE FOX GUARDING THE WHITE (HEN) HOUSE 
It should be no surprise that there is a lack of action regarding the increasing risk of orbital debris.   

• The 2008 NSTAC Report to the President on Commercial Communications on the Global 

Positioning System (GPS) neglected to mention orbital debris or collisions as a risk. 

o The 2009 NSTAC Report to the President on Commercial Satellite Communications 

Mission Assurance did identify orbital debris as a low potential for collision with active 

satellites.  This makes sense as more satellites capable of debris avoidance maneuvers have 

been launched.  However, it neglects to discuss debris to debris collisions, of which there 

would be higher likelihood.  Additionally, the report recommended the Secretary of 

Defense make safety of flight and the preservation of the orbital environment a leading 

national security driver for enhanced space situational awareness efforts, which can be 

viewed as shifting the blame (responsibility) from satellite operators to the DoD. 

https://www.cisa.gov/news/2021/05/13/cisa-launches-space-systems-critical-infrastructure-working-group
https://www.cisa.gov/national-risk-management
https://www.cisa.gov/publication/communications-sector-risk-management-agency#:~:text=Communications%20Sector%20Risk%20Management%20Agency%20CISA%20offers%20many,protective%20and%20response%20measures%20across%20the%20Communications%20Sector.
https://www.dhs.gov/xlibrary/assets/rma-strategic-national-risk-assessment-ppd8.pdf
https://www.dhs.gov/presidential-policy-directive-8-national-preparedness
https://www.fema.gov/sites/default/files/2020-06/national_preparedness_goal_2nd_edition.pdf
https://www.fema.gov/pdf/prepared/nps_description.pdf#:~:text=The%20National%20Preparedness%20System%20builds%20on%20current%20efforts%2C,multi-year%20effort%20requiring%20contributions%20from%20the%20entire%20Nation.
https://www.fema.gov/sites/default/files/documents/fema_2020-national-preparedness-report.pdf
https://www.cisa.gov/critical-infrastructure-vulnerability-assessments
https://www.cisa.gov/protective-security-advisors
https://www.cisa.gov/protective-security-advisors
https://www.cisa.gov/sites/default/files/publications/NSTAC%20GPS%20Report_0.pdf
https://www.cisa.gov/sites/default/files/publications/NSTAC%20GPS%20Report_0.pdf
https://www.cisa.gov/sites/default/files/publications/NSTAC%20STF%20Report%20FINAL%2011302009_0.pdf
https://www.cisa.gov/sites/default/files/publications/NSTAC%20STF%20Report%20FINAL%2011302009_0.pdf


 

 

o The 2017 DHS CISA National Risk Management Center Report on Positioning, 

Navigation, and Timing (PNT) Backup and Complementary Capabilities to the Global 

Positioning System (GPS) clearly identified precise PNT as a requirement for agriculture, 

port operations, consumer location-based services, and maritime navigation and that a 30-

day loss of GPS would negatively affect the economy by $1 billion per day, which could 

be 50% higher if disruption occurred at an inopportune time (during war). 

o The 2019 NSTAC Factsheet does not list recent NSTAC publications about orbital debris. 

 

NSTAC has identified potential resiliency stressors (i.e., electromagnetic pulse, solar flare, PNT 

disruption, long-term outage, supply chain cyber-attacks) for critical infrastructure sectors, but has 

not vigorously assessed orbital debris, which is an issue clearly identified as a concern across the 

satellite end-user community.  Let us not forget the hierarchy shown in the Communications 

Sector Partnership Model above, where NSTAC is the partner responsible for advising the 

President of the United States.  Is POTUS making budgetary decisions based upon omissive 

NSTAC reports submitted to the Oval Office? 

Perhaps the Office of Management and Budget (OMB) needs to evaluate the effectiveness of the 

DHS role to improve its administrative management, performance measures and coordinating 

mechanisms, and reduce unnecessary burdens to the public.  Afterall, OMB critical mission is to: 

1. Develop and execute budgets, a prominent government-wide process managed from the 

Executive Office of the President (EOP) and a device by which a president implements 

policy, priority, and action in everything from the DoD to NASA. 

2. Manage other agencies’ financial, paperwork, and IT. 

The fox (satellite industry) has lurked in the shadows to capture the eggs (massive profits) while 

the farmer (government) provides no oversight of the hen house (orbital commons), thus allowing 

the tragedy to grow out of control.  It’s no wonder the industry has no vested interest in pursuing 

satellite safety with vigor. 

https://www.cisa.gov/sites/default/files/publications/report-on-pnt-backup-complementary-capabilities-to-gps_508.pdf
https://www.cisa.gov/sites/default/files/publications/report-on-pnt-backup-complementary-capabilities-to-gps_508.pdf
https://www.cisa.gov/sites/default/files/publications/report-on-pnt-backup-complementary-capabilities-to-gps_508.pdf
https://www.cisa.gov/sites/default/files/publications/NSTAC%20Factsheet%20%289-4-19%29.pdf
https://www.whitehouse.gov/omb/


 

 

A PARTNERSHIP AND FUNDING SOLUTION 
To date, temporary and vagrant Capitol Hill 

personalities, OSTP, federal agencies, space 

professionals, academia, etc., have achieved torpid 

progress regarding orbital debris.  Funding 

decisions are the primary excuse for not bringing 

the industry together with a laser focused vision. 

By establishing ‘Space Traffic Management’ as 

the 17th DHS critical infrastructure sector, the 

existing operating framework of methodologies 

from other sectors can be leveraged into an 

effective critical infrastructure.  A STM 

government coordination council (STMGCC) 

would oversee a STM sector coordination council 

(STMSCC), while the National STM Advisory 

Committee (NSTMAC) would advise POTUS. 

The STMSCC charter would govern membership and establish funding mechanisms to coordinate 

objective achievements, working groups, and special committees.  The participants would include 

members from the Satellite Industry Association (from Communications SCC), academia, NASA, 

USSF, DoC OSC, and experts in policy, SSA, mitigation, and ADR. 

The draft STM Act of 2025 is the funding mechanism that would be leveraged by these councils, 

committees, an STM Service Providers.  Since the Bill requires change to IRS Code, it must be 

legislated, as any tax incentive, to spur vigorous contributions from satellite operators, 

philanthropists, and other contributing taxpayers, if the tax credit was substantial enough.  For 

example, if a taxpayer gave $1 and was guaranteed a $2 or $3 tax credit, that would incentivize 

contributions.  Or, if a satellite operator gave $1 million and was guaranteed a $2 million tax 

credit, that would supercharge contributions and additionally drive investor decisions. 

The U.S. has sufficient leadership, engineering, and orbital expertise.  However, the cost to 

perform STM, especially ADR, for design, launch, and operate in orbit requires legislation of the 

STM Act of 2025.  Ultimately, legislation would require the government to initially sacrifice tax 

revenue income, which could be tapered in subsequent years once the industry is established.  

Given the size of the orbital debris problem, an innovative funding mechanism is required to 

initiate and instantiate tangible progress to stay ahead of the expected monumental orbital debris 

growth.  A conservative $50B could be expected to roll out a 7-year industry-wide program that 

covers policy, SSA, mitigation, and ADR. 

 

https://sia.org/about-sia/sia-members-list/
https://img1.wsimg.com/blobby/go/22cd58ba-c259-4d05-bea7-0b5f8cd1b26f/downloads/53d6b51b-729d-4ca1-bf50-b7b1267f16b1/01.2025%20STM%20Act%20of%202025.pdf?ver=1739569830898
https://img1.wsimg.com/blobby/go/22cd58ba-c259-4d05-bea7-0b5f8cd1b26f/downloads/53d6b51b-729d-4ca1-bf50-b7b1267f16b1/01.2025%20STM%20Act%20of%202025.pdf?ver=1739569830898


 

 

CLOSING 
How could orbital infrastructure be left off the CIKR list?  Perhaps it’s time to declare orbital 

systems as critical infrastructure and organize STM, Policy, SSA, mitigation, and ADR partners 

into an optimized, functioning membership. 

Orbital debris is imperceptibly growing while the United States government and industry have 

minimized the danger to our future.  NASA has cataloged over 400 events that have helped 

generate the estimated 100 million debris objects orbiting Earth.  As 19% of the tracked debris 

reside in or transit through medium Earth orbit (MEO), the danger takes on a whole new 

perspective considering one-quarter of our nearly $22 trillion U.S. GDP is the direct result of GPS, 

which operates in MEO.  Not to mention that within the next decade, 17 times more space 

missions are slated to launch as Space Force wants to outsource ADR and NASA OIG reports 

their agency lacks the initiative and leadership to develop or acquire ADR technologies. 

American confidence in our usurped election infrastructure, as described in Devolution – Part 5, 

was a hit to our national security.  Similarly, we must overcome our false sense of security 

pertaining to the effects of orbital debris.  We must act according to the time value of money to: 

• Establish a governance model to safeguard our satellite infrastructure. 

• Legislate a funding mechanism, like STM Act of 2025 for the Internal Revenue Service to 

implement tax incentivizes that enable financial contributions from operators & taxpayers. 

• Perform assessments for orbital carrying capacity, space traffic footprint, and risk 

vulnerability for the whole of the environment, including active satellites, defunct 

satellites, expended hardware, and small flotsam. 

• Prioritize mission planning based upon vulnerability assessments. 

• Develop ADR while STM, SDA, and SSA come online. 

 

Without action the U.S. and the rest of the globe are on a disastrous trajectory, because while 

occurring on a slower time scale than a nuclear fission reaction, once an orbit exceeds its carrying 

capacity (reaches critical mass) a chain reaction of collisions will explode out of control.  Are we 

so arrogant that we are waiting for another Chernobyl-type incident? 
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