
GET CYBER AWARE

How to Stay Safe 
Online
Simple steps to spot scams, slow 
down, and get help

Get Cyber Aware | Arthur Press
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HANDOUT

Today’s deck and handout – Getcyber.org

Presentation is at:  getcyber.org/local-
residents

Video of a similar seminar is at: getcyber.org

Keep the handout somewhere easy to find

Scan me
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WHY THIS MATTERS

Scams are big business

$16.6 BILLION
Estimated amount stolen by scammers in 2025

That money is all profit for 
the criminals

That is roughly Whirlpool’s 
annual revenue

It is not “one guy in a 
basement.” It is an industry.
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THE SCALE

The scam economy runs all day

$19,372
Avg amount stolen

$83,000
Avg amount stolen from 

seniors!

$5 billion
Total amount stolen from 

Seniors! 

Scammers scale like a business. They use scripts, quotas, workers, tools, and 
pressure.
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Presentation Notes
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GROWTH

Scam revenue is growing fast.  Revenue Growth in last 5 years! 

Tesla 215%

Airbnb 230%

Uber 295%

Scams 300%

Scam growth is not a side issue. It is a fast-growing criminal market.
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Arthur Press

25 Years in I.T.

15 in I.T. Security

Why do I do this: 
Seen too many good people lose 
their life savings to criminals.
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Why online safety matters

Because scammers are organized, 
patient, and very good at making people 
panic.
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This is a blame-free zone.

If something happened to you, the shame belongs to the 
criminal, not you.
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The 3 Golden Rules

These three rules beat almost every scam pattern.
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RECAP

The 3 Golden Rules

1

Be wary of the Urgent

Slow down! Scammers 
thrive on pressure

2

Be suspicious

Do not give them access to 
your computer

Do not log into online 
banking

Be wary of strange 
payment methods

3

Talk to someone

Have a trusted friend 
you can call.

Scammers want you 
isolated
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Golden Rule #1

Be wary of urgency
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URGENCY TRICKS

Common urgency tricks

Your account closes in 45 
minutes Countdown timers Pay now to avoid a late fee

Police will be dispatched You have 15 minutes for a 
refund
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RULE 1

Urgency is the scammer’s engine

Be wary of the urgent

Take a breath

Hang up or close the message

Verify another way. Phone # from official 
website, # on back of your credit card
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RULE 1

Use these sentences

“I do not make money decisions over the phone.”

“I will call the company using the number on their website.”

“Goodbye.” Then hang up.

Most effective tool: hang up.
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Golden Rule #2

Be suspicious
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RULE 2

Top red flag asks

Remote access to your computer

Log in to your online banking

Send money by wire, gift cards, 
crypto, or transfer
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RULE 2

No legitimate company asks 

Microsoft, Amazon, IRS, banks, and police do NOT demand gift cards

Do not let strangers control your computer 

Solution: hang up and call a trusted number.
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Police will not be dispatched to collect money



Golden Rule #3

Talk to someone
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RULE 3

Isolation is part of the scam

Call a friend, family member, bank, 
senior center, AARP, or police

If the caller says “do not tell 
anyone,” tell someone immediately

Use a family code word for urgent 
family calls.  
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RULE 3

What to say to your bank

“I think I am a victim of a scam.”
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Keep all evidence. Do not delete emails

Place fraud alerts on all of your accounts



Scam Lab

You will see real life examples
of scams.
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PRACTICE

What is a Scam Lab?

Look at real-world scam examples

Teach you to spot urgency, red 
flags, and isolation

Practice so you can teach 
someone else
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DO NOT MEMORIZE NAMES

Avalanche of scam types

There are too many scam names to 
memorize

The names change constantly
The pattern underneath is what 
matters
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Presenter Notes
Presentation Notes
Do NOT need to know the names.  Just the common elements
17



RED FLAGS

The 3 major red flags

1

Want remote access to 
your computer

Gives them  full access 
to your computer at any 

time

2

Want you to log onto 
online banking

Want your online banking 
password

Gives them full access to 
transfer your money

3

Want your money

Gift cards, wire, crypto, 
or cash are hard to 

reverse.
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Example #1

Refund scam
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SCAM LAB

Refund scam: the pitch

WHAT THEY ASK OF YOU
“We owe you a refund.” 

“You were charged by mistake.”

WHAT TO DO
Never allow remote access for a 
surprise refund

Hang up

Call the company using a number 
you find on google or back of your 
credit card
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HOW IT WORKS

How refund scams work – pretty technical. 

1 Trigger Fake invoice or surprise charge

2 Remote access They ask you to install remote control software

3 The glitch They make it look like they overpaid you

4 Extraction You send the “extra” money back
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SCAM LAB

Example #1: Be wary of the Urgency

WHAT THEY ASK OF YOU
They claim a payment is “processing,” 

“same day,” or “complete.”

WHAT TO DO
That language creates panic

They want you to act without 
thinking
Slow down and verify
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SCAM LAB

Example #1: Be Suspicious

SUSPICIOUS ITEMS

Unknown names, odd departments, 
fake help desk numbers, and details 

that do not match your bank.

WHAT TO DO
Do not call the number in the 
message

Look up the bank phone  number

Use your bank app or card number
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SCAM LAB

Example #1: Isolation

WHAT THEY SHOW YOU
A fake phone number keeps you 

inside the scammer’s world.

WHAT TO DO
End the call

Call # on back of your CC
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WHAT WE LEARNED

What did we learn from Example #1?

Urgency Fake refund pressure and fake status

Suspicious Odd names, fake numbers, misspellings

Isolation Victim is pushed to call only the scammer
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Example #2

Imposter scam: IRS or authority
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SCAM LAB

Example #2: Be wary of the urgency

WHAT THEY SHOW YOU
The message says your refund is “on 

hold” and demands quick action.

WHAT TO DO
A real agency will not demand panic 
action by text or email
Do not use the phone number in the 
message
Go to the official website yourself
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SCAM LAB

Example #2: Be Suspicious : Red flags

WHAT THEY SHOW YOU
The email address is not official. The 

message has misspellings. The phone 
number is fake.

WHAT TO DO

Look for official .gov domains

Do not trust logos alone
Ask your accountant or use your IRS account
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SCAM LAB

Example #2: Isolation

WHAT THEY SHOW YOU
They tell you to call only their 

number.

WHAT TO DO
That keeps you trapped in the scam

Verify independently

Call a trusted person before acting
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WHAT WE LEARNED

What did we learn from Example #2?

Urgency “Respond in 30 minutes” pressure

Suspicious Not a real IRS email or phone number

Isolation You are steered to the scammer’s number

GETCYBER.ORG 41



Example #3

Tech support scam
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SCAM LAB

Tech support scams

WHAT THEY SHOW YOU
They pretend something is wrong with 
your device or accounts, then offer to 

“fix” the problem they invented.

WHAT TO DO
Unsolicited tech support is a red flag

Do not allow remote access

Close the pop-up or hang up
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SCAM LAB

Group participation

Tell me 

What is the urgency? 
What is suspicious? 

Where is the isolation?

WHAT TO LOOK OUT FOR
Urgency

Red flags

Isolation
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WHAT WE LEARNED

What did we learn from Example #3?

Urgency Short deadline to respond

Suspicious Threats of data loss or mandatory reporting

Isolation Call their number or stay in their process
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Grandson scam

AI voice cloning makes this one scarier, 
but the defense is simple.
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FAMILY SCAM

The caller sounds like family

A short clip may be enough to 
clone a voice

The story is urgent and secret
They ask for bail, hospital money, 
gift cards, crypto, or cash
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FAMILY SCAM

How to stop a family emergency scam

Hang up and call your loved one on a known number

Call another relative

Use a family code word

Ask a question only your real family would know

If they say “do not tell mom,” that means tell someone.
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NEW TWIST

AI can fake voices and photos

Do not trust a voice just because it 
sounds right

Do not trust a photo just because it 
looks real

Verify with a known number or 
family code word
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Red flag recap

When you see these, 
stop the transaction and break contact.
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RECAP

Never do these for a stranger

1

Remote access

Do not let them 
control your computer.

2

Want your online banking info

Access your banking 
without you knowing

3

Weird payment

No gift cards, wire 
transfers, crypto, or 

cash.
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What to do if you have been scammed

The faster you act, the better your 
chance of limiting the damage.
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You are not to blame.

Preserve evidence. 
You are a witness, evidence helps your bank and law enforcement.
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BREAK CONTACT

Top do not’s

Do not argue

Do not explain

Do not stay on the line

Do not try to bait the scammer.  

Do not ask the scammer to return the money

Hang up means hang up.
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FIRST CALL

Step 1: Call your bank

Call the number on the back of your card or go into a branch

Say: “I think I have been a victim of a scam”

Ask them to stop wires, transfers, or charges immediately

Ask for a case number and new card or account number

Time is key.
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EVIDENCE

Step 2) Preserve evidence

Do not Delete anything! Save emails, texts, screenshots, bank statements, 
and receipts
Write a timeline of what happened and when money moved

Keep phone numbers, email addresses, remote access codes, and crypto 
wallet addresses

Do not delete anything.
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RESOURCES

Step 1a) Reach out for help

Your bank Call all relevant banks and cards

Palm Springs Police (760) 323-8116

FBI IC3 ic3.gov

National Elder 
Fraud Hotline

(833) 372-8311

Riverside County Elder 
Abuse

(800) 491-7123
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REPORT

Step 3) Contacting law enforcement

Contact Palm Springs Police non-
emergency: (760) 323-8116

Keep all evidence

Make a report. Get a case #

Use who, what, where, when, why, and 
how
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Use who, what, where, when, why, and 
how



REPORT

Talking to law enforcement: who and what

Who: names they used, who they claimed to represent, phone numbers, 
email addresses

What: what happened, what they asked for, what they promised, what you 
sent

Where: phone, email, Facebook, website, bank, wire service, crypto 
wallet

Start with the short version first.
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REPORT

Talking to law enforcement: when, why, and how

When: build a simple timeline

Why: why it seemed legitimate at the time

How: how they reached you, how you paid, and how much you lost

Recovery is not guaranteed, but the report still matters.

GETCYBER.ORG 66



Protect yourself going forward

Small habits make you much harder 
to scam.
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RECAP

Top 3 

1

Update everything

Windows and apps need 
patches.

My favorite : PatchMyPC

2

Use a password manager

Every site gets a 
different password.

My favorite : Keepass
Lastpass

3

Backups

Two is one. One is none.

My favorite : Backblaze
Lastpass, External drive
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RECAP

Financial protection

1

Freeze your credit

Blocks new accounts 
in your name.

2

Turn on MFA

Text is good. 
Authenticator apps are 

better.

3

Use VPN

Never connect to Wifi.
Use cell phone hotspot.

My favorite : Private 
Internet Access
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Thank you for your time

Presentation and local resources:

https://getcyber.org/local-residents
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