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I Basic management of AC

..........

= ’T’ e % w-
.___._; mEv qWTT]EnIIT"Eﬁ

. Connect PC' s RJ-45 network interface to AC' s SR
\ business port or MGMT port, to log in to the AC Port: coM4 e
x\ / via Telnet. Baud rate: 115200 CIRASH

N~ o = RTS/CTS

Data bits: 8 v XON/XOFF

Note: Parity: |None v connect PC" s
1. Both methods require username and password verification. Stop bits: P— serial port to RJ-45
2. The default IP address of AC is 192.168.1.1/24 on interface vlan 1 console port on
3. The default username and password both are “admin” AC.
4. The TELNET service of AC is turned on by default, and the SSH service is turned off by default.
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I Basic management of AC - How to login AC Web

O @ 2

http://

92.168.1.1

O @ &

https://

92.168.1.1

~ 192.168.1.100/24
\

Interface Ethernet1/0/1

HTTP and HTTPS are both available.

DEEEEE DEEEEE @&
CEEOEE TP E EHEmme B

DCWS-6028-C

Note:

IDCN | vsExmig

€ O @ O F&R | 192.168.1.1/home/login/login.htmi?l=english

e or show password

1. The default IP address of AC is 192.168.1.1/24 on interface vlan 1.

2. The default username and password both are

www.dcnglobal.com

‘admin’ .



J Basic management of AP - How to login AP Web

& O A A FLL | hitps//192.168.1.10/index. php/Home/Login/login html?|=en-us&expire

Welcome to the AP Web Management System

IDCN | v==xme

% = @ & -

X | English

192.168.1.100/24

00000

192.168.1.100/24

192.168.1.10/24
www.dcnglobal.com

Note:

The default IP address of AP is 192.168.1.10/24.

The default username and password for logging in to the Web
management page both are ‘admin’ .

The TELNET service of AP is turned on by default. If the FIT AP is
unmanaged, the login username and password are ‘admin’ and

‘den_debug’ . If the AP is already managed, the login username and -,
password are ‘admin’ .
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I Basic management of AP - in-wall AP uplink and downlink ports

A pair of Pass-through ports is equivalent to a
network cable. They are connected whether the AP is
powered on or not.

Four downlink ports

Note:
Model LAN port Console port Pass-through port Reset button It is recommended that _the debugging computer be
WL8200-XW2  Yes No Yes Yes connected to the downlink port or the default SSID

‘DCN_WLAN' of AP for configuration. 8
www.dcnglobal.com
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I Basic management of AP - indoor AP uplink and downlink port

Model LAN port Console port Pass-through port Reset button
WL8200-X1 Yes No No Yes
Note:

1. Each model of AP has a hardware reset button to reset the software settings of the AP.
2. All APs of WIFI6 series have at least one downlink port.

www.dcnglobal.com
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I Basic management of AP - indoor AP uplink and downlink ports

Reset
Model LAN port Console port Pass-through port button
WL8200-X10  Yes Yes No Yes

Note:

1. PoE power supply to the AP must be connected to the uplink port.

2. Some APs have console port. In some cases, you can connect
debugging computer to the console port of AP to repair the firmware
or troubleshoot. The baud rate of the console port of the AP is
115200. 10
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I Basic management of AP - outdoor AP uplink and downlink ports

Reset 2.
Model LAN port Console port Pass-through port button
WL8200-XIT2  Yes Yes No Yes

www.dcnglobal.com

Note:
1.

PoE power supply to the AP must be
connected to the copper uplink port. Even if
only SFP is used for uplink.

The reset key is inside the AP. If you need to
use it, unscrew the waterproof screw first.

11
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- Basic management of AC & AP
- Upgrade AC & AP firmware

» Prepare & Install license on AC
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I Upgrade AC & AP flrmware - Available AC and AP versions

B 7543 WM 7543 WM 7543 W 7543
GUIEXEDR (R0002.0047) (R0002.0054) (R0002.0057)

The CLI can be Restrict the use Improve

accessed through

of config mode online
the MGMT port

in CLI upgrading

Support NAT
.e 3931 B 3944 4118 B 51,3 [
13

Support Support
dcnimcloud dcnimcloud

Support Support
dcnimcloud dcnimcloud
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I Upgrade AC firmware on AC Web

Select target AC firmware on AC web

i} [ AC Web Management System x |+ = u ] X
«~ O A Notsecure | 192.168.1.1/home/index/indexhtmi?l=english LN 8 BE -
DCN = Monitor Basic Network Wireless Authentication User System Upghrlade 2 admin
-

AC Upgrade System Overview AC Upgrade AP Upgrade @ () Page Operation ¥

AP Upgrade AC Version FiI @

Timing Management Upgrade Mode () Upgrade Now Upgrade Regular

AC Timed Restart

AP Timed Restart

- - Copyright (C) 2001-2022 by DC YunKe Networks Co.,Ltd.
Javascript; 1 4
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I Upgrade AC firmware on AC Web

Upload target AC firmware to AC web

im) D AC Web Management System x  + = a X
< O A Notsecure | 192.168.1.1/home/index/index.ntmi?I=english L A T8 o= 9
DCN = Monitor Basic Network Wireless Authentication User System Upgrade & admin ¥

AC Upgrade System Overview AC Upgrade o (®) Page Operation ¥

AP Upgrade AC Version File | IS Ee 80Xl [DCWS-60258-C-10.21.183-v_en_7.5.4.3(R0002.0077)_nos.in

Timing Management Upgrade Mode (®) Upgrade Now Upgrade Regular

AC Timed Restart [ Start Upgrade ]

AP Timed Restart @

Copyright (C) 2001-2022 by DC YunKe Networks Co.,Ltd.

15
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Upgrade AC firmware on AC Web

Upload target AC firmware to AC web

i} I [§ ACWeb Management System X I +

DCN

« O A Mot secure | 192.168.1.1/home/index/index.html?l=english

AC Upgrade

AP Upgrade

Timing Management
AC Timed Restart

AP Timed Restart

www.dcnglobal.com

Monitor

System Qverview

Basic Network Wireless Authentication User System Upgrade

AC Upgrade

‘\lf‘, . )
.- The file is being uploaded, please do not

refresh or close the page, This process takes
about 3 - 5 minutes. Please wait a moment.

Copyright (C) 2001-2022 by DC Yunke Netwarks Co.Ltd.

2 admin

(®) Page Operation v

AW 55 ) 68
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fl Upgrade AC firmware on AC Web

i} [ AC Web Management System X | - = ] X
< G A Notsecure | 192.168.1.1/home/index/index.htmli?l=english 2R 18 T :
DCN = Monitor Basic Network Wireless Authentication User System Upgrade & admin ~
AC Upgrade System Overview  AC Upgrade (®) Page Operation ¥
AP Upgrade f The file is uploaded successfully and the device is reboot. This process may take a few minutes.\

Please wait a moment....
Timing Management The device will not be accessible during the reboot. Please do not turn off the power.
After the reboot is completed, it will skip to the login page automatically.

AC Timed Restart If the address of device changes, you need to visit the new |P address manually.

AP Timed Restart

Copyright (C) 2001-2022 by DC YunKe Networks Co.,Ltd.
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Upgrade AP firmware on AC Web

Select target AP firmware on AC web

~ O A Notsecure | 192,168.1.1/home/index/index.htmi?I=english L N 18 = S

DCN

Monitor Basic Network Wireless Authentication User System Upgrade

AC Upgrade System Overview AC Upgrade AP Upgrade

AP Upgrade Version File IManagement

Timing Management AP Version Fi Select the file Start Upload

AC Timed Restart

AP Upgrade

I

©
1

File Name Software Version Operation

AP Timed Restart

Copyright (C) 2001-2022 by DC YunKe Networks Co.,Ltd.

18
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Upgrade AC & AP firmware - Upgrade AP firmware via AC Web

Upload target AP firmware to AC web

im} [ AC Web Management System X | = (] X |
< @) A Mot secure | 192.168.1.1/home/index/indexhtmI?l=english PN 6 SIS :

Monitor Basic Network Wireless Authentication User System Upgrade

AC Upgrade System Qverview AC Upgrade AP Upgrade () Page Operation ¥

AP Upgrade \ersion File Management AP Upgrade

Timing Management AP Version File [ VL-8200-X4_4.1.1.47 tar Start Upload
AC Timed Restart @ 9

File Name
AP Timed Restart

m

Software Version Operation

Copyright (C) 2001-2022 by DC YunKe Networks Co., Lid.

19
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Upgrade AP firmware on AC Web

Check AP firmware already uploaded on AC web

[ AC Web Management © X \\L § LEJ
& C' [J 192.168.1.1/home/index/index.html?l=english ? & =
DN = Monitor Basic Network Wireless Authentication User System Upgrade & admin ¥
AC Upgrade System Overview  AC Upgrade AP Upgrade (®) Page 1w

AP Upgrade Version File Management AP Upgrade
AC Timed Restart =
File Name Software Version Operation
AP Timed Restart
WL-8200-X4_4.1.1.47 tar 4.1.1.47 (& |
n go fo 1 page confirm Totle 1ltems 10 ltems/Page v

Copyright (C) 2001-2022 by DC YunKe Networks Co..Ltd.

www.dcnglobal.com
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20



DCN ‘ i 55 5 X PR €8

I Upgrade AP firmware on AC Web

Select target APs to be upgraded on AC web

[im] D AC Web Management System x + v

& G A Notsecure | 192.168.1.1/home/index/indexhtmli?l=english & A

Monitor Basic Network Wireless Authentication User System Upgrade

AC Upgrade System Overview AC Upgrade AP Upgrade

AP Upgrade Version File Management AP Upgrade

Timing Management AP Model *  Please Select

AC Timed Restart AP Version Please select

Upgrade Mode (®) Upgrade Now Upgrade Regular
AP Timed Restart

AP MAC APIP AP Maodel AP Group AP Version Upgrade Status

00-03-71-12-dd-a0 192.168.1.10 WL8200-X4 Default 41149 Not upgraded

1 page confirm ~ Totle 1 ltems 10 ltems/Page

Copyright (C) 2001-2022 by DC YunKe Networks Co. Ltd.

21
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Upgrade AP firmware on AC Web

Select target AP firmware to be upgraded on AC web

i [ AC Web Management System X | = a X
&< O A Notsecure | 192.168.1.1/home/index/indexhtml?l=english L A s 5= :

Monitor Basic Network Wireless Authentication User System Upgrade

AC Upgrade System Overview AC Upgrade AP Upgrade

A lpnnie Version File Management AP Upgrade
Timing Management AP Model = WLB200-X4| \
: WLB200-11
AC Timed Restart AP Version
WL8200-TL2
Upgrade Mode
AP Timed Restart WL8200-TL1
WL8200-TL3
WLB200-TL3-S
WLB200-X10
AP MAC WLB200-X2
WL8200-X4
n goto 1 page confirm  Totle 1 ltems 10 liemsiPage

Copyright (C) 2001-2022 by DC YunKe Networks Co.,Ltd.

22
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Upgrade AP firmware on AC Web

Confirm firmware version selected on AC web

1w} D AC Web Management System X +

& @) A Mot secure | 192.168.1.1/home/index/index htmli?l=english

Monitor Basic Network Wireless Authentication User

System

Upgrade

DCN ‘ i 55 5 X PR €8

AC Upgrade System Overview AC Upgrade

AP Upgrade Version File Management AP Upgrade
Timing Management AP Model *  WL8200-X4
AR T P AP Version  WL-8200-X4_4.1.1.47 tar

Upgrade Mode ; Upgrade Now Upgrade Regular

AP Timed Restart

AP MAC APIP AP Model AP Group

00-03-71-12-dd-a0

m o

192.168.1.10 WL8200-X4 Default

confirm ~ Totle 1 lfems 10 liems/Page

Copyright (C) 2001-2022 by DC YunKe Networks Co_ Lid.

www.dcnglobal.com

AP Version Upgrade Status

41149 Not upgraded

23
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Upgrade AP firmware on AC Web

Confirm AP status after upgrading on AC web

m [y ACWebManagement System X | o = a X i
&< G A Notsecure | 192.168.1.1/home/index/index.htmi?l=english £ A s T 3

Monitor Basic Network Wireless Authentication User System Upgrade

AC Upgrade System Overview AC Upgrade AP Upgrade () Page Operation

AP Upgrade Version File Management AP Upgrade

Timing Management AP Model = WLB200-X4

AC Timed Restart AP Version WL-8200-X4_4.1.1.47 tar

Upgrade Mode 5 Upgrade Now Upgrade Regular
AP Timed Restart i

Refresh button
=

AP MAC AP IP AP Model AP Group AP Version Upgrade Status
[ 00-03-71-12-dd-a0 192.168.1.10 WLB200-X4 Default 41.1.47 Upgrade successful ]
- go io 1 page confirm Totle 1 lflems 10 liems/Page w

Copyright (C) 2001-2022 by DC YunKe Networks Co._Ltd.

24
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I Upgrade AP firmware on AP Web

Select and Upload target AP firmware to AP web

im] D AP Web Management System *x + = (] e
\L G A Mot secure | kRHps://192.168.1.10/index.php/Home/Index/index.html?l=en-us AD fé ‘i',‘é 3

-

PDP&EN = Logout

Running Status Running Status Configuration Management

AP Mode i “
» Import Configuration

System Settings
Statistics

~ Export Configuration

System Maintenance

Export

Configuration o
'h ~ Restore factory setting

Management

After the device is reset to factory default setting,all configuration will be removed.

~ System Upgrade
Firmware Version: 4.1.1.47 @
Selectth fle

javascripts »

www.dcnglobal.com
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| Upgrade AP firmware on AP Web

Confirm firmware version and upgrade on AP web

i} I [ APWsb Managemant System X l+ - m] X
& G A Notsecure | hitps//192.168.1.10/index.php/Home/Index/indexhtml?l =en-us A {8 i 2

-

DCN = China(CN) FitMode admin Logout

Running Status Configuration Management =

System Maintenance

Message *
Configuration
Do you want to upgrade system now?

Management

————— 26
www.dcnglobal.com



I U de AP fi AP Web B
] D AP Web Management System x —|— — X
< &) A\ Notsecure | bips://192.168.1.10/index.php/Home/Index/indexhtmiZl=en-us A 16 o= z

D c N = Logout
Running Status Running Status Configuration Management
AP Mode New firmware image has been uploaded to the AP.AP will change the firmware image and reboot.
The AP cannot be accessed during the process of upgrading. Please do not shut down the AP during the process of upgrading.After upgrading the AP can be accessed.
System Settings
Upgrading, please do not refresh or close the page. the process of upgrading will take about 4-6 minutes. please wait a moment.
Statistics After the reboot is completed. it will skip to the login page automatically. The current cenfiguration will not be lost and will still take effect after the upgrade.
If the address of AP changes, you need to visit the new IP address manually.
System Maintenance
N
Configuration
Management

www.dcnglobal.com
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I Introduction of user manual-

Manual Name Version Description
DCWS-6028(R2) Smart Wireless Integrated Controller Web Operation v3.1.1 DCWS-6028C and DCWS-6028R2 refer to it.
Manual

DCWS-6028(R2) Smart Wireless Integrated Controller Function Commands v3.1.1 DCWS-6028C and DCWS-6028R2 refer to it.
Manual

DCWS-6028(R2) Smart Wireless Integrated Controller Function Operation v3.1.1 DCWS-6028C and DCWS-6028R2 refer to it.
Manual

DCN Wireless AP Web Operation Manual v1.8  All AP models refer to it.

28
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01 Basic operation of WLAN product

- Basic management of AC & AP
- Upgrade AC & AP firmware

* Prepare & Install license on AC
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I How to prepare AP license for DCWS-6028

Collect license SN, valid code and AC information, send to dcn_technicians@digitalchina.com

| > }&: _WL000110M804000017

-6047-4073-9420 SN & Valid Code

DCWS-L16 DCWS-6028#show device information

DCWS-L32 Controller serial number:SW050710H804000079
DCWS-L128 Controller mac:00-03-0f-90-81-6b

30
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I How to install and check AP license - AC Web

Select target lic file and upload to AC web

DCN Monitor Basic Network Wireless Authentication User System Upgrade 2 admin ¥

Cloud Managemen. .. System Overview

AC Upgrade Cloud Management Settings License Management

Country Code License Information
. Device Name DCWS-6028

License Management

MAC Address 00-03-0f-90-81-6b
NTP SN SWO050710H804000079

Used/Authorized Total 8/64
SNMP Management

T_/

Syslog Configuration

License File Name Authorized Number Operation
Backup/Restore

Reboot/Reset

Supported AP List

31
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I How to install and check AP license - AC Web

Check uploaded lic files on AC web

El

License File Mame Authorized Number Cperation

sunkz_512_1 lic 512 o |

sunkz 512 2 Ic 512 ﬂ

sunkz 512 3 i 512 ﬂ

=

AC rebooting is required after installing new AP license

32
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I How to install AP license - AC CLI

Upload lic file to AC

DCWS-6028#copy license ?
WORD Copy source file name(local-filename or ftp://user:password @ip|host-
name/remote-filename or tftp://ip|host-name/remote-filename)

DCWS-6028#
DCWS-6028#copy license tftp://172.30.78.13/6028r1-new-128.lic 6028r1-new-128.lic
Begin to receive file, please wait...

File transfer complete.
Recv total 48 bytes

Please wait as the new firmware is loaded. It may take a few minutes. Please do not
reboot during this period until the process shows that it is completed.
License Install Success!

Write ok.
close tftp client.
DCWS-6028#

www.dcnglobal.com
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I How to check AP license — AC CLI

Check lic files uploaded to AC
DCWS-6028#dir

-rwx 48 6028-2.lic

-rwx 48 6028r1-new-128.lic
-rwx 256 boot.conf

-rwx 255 bootip.conf

-rwx 2.8K chenjj.cfg

-rwx 3.2K client.pem

--rwx 15.5M nos.img

-rwx 482.7K nos.img.ecc

-rwx 24 portal-locale.cfg
-rwx 1.7K startup.cfg

-rwx 3.2K startup.cfg fangcheng
-rwx 1.8K vendor.cfg.ecc
-rwx 52.8K verdor.cfg

-rwx 1.4K wangxjaf.cfg

-rwx 932 wlan.pem

-rwx 245 wsdh1024.pem
-rwx 156 wsdh512.pem
-rwx 928 wssl2_cert.pem
-rwx 916 wssl2_key.pem
Drive : flash:

Size:26.5M Used:16.2M Available:10.3M Use:61%
www.dcnglobal.com
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J How to install CLI license for DCWS-6028-C

Collect AC information by “show device information” , send to
dcn_technicians@digitalchina.com

DCWS-6028-C#config
Not support CLI CONFIG, please contact vendor if needed!

DCWS-6028-C#copy tftp://192.168.1.100/00-03-0f-e0-fe-
f4 WL023410M115000024 configCtrl.licx configCtrl.licx

CLI license works immediately, AC rebooting is not required

35
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02 Deployment Scenarios

of WLAN product

FAT AP networking

AP mesh networking
FIT AP + AC simple layer-2 networking
FIT AP + AC recommended layer-3 networking

Cloud AP networking
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I WLAN basic concept and terms

bridge mode

slave AP (managed
router mode by master AP in
mesh)

central AP (master

managed by AC

in mesh)

37
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l 2.4GHz Radio

Independent Channels

2 3 4
2417 2422 2427

e
2432 3
o

7

2442 2447 2452 2457

st es
® -
LI
.

8

9

10

(i

12 13
2467 2472
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14 Channel
2.484 Center Frequency

HT20 22 MHz

www.dcnglobal.com

Channel Binding
HT40
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jl 5GHz Radio

5.49-5.725 GHz W 5735 1 5825- 1
"' 5.825GHz 15.925GHz!

5.17-5.33 GHz 5.35-5.49 GHz

o goo'wxoog N osonw!SSBERPRIRARSINSRRTIABRNRES
|Mﬁ' -, N \O PN P00 0O OO OF ONr= v = r= = r== == po ey pe p ] T 5 v p= e g e
O'IIIIIIII' =III = [ R ) [ [
USA 40 I I - J-- .
80'__' I _'_ '
]
160, I . <
l | I I n
------------------------ e et .« B R S

20.... IIII.
40, N --.

| I

802.17ac/ax:
20/40/80/160MHz

39

I
I
I
!
!
I
1
1
1
4
1
I
1
|
I
I
1
1
!
I
!
!
1
1
1
1

www.dcnglobal.com



DECN | unExms

I Channel binding

« After Channel Binding, the number of available channels is reduced

2. 4GHz 20MHz bandwidth 2. 4GHz 40MHz bandwidth

Supported Charmels (% = futo Eligible) Supported Channels (* = Auto Eligible)

A6+ 40+ 44 4%« E9%  ER¥ A0# G T 140% 157+
149+ 153 157+ 161* 165+ - -

www.dcnglobal.com
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J Channel Adjustment

2.4GHz 5.8GHz
Allocation Allocation

41
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J ESSID and BSSID

SSID is the abbreviation of Service Set |dentifier,

mainly used to identify the wireless networks. SSID
contains ESSID and BSSID.

AC

Switch

ESSID (extended service set identifier) is

used to distinguish different networks and
can have up to 32 characters.

.,.-";IHE{':EDHGH | _ .
bl e B Office
g L = . BSSID is the MAC address of the
VAP: i VAP: a : :
ESSID: employee | EsSID: employes wireless router (essentially a MAC address)
BSSID: 0025.9e45.24a0 / BSSID: 0025.9e45.5619
L ||l‘ D
" Roam .

42
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B AP online process

Discover Register

v" Private protocol type 0x88e8 v" Need AC can support the type of AP v" TCP connection between AC and
v UDP protocol packet with v AP actively establishes TCP connection to the AP should be keep-alive
destination port 57776 from AP or port 57777 of AC and will be identified by AC v" TCP protocol packet with source
AC v" Correct AP authentication port 57777 from AC
43
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l AC discover AP in Layer-2 networks

AP Controller & B
ey .

AC B L2 Network AP

€ AC sends a layer-2 broadcast € The characteristic of L2 & After AP receives the packet, it
packet with private protocol network is that AC and AP can will parse the IP address of AC
type 0x88e8 every 30 seconds, learn each other's MAC from the data field of the
and its data field carries the IP address directly. packet, so as to further
address information of AC. establish a TCP connection

€ By default, AC sends the packet with AC.

in VALN 1 only.

44
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J AP discover AC

DCN | LsExmE

The DHCP Server may be a DHCP Server 1.AP request IP address from DHCP Server;
special server or a network 2.DHCP Server add AC IP address to Option 43 in
device. DHCP Offer packet to AP.

AP Controller

AC

L2/L3 Network AP
VPN
NAT

www.dcnglobal.com

APs can get their own IP
address and also the IP
address of controller. Then AP
will start to discover the
controller and register.
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Deployment Scenarios of WLAN product

« FAT AP networking

« AP wired mesh networking

 FIT AP + AC simple layer-2 networking

* FIT AP + AC recommended layer-3 networking

 Cloud AP networking



IDCN | vaExmE

I FAT AP networking - rat Ap Bridge mode

. Check AP mode on AP web : ]

Running Status Running Status AP Mode

Internet Gateway

Setup Wizard AP can work in two modes: Fat Mode or Fit Mode. In the Fat Mode, AP exists as an independent entity in the network. In Fit Mode, you can manage it tffough AC. The Fat Mode can be broken
down into two specific modes - Route Mode and Bridge Mode. If AP is used as gateway device please select Route Mode; if AP Is used as bridge deyfCe, please select Bridge Mode.The default
is Fit Mode. If you want to change it, click the Edit button.
88 AP Mode

AP Mode Switch (®) FatMode Fit Mode
Basic Settings

Advanced Settings

Statistics

System Maintenance

current working mode is displayed here

e = - (AR - -—— - —— e e e e e = e e E e e e e e Em e e Em M e Em e E Em M e e e e R e e e me M e e e E e M e e e Em e M e e e e e mm e e e e e e e e e

:I/ Required configuration on FAT AP: \‘:
i € Each AP has a different management IP i
address.
i € Set the correct country code. i
i 192.1'2;11 10 192.¢6PSZ.1.11 192A.I1328.1.1 5 & Set the SSID required by the customer. i
O ® Setthewirelessseice VLAN. I

www.dcnglobal.com
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I FAT AP networking - rat Ap Bridge mode

Configure IP address on AP

DCN = Logout

Running Status Running Status Ethernet Settings

DCN i=

Setup Wizard
Up“nk Seltlngs Running Status Running Status Ethernet Settings
AP Mode
Management VLAN 1 Setup Wizard
[E3ETE SRS Uplink Settings
Untagged VLAN 1 AP Mode
Ethernet Settings Hogs
IManagement 1
Connection Type DHCP Basic Settings VLAN=
Advanced Settings 1P Address 172.30.78.12 Elicpelle g Untagged VLAN- 1
Subnet Mask 255.255.235.0 Connection Type- pHCR () static IP
Advanced Settings
Default Gateway 172.30.781 IP Address= 172307812
Statistics
DNS Server 202.103.44.150 Subnet Mask- 255.255.255.0
System Maintenance ¥ Default Gati 172.30.78.1
1PV Connection DHCP efaull Gateway .30.78.
Type
DNS Server 202.103.44.150
15vE Add System Maintenance ¥
v ress
IPvE Connection Static IP
1PV Address Prefix Types
Length
IPv8 Address
Default IPv6
Gateway IPVE Address Prefix
Length
IPv6 DNS Server
Default IPv6
Gateway

Downlink Settings

IPV6 DNS Server
VLAN ID 1

Downlink Settings
Edit

VLAN 1D= 1

= o 48
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I FAT AP networking - rat Ap Bridge mode

Set country code on AP

DCN =

Logout

Running Status Running Status

Setup Wizard

AP Mode SSID Vian ID Radio Enable Client Isolation Hidden SSID WDS Mode Multicast To Unicast Security Setting Operation
Hasieig s DCN_WLAN 1 2.4G/5G of off Disabled off Open m
e
TS SRS Country Code Settings
Advanced Settings ¥ Country Code China m
Statistics \_

System Maintenance ¥
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I FAT AP networking - rat Ap Bridge mode

Add new SSID on AP
DCN

Basic Settings

Wireless Settings

www.dcnglobal.com

Wireless Settings

Message

[ SSID-

Please Input SSID

VLAN ID=

Radio=

Client Isolation=

Hidden SSID=

‘WDS Mode-

Multicast To Unicast=

Security Settings

Speed Limit Mode-

Uplink Speed Limit{kBps)

Downlink Spead Limit(kBps)

Please Input VLAN ID

B 246 5G
(Jon (®orF
(Jon ®or

() Enabled  (®) Disabled
(Jon (®or
Open
(®) ssIDSpeed Limit () Client Speed Limit
Please Input Uplink Speed Limit(Range:0-524286)(Optional)

Please Input Downlink Speed Limit(Range:0-524286)(Optional)

Save

China(CN)

DCN ‘ W 5 X8

Fat Mode - Bridge Mode  admin Logout
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I FAT AP networking — rat Ap Bridge mode

Configure service VLAN ID and user authentication method on AP

DCN = China(CN) Fat Mode - Bridge Mode  admin Logout

Running Status Wireless Settings

Message

Basic Settings SSID= Please Input SSID

VLAN ID= Please Input VLAN ID

Wireless Settings
Radio- 246 [ 56

Client Isolations (Jon (® of
Hidden SSID- (Jon (® on
WDS Mode- O Enabled @ Disabled

Multicast To Unicast (Jon @ or

Securiy Seting- A’Own Security Configuration

WPA/WPA2-Personal

Uplink Speed Limit(kBps)
WPA/WPA2-Enterprise

Downlink Speed Limit(kBps
pe U(KEPps) WPA3-Open-Transition

WPA2/WPA3-Personal

\WPAQ!W PA3-Enterprise

51
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I FAT AP networking - rat Ap Bridge mode

Check radio setting on AP

DCN = Logout

Runni Running Status Radio Settings

Setup Wizard
Radio Status Mode Channel Bandwidth Channel Transmit Power(dBm) Multicast Rate(Mbps) STBC Mode Beacon Interval DTIM Period RTS Threshold Max Clients Operation
AP Mode ) i
24G . Enabled 802.11axg HT20 11 28 auto . Enabled 100 1 2346 400 m
Basic Settings
8G . Enabled 802.11axa HT40 149 27 auto . Enabled 100 1 2346 400 m

Advanced Settings

Radio Settings

Statistics

System Maintenance ¥
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FAT AP networking — rat Ap Bridge mode

Configure radio parameters

DCN = China(CN)  Fat Mode - Bridge Mode  admin Logout

Running Status Radio Settings

Radio Settings

Advanced Settings Status- @ Enabled O Disabled

Radio Settings Mode- 200 1133

Channel HT40
Bandwidth=

Channel=

Transmit Powers 27

Multicast Rates auto

STBC Mode- (®) Enabled () Disabled

Beacon Intervals 100
DTIM Period=
RTS Thresholds

Max Clients=
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I FAT AP networking — FAT AP Router mode

___________________________________

4 Change to router mode on AP web
| Internet Gateway € G @ AT | rapes52168 ey oo T Ten s fan €«olt o @ -

DCN = Logout

WAN sid

\
1
1
1
1
1 Running Status Running Status AP Mode

1
bl RS T R ———— | S SR . _: Setup Wizard AP can work in three modes: fat AP mode, thin AP mode or cloud AP mode. In fat AP mode and cloud AP mode, AP exists as an independent individual in the network. In thin AP mode, you can

1

1

1

1

1

1

]

/

manage it through AC. Fat mode can be divided into two specific modes routing mode and bridge mode. If AP is a gateway device, select routing mode; if AP is a bridge device, select bridge
LAN sid

e mode. The cloud AP mode is a bridge device, which is connected to the public cloud. The default mode is thin mode. If you need to modify it, please click the "Edit" button.
ode
Current AP Mode Fat Mode - Route Mode

Network Parameters &

LAN Port Settings m

—_—mmm e m T ————

Router mode

e e e e e e e e e e e e e e e e e —_——— - ——

Wireless Settings
Radio Settings

DHCP Server 7
Statistics -
System Maintenance ~

_________________________________________________________________________________________________________________

:'/ Compared with the bridge mode, the router ‘:
i mode adds the following functions: |
| & NAT function from LAN side to WAN side.
i € The PPPoE dialing function on the WAN side. :
:\\ HiegRmees  EiegRmees  EibE meek € DHCP server function on the LAN side. E

____________________________________________________________________________________________________________________
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I FAT AP networking — FAT AP Router mode

_________________________

“Internet Gateway

WAN side

LAN

———— e ——————— -
1
1

N e e e, —m—m————— - ——————— -

‘ Router mode ) SSID: DCN-test .
side )) , . > /
. DHCP pool 192.168.1.100/24 Wireless service VLAN: VLAN@ IP address 192.168.1.101/24

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e -
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FAT AP networking - rat Ap Router mode

Change working mode on AP

At € Bl @ @

< G () A == | bips//172.30.78.12/index.php/Home/Index/index.html?l=en-us

DCN =

Running Status AP Mode

China(CN) Fit Mode admin Logout

AP Mode

Message

Switching the AP mode will restart the device. After
switching to Route Mode, the device can only be m
anaged by accessing the web page through the wir
eless or lan port. Do you confirm the preservation?

www.dcnglobal.com



I FAT AP networking — FAT AP Router mode

Configure IP address for AP downlink port

< O ] A F== | Bips//192.168.1.10/index.php/Home/Index/index.htmli?l =en-us

DCN

Running Status
Setup Wizard
AP Mode

Network Parameters

LAN Port Settings

Wireless Settings

Radio Settings

DHCP Server

Statistics

System Maintenance ¥

www.dcnglobal.com

Running Status

AP Mode LAN Port Settings

This page shows the basic network parameters of LAN port.

IP Address

Subnet Mask

192.168.1.10

255.255.255.0

IDCN | v==xme

Ao g € Gl 1

Logout
Note:
In routing mode, the uplink port of the AP becomes a WAN
port. If the debugging computer is connected to the WAN
port, it cannot access the default IP address on the LAN side..
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I FAT AP networking - rat Ap rRouter mode

Configure DHCP service on AP

& O @ A Tz | bups//192.168.1.10/indexphp/Home/Index/indexhtml?=en-us A& g € O = 2
D c N = Logout
Running Status Running Status AP Mode LAN Port Settings WAN Port Settings DHCP Server
Setup Wizard The DHCP server is built in this device. It can automatically configure the TCP/IP protocol of your computer in LAN.
AP Mode LAN Port IP Address 192.168.1.10
Network Parameters a DHCP Server Enabled
IP Pool Start Address 192.168.1.100
IP Pool End Address 192.168.1.199
Wireless Settings
Lease(minutes) 120

Radio Settings

Default Gateway
DHCP Server

DHCP Server . DNS Server

Statistics

System Maintenance ¥
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I FAT AP networking - rat Ap rRouter mode

Configure uplink port on AP

< O ) A F=x | Bips//192.168.1.10/index.php/Home/Index/indexhtml?l=en-us FARNCY {5 € {3 {‘5 z
D c N EE Logout
Running Status Running Status AP Mode LAN Port Settings WAN Port Settings
Setup Wizard This page shows the basic network parameters of WAN port.
AP Mode MAC Address 00:03:0F:DA:6C:CO
Network Parameters
Connection Type DHCP
IP Address 172.30.78.12
WAN Port Settings
Subnet Mask 255.255.255.0
Wireless Settings
Default Gateway 172.30.78.1
Radio Settings
DNS Server 202.103.24.68
DHCP Server
Packet MTU 1500

Statistics

System Maintenance ¥
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I FAT AP networking — FAT AP Router mode

Configure uplink connection type

< C M A F=% | bps//192.168.1.10/index. php/Home/Index/indexhtmli?l=en-us A e v « 3 wE -
IDCN = Logout

Running Status Running Status AP Mode LAN Port Settings WAN Port Settings DHCP Server
Setup Wizard This page shows the basic network parameters of WAN port.
AP Mode MAC Address 00:03:0F:DA:6C:C0
Network Parameters «

Connection Type= DHCP

IP Address Static IP
WAN Port Settings

DHCP

Subnet Mask

Wireless Settings PPPOE

Default Gateway
Radio Settings

DNS Server 202.103.24.68
DHCP Server

Packet MTU= 1500

Statistics

System Maintenance ¥
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I FAT AP networking - rat Ap rRouter mode

IDCN | v==xme

Configure PPPoE dial-up connection

<~ O ] A F== | bips//192.168.1.10/index. php/Home/Index/index html?l=en-us A @ {8 € 8 o= [ ]

-
D c N = Logout
Running Status Running Status WAN Port Settings
Setup Wizard This page shows the basic network parameters of WAN port.
AP Mode MAC Address 00:03:0F:DA6C:CO
Network Parameters
CIWOTK FAramELErs /Connection Type= PPPoE \
Internet Accounts Please Input Internet Account
WAN Port Settings
Internet Password= Please Input Internet Password Pt
Wireless Settings

Radio Settings

DHCP Server

Statistics

System Maintenance ¥

www.dcnglobal.com

Qacket MTU= 1492 /
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Deployment Scenarios of WLAN product

« FAT AP networking

« AP wired mesh networking

 FIT AP + AC simple layer-2 networking

* FIT AP + AC recommended layer-3 networking

 Cloud AP networking



o . DCN | usExms
] AP wired mesh networking

Change to mesh on master AP web
Internet Gateway DCN = Logou

Running Status Running Status AP Mode

Setup Wizard AP can work in three modes: fat AP mode, thin AP mode or cloud AP mode. In fat AP mode and cloud AP mode, AP exists as an independent individual in the network. In thin AP mode, you can manage it
through AC. Fat mode can be divided into two specific modes routing mode and bridge mode. If AP is a gateway device, select routing mode; if AP is a bridge device, select bridge mode. The cloud AP
mode is a bridge device, which is connected to the public cloud. The default mode is thin mode. If you need to modify it, please click the "Edit" button.

88 AP Mode

[ APMode Switch () Fat Mode ] Fit Mode Cap Mode

3asic Settings

Route Mode  (®) Bridge Mode

Advanced Settings

[ Mesh Status ® on 1P] off
Statistics
Maximum number 32
System Maintenance of slave APS

Mesh Network E m

____________________________________________________________________________________________________________________

E Note the following points when using Mesh i

i mode: :

i € The AP software version starts with 4.14.x.x. i

i AP2 AP3 @ |t is recommended to set only one Central ;

E‘\ Central Access Point Range Extender Range Extender Access Controller AP in one layer 2 network. ,':
e - 63
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] AP wired mesh networking

Change to mesh on slave AP web

Internet Gateway DCN =

Logou

Running Status Running Status AP Mode

Setup Wizard AP can work in three modes: fat AP mode, thin AP mode or cloud AP mode. In fat AP mode and cloud AP mode, AP exists as an independent individual in the network. In thin AP mode, you can manage it
through AC. Fat mode can be divided into two specific modes routing mode and bridge mode. If AP is a gateway device, select routing mode; if AP is a bridge device, select bridge mode. The cloud AP
E AP Mode mode is a bridge device, which is connected to the public cloud. The default mode is thin mode. If you need to modify it, please click the "Edit™ button.

AP Mode Switch

Basic Settings

[Mesh Status

Advanced Settings

Statistics

System Maintenance

- - e e e e e e e e mm e e Ee e e e e Em Em M e e e e Em M e e e e e M e e e Em M e Em e e M e e e e e M e e e e e Ee e e e e e e e e

E Note the following points when using mesh !
i mode: :
i _ € The APs for networking need to be in the |
| AP1 AP AP3 same layer 2 network. :
:‘ Central Access Point Range Extender Range Extender ¢ AP models can be mixed. !
\\ _______________________________________________________________________________________________________________________ ’// 64
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] AP wired mesh networking

Check status on master AP web

& G ) A Tz \ Bps://172.30.78.13/index.php/home/index/index.htmli?l=en-us AN {a € E {E 1

DCN =
Internet Gateway
fal Running Status Running Status

DHCP Pool 172.30.78.X/2 Get IP address form DHCP

~ Device Information ~ Network Information

AP Mode
Serial Number: WL88200XW1Sunkz11 IP Address: 172.30.78.13
Basic Settings -
Device Model: WL8200-X4 MAC Address: 00:02:7F:12:0D:A0
Startup Mode: ‘Warm Start Default Gateway: 172.20.78.1
Firmware Version: 41435 DNS Server: 202.103.44.150
o Boot Version: 233 Downlink VLAN: 1
Statistics
System Maintenance ~ Running Time: 3 days 3 hours 21 minutes 14 seconds

Mesh Network
~ Wireless Information

SSID VLAN Radio Status Mode Channel Bandwidth Channel Transmit Power(dBm) Channel Utilization(%) Client Number
246G (@ Enabled 1laxg HT20 11 21 14 0
Guest Network 1
5G (@ Enabled 11axa HT40 44 24 2 0

Default SSID
It can only be modified and cannot be deleted.

;
:AP1 AP2 AP3
Central Access Point Range Extender Range Extender

65
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AP wired mesh networking

Check status on slave AP web

< C @ A T2 | hips//172.30.78.14/index.php/home/index/index.htmi?l=en-us A {5 €« g ¢

Internet Gateway DCN =

DHCP Pool 172.30.78.X/2

Get IP address form DHCP

~ Device Information ~ Netwark Information
System Settings v
Serial Number: WL8200XW2ConsoleCANTUSE IP Address: 172.30.78.14
Statistics =
Device Model: WL8200-XW2 MAC Address: 00:03:0F:74:FF:00
System Maintenance ¥
Startup Mode: Cold Start Default Gateway: 172.30.78.1
Firmware Version: 4.14.35 DNS Server: 202.103.44.150
Boot Version: 233 Downlink VLAN: 1
Running Time: 3 days 3 hours 22 minutes 21 seconds [ Manage Status: Have Been Managed 172.30.78.13 ]

~ Wireless Information

SSID VLAN Radio Status Mode Channel Bandwidth Channel Transmit Power(dBm) Channel Utilization(%) Client Number
2.4G @ Enabled 1laxg HT20 1 20 25 0
Guest Network 1
5G .:Q- Enabled 11axa HT40 44 20 7 0

Default SSID
It can only be modified and cannot be deleted.

/

AP1 AP2! AP3
Central Access Controller Range Extender Range Extender

66
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AP wired mesh networking

Check all AP info on master AP web

DCN

Running Status
Setup Wizard
AP Mode

Basic Settings
Advanc

Settings

Statistics

System Maintenance

Mesh Network

AP List

www.dcnglobal.com

Running Status

AP List

SN

~

WL88200XW1Sunkz11

WLB200XW2ConsoleCANTUSE

-

J

fotal 2 items

MAC Address

00:03:71:12:dd:a0

00:03:01:74:7.00

10itemipage

IP Address

172.30.78.13

172.30.78.14

Location

Type

WLB200-
X4

WLB200-
xXwW2

Channel

11/44

11/44

Transmit
Power

1212

12012

Status

Online

Running Time

3 days 3 hours 53
minutes 9 seconds

3 days 3 hours 52
minutes 40 seconds

Online Time

3 days 1 hours 26
minutes 0 seconds

DCN ‘ i 55 5 X PR €8

Logou

Operation

statistical

Restart

Restore Factory |l Join blacklist
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AP wired mesh networkin

Add new SSID on Master AP
DCN

www.dcnglo

Basic Settings

Wireless Settings

Mesh Network

Wireless Settings

Message

SSID=

VLAN ID=

Please Input SSID

Please Input VLAN ID

Radio=~

Client Isolation=

Hidden SSID=

WDS Mode-

Multicast To Unicast=

Security Setting~

Speed Limit Mode-~

Uplink Speed Limit(kBps)

Downlink Speed Limit(kBps)

246 M sG
(Jon ® or
(Jon (® of
() Enabled  (®) Disabled
(Jon ® or

Open

(®) ssIDSpeedLimit (| Client Speed Limit

Please Input Uplink Speed Limit(Range:0-524286)(Cptional)

Please Input Downlink Speed Limit(Range:0-524286)(Optional)

Save

China(CN)

Fat Mode - Bridge Mode

DCN ‘ W 5 X8

admin Logout
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AP wired mesh networking

Check new SSID on Master AP

< O m A F=

Running Status
Setup Wizard
AP Mode

Basic Settings

Wireless Settings
Advanc

Statistics

System Maintenance

Mesh Network

www.dcnglobal.com

Bips//172.30.78.13/indeg php/home/index/index.htmli?l=en-us

Running Status Wireless Settings

SSID Vian ID Radio Enable
Guest Network 1 2.4G/5G
DCN-test 1 2.4G/5G

Country Code Settings

Country Code China

Client Isolation

Ooff

Off

Hidden SSID

@on

Off

WDS Mode

Disabled

Disabled

Multicast To Unicast

Off

Off

DCN ‘ i 55 5 X PR €8

A vs € Tt s
Logo!
Security Setting Operation
=
Open ﬂ Delete
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] AP wired mesh networking

Check new SSID on slave AP

& C @ A T2 | bps//172.30.78.14/index.php/home/index/index.html?l=en-us A s € 3 7=

Running Status Running Status

AP Mode
~ Device Information ~ Network Information

System Settings

Serial Number: WL8200XW2ConsoleCANTUSE IP Address: 172.30.78.14
Statistics

Device Model: WL8200-XW2 MAC Address: 00:03:0F:74:FF:00
System Maintenance ¥

Startup Mode: Cold Start Default Gateway: 172.30.78.1

Firmware Version: 4.14.3.5 DNS Server: 202.103.44.150

Boot Version: 2.3.3 Downlink VLAN: 1

Running Time: 3 days 4 hours 5 minutes 44 seconds Manage Status: Have Been Managed 172.30.78.13

~ Wireless Information

)

SSID VLAN Radio Status Mode Channel Bandwidth Channel Transmit Power(dBm) Channel Utilization(%) Client Number
24G . Enabled 1laxg HT20 1 20 24 0
Guest Network 1
5G . Enabled 11axa HT40 44 20 g 0
24G . Enabled 1laxg HT20 1 20 24 0
DCN-test 1
5G . Enabled 11axa HT40 44 20 5 0

70
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] AP wired mesh networking

Set mesh networks managed by Imcloud platform on master AP web

DCN = Logout

Running Status Running Status Mesh Settings

Setup Wizard

Air-Match  Automatic channel adjustment  Automatic power adjustment | Connect to the public cloud

AP Mode

[ Status- on .é/ off ]

Basic Settings 7

Advanced Settings ¥

Statistics v

System Maintenance ¥

Mesh Network -

Mesh Settings

71
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] AP wired mesh networking

Mesh supported AP models

DCN

WY 55 E 5 o) €8

mw—“ REQy

WL8200-X10
WL8200-X4
WL8200-X2

WL8200-XW2

WL8200-XT2/XIT2

WL8200-X1

WL8200-XW1

www.dcnglobal.com

4.14.3.x

5.15.3.x

Yes

Yes

Yes

Yes

Yes

NA

Yes

Yes

Yes

Yes

Yes

Yes

32
16

16

16

NA
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02 Deployment Scenarios of WLAN product

« FAT AP networking

« AP wired mesh networking

 FIT AP + AC simple layer-2 networking

* FIT AP + AC recommended layer-3 networking

 Cloud AP networking



J FIT AP + AC simple

Internet Gateway

- —_—— -

4
l
/

| )
|

| 4

' Default IP 192 168.1.1 g

| AP2 g

Default IP Default IP
. 192.168.1.10 192.168.1.10

\

-

_________________________________________

www.dcnglobal.com

DCN | usExms

layer-2 networking — network topology

T T

!
7
4

Such networking is not particularly applicable in real

production networks.

Reason:

€ The wireless management IP address of AC will be
changed according to the network planning.

€ There will be many APs, not only one. We need to
manually set the IP address used by each AP (by default,
all AP will use 192.168.1.10), so as to ensure that each AP
can communicate with AC normally.

@ In order to simplify the IP address allocation for APs, we

can choose to use DHCP service.
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I FIT AP + AC simple layer-2 networking - network topology

- - o

Internet Gateway

/" Only VLAN1 i ted
nly 1> SUPPOTTERE 1 Gateway of LAN 172.16.1.1

SSID: DCN-test™.
Wireless service \(LAN: VLAN 1

S

Interface VLAN1 IP /'/
address 172.16.1.2,"
(manually configure

1

;' AP1 AP2 |' .
1 IP address 172.16.1.3 IP address 172.16.1.4 IP address 172.16.1.5
“ (Automatically acquire (Automatically acquire (Automatically acquire)

“~. or manually configure) or manually configure)
TVAVVAVVAS Falf T e foT-1 i o o 1 ettt i

Private network address DHCP Pool 172.16.1 .0/24\\

e o

¢

*

¢

¢

If the Internet gateway is just a simple
device that can only support VLANT,
this is the most convenient way to
network.

The IP address of the AP can be
automatically obtained or manually
configured. Just avoid address conflicts.
The advantage of this networking is
that AC and AP can access the Internet
and the networking is simple without
any configuration of the switch.

The disadvantage is that all devices are
in VLAN1. If wireless customers
manually configure IP addresses, IP
address conflicts may occur and affect

the stable operation of the network. .



o o DCN ‘ Y 55 6 X ) €85
FIT AP + AC simple layer-2 networking - network topology

Configure VLAN on AC

Monitor Basic Network Wireless Authentication User System Upgrade 8 admin ~

Port Settings System Overview VLAN Management (®) Page Operation v

VLAN Management =

Vlan 1D Associated Port IP Address Subnet Mask IPv6 Address Prefix Length Operation

11002 1703 1/0/4 10/5 m 1707 11oe 1/0r9 1/0/10 1M 1/0/12 11013

DHCP Server(IPv4)
10/

1wore W worzr B os
Route Management
n go to 1 page confirm  Totle 1ltems 10 ltems/Page

DNS Configuration
Port Name Config State Mode Pvid Operation
Ethernet1/0/1 Enable Access 1
Ethernet1/0/2 Enable Access 1
Ethemnet1/0/3 Enable Access 1
Ethernet1/0/4 Enable Access 1
Ethernet1/0/5 Enable Access 1

m: -

=1
s
-
T
T

confirm  Totle 20 [tems 5 [tems/Page w
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I FIT AP + AC simple layer-2 networking — network topology

Configure VLAN interface on AC

DCN Monitor Basic Network Wireless Authentication User

System Upgrade

& admin ¥

Port Settings System Overview  VLAN Management (® Page Operation ¥

VLAN Management

DHCP Server(IPv4)

DHCP Server(IPv6)

Route Management Edit Vian

Vian ID * 1
DNS Configuration

If Vlan is a three-tier interface, please configurs 1P address and Subnetmask.

Address Type * (®) 1Pva IPvE

IP Address 172.16.1.2

Subnet Mask 255.255.255.0

Cancel

WW. v W NJCAT e I
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I FIT AP + AC simple layer-2 networking — network topology

Configure and check wireless management IP address on AC

DCN

Monitor Basic Network Wireless Authentication User System Upgrade

2 admin ~

Setup Wizard System Overview

Setup Wizard Wireless Management IP

AP Management Wireless = Please Select

Mzanagement IP

127.0.0.1(Loopback)

Wireless Client 172.16.1.2(Vian1)

Wireless Managem. ..

D c N Monitor Basic Network

Wireless Authentication User System Upgrade

System Overview

AP List I Device Information

Device Model DCW3-6028-C Device Name DCWsS-6028-C
[Wireless Managed Address 1721612 ] Software Version 7.5.4.3(R0002.007T)
: . . MAC Address 00-03-0f-dc-39-85 SN WL023410K828000039
Wireless Client List
Max Managed AP Number 256 [EEEE ol 16
DHCP User List Country Code us Uptime 2d:01:30
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I FIT AP + AC simple layer-2 networking

Configure IP address on AP Web

DCN

Running Status

AP Mode

System Settings

Ethernet Settings

Statistics

System Maintenance ¥

www.dcnglobal.com

Running Status Ethernet Settings

Uplink Settings

Management VLAN 1

Untagged VLAN 1

Connection Type DHCP

IP Address 192.168.1.10
Subnet Mask 255.255.255.0
Default Gateway 192.168.1.254
DNS Server

IPv6 Connection DHCP

Type

IPv6 Address

IPvE Address Prefix
Length

Default IPv6
Gateway

DCN

Running Status

AP Mode

System Settings

Ethernet Settings

Statistics

Systemn Maintenance ¥

Running Status

DCN ‘ i 55 5 X PR €8

— Network topology

Ethernet Settings

Uplink Settings

Management
VLAN=

Untagged VLAN=

Connection Typex

IP Address=

Subnet Mask=

Default Gateway

DNS Server

IPv6 Connection
Type=

IPv6 Address

DHCP

(®) static IP

172.16.1.3

2655.255.2565.0

Please Input Default Gateway

Please Input DNS Server

() pHCP

IPv6 Address Prefix

Length

Default IPv6
Gateway

Static IP
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I FIT AP + AC simple layer-2 networking - network topology

Check managed AP on AC

Monitor Basic Network Wireless Authentication User System Upgrade & admin ¥

System Overview System Qverview AP List (®) Page

T
(=]
1]

)
S

4

AP List > Conditional Search

AP Name AP MAC AF IP AP Location AP Maodel AP Status Uptime Client Number

I

Wireless Client List

00-03-0f-11-22-00 00-03-0f-11-22-00 172.161.3 WL8200-X1 Managed 0d:00:01:04 0

DHCP User List n

1 page confirm  Totle 1 ltems 10 ltems/Page w

Route Information

ARP Information

AP RF Scanning

Client RF Scanning

Logs And Warnings

80
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I FIT AP + AC simple layer-2 networking - network topology

Check SSID on AC

Monitor Basic Network Wireless Authentication User System Upgrade 2 admin ¥

System Overview System Overview  SSID List (®) Page

AP List a =
SSID List SSID Authentication Method VLAN Hidden SSID Associated AP Number Associated Client Number 2.4G Client Number 5G 1 Client Number 5G 2 Client Number Down Tra
o IS

Guest Network No Authentication 1 0 1 0 0 0 0 0

Wireless Client List
DHCP User List

Route Information

Monitor Basic Network Wireless Authentication User System Upgrade 2 admin ¥

Setup Wizard System Overview $SID Management (®) Page Operation ¥

AP Management a =

SSID Authentication Method VLAN Hidd... Associated AP Number Associated Client Number 2.4G Client Number 5G 1 Client Number 5G 2 Client Number Down... Operation

SSID Management

Guest Network No Authentication 1 off 0 0 0 0 0 0 0

Wireless Client

Wireless Managem._ ..
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I FIT AP + AC simple layer-2 networking - network topology

Configure SSID on AC

Monitor Basic Network Wireless Authentication User System Upgrade & admin ¥

Setup Wizard System Overview  SSID Management

AP Management
v General Configuration

SSID Management NetworklD 1

Wireless Client

Radio *

Wireless Managem. . Hidden SSID * on (e of Terminal Isolation x on (e of
Vian * 1
v Advanced configuration
Uplink Bandwidth Per 0 Downlink Bandwidth Per 0
Client(Kbps) Client(Kbps)
Time Limited Strategy —+ WDS Model = on (e of
“ Security Configuration
Authentication Method * No Authentication
v Select AP Group
An AP group can bind up to 16 SSIDs. An out of limit AP group cannot be selected
To be selected Selected AP Group
Default
Copyright (C) 2001-2022 by DC YunKe Networks Co. Ltd. 82
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I FIT AP + AC simple layer-2 networking - network topology

Configure SSID on AC

i sic ireles icati S in ~ =1 5
Monitor Basic Network Wireless Authentication User ystem Upgrade & admin g: Sl Sl 8 RO R E 1638

Setup Wizard System Overview SSID Management (®) \L WLAN @
AP Management
“ General Configuration
WLAN «©
SSID Management NetworkdD | 1
Network acceleration Off
Wireless Client ssDx  DC Radio *
More settings
Wireless Managem. .. Hidden SSID * on () or Terminal Isolation * on () or
CONNECTED
Vian * 1
Yunke_WLAN =
Connected -
v Advanced configuration phnecte
Uplink Bandwidth Per 0 Downlink Bandwidth Per 0 AVAILABLE
Client(Kbps) Client(Kbps)
60 =
_ (o) <
Time Limited Strategy + WDS Model * on () or Open .
DCN _—
~ Security Configuration Open «
Authentication Method = No Authentication DCN-test =
0
Open
~ Select AP Group
) Add network
An AP group can bind up to 16 SSIDs. An out of limit AP group cannot be selected.
To be selected Selected AP Group
Default
Copyright (C) 2001-2022 by DC YunKe Networks Co. Lid. 8 3
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I FIT AP + AC simple layer-2 networking — network topology

- -

& [f the AC and AP do not need to be
Private network address DHCP Pool 172.16.1.0/24

Gateway of LAN 172.16.1.1 ‘

y Internet Gateway §

' Only VLANT1 is supported accessed from Internet, they can be
planned with special management
VLANZ2.

€ Wireless service VLAN and device

switchport access vlan 2 switchport access vlan 3

—

management VLAN are independent.

switchport mode trunk € DHCP service can be deployed on

switchport trunk native vlan 2

AC in VLANZ to automatically assign
IP addresses to APs.
€ Need to config proper VLAN on

AC 6 S
Interface VLAN1 IP

address 192.168.1.1
(manually configure)

SSID: DCN-test
Wireless service VLAN: VLAN 3

))) _______ ‘./

switches.
& At this time, VLAN 1 will not be used

e
.
—_____________7_____________——

& : :
- P2 I:C\/ as wireless service VLAN.
‘ IP address 192.168.1.2 IP address 192.168.1.3 IP address 172.16.1.2 ,
v (Automatically acquire (Automatically acquire ; (Automatically acquire) /
.. or manually configure)  or manually configure) 84
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I FIT AP + AC simple layer-2 networking — config DHCP service

Create DHCP service pool on AC

@

Monitor Basic Network Wireless Authentication User System Upgrade 2 admin ¥

Port Settings System Qugrview DHCP Server(IPv4) (®) Page Operation ¥
Al T
AN Management Sewic:tus Address Pool | Exclude Address

DHCP Server(IPv4) DHCP({IPv4) Service Status

DHCP Server(IPv6)

Route Management

DNS Configuration

85
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I FIT AP + AC simple layer-2 networking - config DHCP service

Configure DHCP pool on AC

Monitor Basic Network Wireless Authentication User System Upgrade

Port Settings System Overview DHCP Server(IPv4)

VLAN Management DHCP Pool Name *  ap-management

DHCP Server{IPv4) Type = : Dynamic Allocation Static Allocation

DHCP Server(IPv6) Network *  192.168.1.0

Netmask = 255.255.255.0
Route Management

Lease 1 days 0 hours 0 minutes

DNS Configuration

Option43 200C300C200C 300 200 X0 X0 XXX

Default Gateway 192.168.1.1

DNS Server J00C 300300 XAX Ll

86
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I FIT AP + AC simple layer-2 networking — config DHCP service

Configure DHCP pool on AC web

Monitor Basic Network Wireless Authentication User System Upgrade

Port Settings

System Qverview DHCP Server(IPv4)
VLAN Management DHCF Pool Name *  ap-management
DHCP Server(IPv4) Type * Dynamic Allocation  (®) Static Allocation
DHCP Server(IPv6) MAC AdOress *  X0GCX-0E0E

IP Address * 0O 00K XK KKK
Route Management

Netmask = 255.255.255.0

DNS Configuration

Lease 1 days 0 hours 0 minutes
Optiond3 OO OO0 30K 0O X 3 S X0
Default Gateway 192.168.1.1

DNS Server HOOC 000 I00C XK o

87
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I FIT AP + AC simple layer-2 networking — config DHCP service

Enable DHCP service on AC

Monitor Basic Network Wireless Authentication User System Upgrade

Port Settings System Overview DHCP Server(IPv4)

VLAN Management Service Status Address Pool Exclude Address

DHCP Server(IPv4) DHCP(IPv4) Service Status m_]

DHCP Server(IPvG)

Route Management

DNS Configuration

88
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I FIT AP + AC simple layer-2 networking - config bHcp service

Configure excluded address of DHCP service on AC

Monitor Basic Network Wireless Authentication User System Upgrade £ admin ¥

Port Settings System Qverview DHCP Server(IPv4) (®) Page Operation ¥

VLAN Management Service Status ~ Address Pool | Exclude Address

DHCP Server(IPv4) E =

Number Exclude Start IP Exclude End IP Operation

DHCP Server(IPv6)

Route Management

DNS Configuration

DCN Monitor Basic Network Wireless Authentication User System Upgrade

Port Settings System Overview

DHCP Server(IPv4)

VLAN Management Exclude Start IP # 300030000000

DHCP Server(IPv4) Exclude End IP 3000 00¢ X000 XXX

DHCP Server(IPvG) Cancel

Route Management

DNS Configuration

89
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I FIT AP + AC simple layer-2 networking - config bHCP service

Check AP and assigned IP address on AC web

Monitor Basic Network Wireless Authentication User System Upgrade 2 admin ~

@

System Overview System Overview DHCP User List

AP List IPv4 1PV
55 i
solile > Conditional Search

. Cli .
Wireless Client List =
DHCP User List MAC Add_ress IPAdd_ress Exp\ra_tion Time

00-03-07-11-22-00 192.166.1.2 2022-09-24 17:03:00
Route Information
- 1 page confirm Totle 1 ltems 10 ltems/Page

ARP Information

& admin v

Authentication Upgrade

User System

Wireless

D c N Monitor Basic Network

System Overview System Overview AP List

DHCP User List

AP List > Conditional Search
SSID List =
Wireless Client List AP Name AP MAC AP IP AP Location AP Model AP Status Uptime Client Number
0-03-0f-11-22-00 00-02-01-11-22-00 192.168.1.2 WL8200-X1 Managed 0d:00:02:30 0
DHCP User List 1 page confirm  Totle 1 ltems 10 ltems/Page
Route Information 9 O
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I FIT AP + AC simple Iayer-2 networking — Config wireless service

Configure service VLAN ID in SSID on AC web

Monitor Basic Network Wireless Authentication User System Upgrade & admin ~

Setup Wizard System Overview SSID Management

AP Management
v General Configuration

SSID Management

NetworkD 1
Wireless Client SSID*  DCN-test Radio *
Wireless Managem__. Hidden SSID * on (e of Terminal Isolation * on (@) of
Vian® 3
v Advanced configuration
Uplink Bandwidth Per 0 Downlink Bandwidth Per 0
Client(Kbps) Client(Kbps)
Time Limited Strategy + WDS Model * on (e or

~ Security Configuration

Authentication Method *  No Authentication

~ Select AP Group

An AP group can bind up o 16 SSIDs. An out of limit AP group cannot be selected.
To be selected Selected AP Group

Default

Copyright (C) 2001-2022 by DC YunKe Networks Co.,Ltd
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I FIT AP + AC simple layer-2 networking — ar discovers A

AP Controller

—C
AC m L2/3 Network AP
m VPN
m NAT
|
€ AC is listening port 57776 always € ensure that the discovery & Manually configure the wireless management
and will respond if it receives the message sent by AP to AC can IP address of AC into FIT AP,
AP discovery message. reach AC normally. @ AP will send discovery message using UDP

type and destination port 57776 to wireless
management IP address of AC.

@ After receiving the discovery response
message of AC, AP will initiate a TCP

connection to AC using destination port
92

www.dcnglobal.com 577717.



IDCN | v==xme

I FIT AP + AC simple layer-2 networking — Ap discovers Ac

Config AC management IP on AP web

< O @ A FFZL | hps//10.10.10.11/index.php/Home/Index/index.html?l=en-us P | 9= ]

D c N = Logout

Running Status Running Status Ethernet Settings Manage AC Settings

IR AC IP Address 1 182.168.1.254

> System Settings -

AC IP Address 2

AC IP Address 3
Manage AC Settings

AC IP Address 4

e AC IPv6 Address 1
Statistics

System Maintenance ¥ A vpnadiessiE
AC IPv6 Address 3

AC IPv6 Address 4

AC URL Address www.acaddr.com

93
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j FIT AP + AC simple

Configure option43 in DHCP pool on AC web

DCN

Port Settings

VLAN Management
DHCP Server(IPv4)
DHCP Server(IPv6)

Route Management

DNS Configuration

www.dcnglobal.com

System Overview

Monitor

Basic Network

Port Settings

Wireless

Authentication User System

DHCP Server(IPv4)

DHCP Pool Name #

ap-management

Static Allocation

0 minutes

Type * (@) Dynamic Allocation
Network * 192.168.1.0
MNetmask * 255.255.255.0

Lease 1 days 0 hours
[Opti0n43 192.166.1.1;100.100.100.1 ]

Default Gateway

DNS Server

192.168.1.1

DCN

WY 55 E 5 o) €8

layer-2 networking - oHcp option 43

service dhcp
|

%p dhcp conflict ping-detection enable
|

Upgrade

ip dhcp pool ap-management

network-address 192.168.1.0 255.255.255.0
defaulr_—rourer 192 168.1 .1

[ option 43 hex 0104C0A80101010464646401 |

Note:

The DHCP option 43 is configured in
decimal form on the Web page and in
hexadecimal form on the CLI.
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J FIT AP + AC simple layer-2 networking - pHcp option 43

ACIP: 192.168.1.1

§ 3 33
0104 CO A8 0101

Command:




| FIT AP +

- Enable
« Add DF

AC simple layer-2 networking -

DHCP Server;
CP pool;

- Add DH

CP Option 43 into the DHCP pool.

Switch(config)#ip dhcp pool AP

Switch (dhcp—AP-config) #network—address 192. 168. 100.1 24
Switch (dhcp—AP-config) #defaul t-router 192. 168. 100. 254
Switch (dhcp—AP—-config) #option 43 hex 0104c0a80101

www.dcnglobal.com

DCN
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I FIT AP + AC simple layer-2 networking

= Priority of discovery mechanism

DHCP Server

AP Controller P

AC m L2 Network AP
B All devices use the default VLAN 1

In a real environment, there may be multiple ways of discovery coexisting. In the
network environment as shown in the figure above, there will be both the layer-2
broadcast message from AC and the UDP message from AP.

www.dcnglobal.com

IDCN | v==xme

Priority rules:

® AP discover AC > AC
discover AP

& Static configuration > DHCP
option 43

Tips:

@ Because the priority of static
configuration is the highest,
this method can be used for
troubleshooting to detect
the network and port
accessibility between AC

and AP,
97



02 Deployment Scenarios of WLAN product

« FAT AP networking

« AP wired mesh networking

* FIT AP + AC simple layer-2 networking

 FIT AP + AC recommended layer-3 networking

 Cloud AP networking



I FIT AP + AC recommended layer-3 networking

— Network topology

VLAN and IP planning

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

_______________

()
OPOEC
10.10.10.3/24
\ SW'TQmo(’oM /

“'L«., >

AP1 AP3

N e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e =

-

www.dcnglobal.com

- Wl p
4 100.100/100.0/24>.  VLAN 100

@ L3 switch is the gateway of AC, POE switch, AP and

wireless client.

€ The management network segment of AC and POE
switches is 10.10.10.X/24. Both are in VLAN10.
€ The management network segment of the AP is

100.100.100.X/24. They are all in VLAN100.
€ The network segment of the wireless client is
200.200.200.X/24. They are all in VLAN1000.

& Enable DHCP service on L3 switch to distribute IP

addresses to APs and wireless clients.

€ L3 switch uses 5.5.5.2 to interconnect with Internet

)

e T

gateway 5.5.5.1

7

SSID DCN-test & VLAN 1000

___________________________

‘
[

e 200.200.200.0/24

. e - - = === ===

e

DCN

WV 55 0 2 o) £3
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\
\

\

\
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1

}

1

1

1

1

1

}

1

1

1

1

1

}

1

1

1

1

1

}

1

1

1

1

1

}

1

1

1

1

1

}

1

1

1

1

1

1
/
/7
/
4

- 99



IDCN | vaExmE

I FIT AP + AC recommended layer-3 networking

— Network topology
VLAN and IP planning

- I e e e e e e e e e .

switchport access vlan 5

switchport access vlan 10

switchport mode trunk
switchport trunk allowed vlan all

switchport mode trunk
switchport trunk allowed vlan all

switchport trunk native vlan 100

Uplink Settings (default)
Management VLAN 1
Untagged VLAN 1

|'
. | switchport mode trunk

S e e e e e e e e e e e e Em Em em e e e e =

N e e e e e e e e e e e e e e e e e e e e e e e e e e e R e e e e e R e e e e e M e e e e M e E m E e M e E e E e M e e e Em e M e mm e E e E e mm e e e E e e e e E e e e e E e e e e e e e e e e e e e e e e e = T
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FIT AP + AC recommended layer-3 networking - Network

topology

e e === — - -

VLAN and IP configuration

interface vlan10

ip address 10.10.10.2
255.255.255.0

ip route 0.0.0.0/0 10.10.10.1 £

interface vlan10 i
ip address 10.10.10.3 i
255.255.255.0 i
ip route 0.0.0.0/0 10.10.10.1 i

ip dhcp pool ap-management-
vlan

network-address 100.100.100.0
255.255.255.0

default-router 100.100.100.1
+ | option 43 hex 01040a0a0a02

~

www.dcnglobal.com

P »
' Internet Gateway JN

W
\“

| 5.5.
5.2/24 s N

VLAN10
Sy éi

Moy 409 1010

]

—

DCN

75 E X0 38

interface vlan5

ip address 5.5.5.2 255.255.255.0
interface vlan10

ip address 10.10.10.1 255.255.255.0
interface vlan100

ip address 100.100.100.1
255.255.255.0

interface vlan1000

ip address 200.200.200.1
255.255.255.0

ip route 0.0.0.0/0 5.5.5.1

ip dhcp pool wireless-service-vlan
network-address 200.200.200.0
255.255.255.0

default-router 200.200.200.1

dns- server 8.8.8.8

>

' SSID DCN test & VLAN 1000

@
' 200.200.200.0/24

______________________________

_______________________________________________________________________________________________

\\———————————/
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I FIT AP + AC recommended layer-3 networking

Configure VLAN interface on AC

DCN Monitor Basic Network Wireless Authentication User System Upgrade

& admin ¥

Port Settings System Overview Port Settings VLAN Management (® Page Operation »

VLAN Management
DHCP Server(IPv4)
DHCP Server(IPv6)
Edit Vian

Route Management

DNS Configuration

If Vlan is a three-tier interface, please configure IP address and Subnetmask.

Address Type * (®) I1Pv4 IPv6

[ IP Address 10.10.10.2

Subnet Mask 255.255.265.0

102
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I FIT AP + AC recommended layer-3 networking

Configure wireless management IP address on AC

Monitor Basic Network Wireless Authentication User System Upgrade £ admin ¥

Setup Wizard System Overview Setup Wizard Wireless Management IP (¢) Page Operation v

AP Management Wireless 101010 2(Vlan1)
Management IP

SSID Management
Bl -

Wireless Client

Wireless Managem ...

103
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FIT AP + AC recommended layer-3 networking

Configure default route on AC

@

DCN Monitor Basic Network Wireless Authentication User System Upgrade 2 admin

Port Settings System Qverview Port Settings Wireless Management IP Route Management (®) Page Operation ¥

VLAN Management

DHCP Server(IPv4)

“H(.P Server(IPv6)

Route Management

DNS Configuration Static Route Settings

Destination IP *

Subnet Mask *

Next Hop * 10.10.10.1

Metric | Please enter an integer between 1-255

104
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I FIT AP + AC recommended layer-3 networking

Check routes on AC

Monitor Basic Network Wireless Authentication User System Upgrade

DCN

Port Seftings System Overview Port Settings \Wireless Management IP Route Management

VLAN Management

DHCP Server{IPv4)

i

Subnet Mask Next Hop Interface Metric Type Operation

Destination 1P

[ 0.0.0.0 0.0.0.0 10.10.10.1 Vian1 1 Static ] @ |

Route Management 10.10.10.0 255.255.255.0 - Vian1 0 Directly & |

DHCP Server(IPvG)

) .0.00 255.0.0.0 - Loopback 0 Directly ra
DNS Configuration . E

n go to 1 page confirm ~ Totle 3 tems 10 ltems/Page

105
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I FIT AP + AC recommended layer-3 networking

Check managed AP on AC web

D c N Monitor Basic Network

Wireless Authentication User System Upgrade 2 admin ¥

System Overview

AP List ditional Search

SSID List

Wireless Client List AP Name AP MAC APIP AP Location AP Model AP Status Uptime Client Number
[ 00-03-07-11-22-00 00-03-07-11-22-00 100.100.100.2 WLB200-X1 Managed 0d:01:10:39 0 ]
DHCP User List n 1 page confirm  Totle 1 ltems 10 kems/Page w

Route Information

106
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j FIT AP + AC recommended layer-3 networking

Set country code on AC web

Monitor Basic Network Wireless Authentication User System Upgrade 2 admin ¥

Cloud Managemen... System Overview

AP List Diagnostic Tools

Country Code @ [ Country Code *  US—United States

License Management

Supported AP List Country Code

NTP

SNMP Management

Syslog Configuration

Backup/Restore

Diagnostic Tools
Reboot/Reset

Supported AP List

107
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FIT AP + AC recommended layer-3 networking

Fast configuration guide on AC web

DCN Monitor Basic Network Wireless Authentication User System Upgrade 2 admin ~

Setup Wizard Atem Overview

Setup Wizard

SSID Management “ General Configuration

Wireless Client [Port Name  Ethernet1/0/1 (Up)

Wireless Managem... [IP Address 10.10.10.2

{lenet Mask  255.255.2565.0

IPvE Address HOCINK

Prefix Length 1-128

Next Step

108
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FIT AP + AC recommended layer-3 networking

Fast configuration guide on AC web

Monitor Basic Network Wireless Authentication

IDCN | v==xme

2 admin ~

Setup Wizard System Overview Setup Wizard

SSID Management

~ Wireless
Wireless Client [ SSID*  DCN-test
Wireless Managem ... Hidden SSID * on (@ or
Terminal Isolation * on (e of
[ vian= 1000
No Authentication

[Authentication Method *

www.dcnglobal.com

(®) Page Operation v
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FIT AP + AC recommended layer-3 networking N

Fast configuration guide on AC web

Monitor Basic Network Wireless Authentication User System Upgrade 2 admin ¥

Setup Wizard System Overview Setup Wizard (®) Page Operation ¥

e =

SSID Management

~ AP Group
Wireless Client [ AP Group Name *  DCN-test-ap-profile ]
Wireless Managem___ AirMatch = (8) On o
LED Status = (®) On off
Auto Channel (®) On off
Adjustment *
AP Escape * @ On Off
Eco Mode * on (e Off
Work Mode * @ dual-4 single-8 dual-§

110
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I FIT AP + AC recommended layer-3 networking

Check SSID on AC web

DCN Monitor ~ Basic Network = Wireless | Authentication ~ User  System Upgrade
Setup Wizard System Overview  Setup Wizard 1 S$SID Management (®) Page Operation ¥
AP Management E =
SSID Authentication Method VLAN Hidd. .. Associated AP Number Associated Client Number 2 4G Client Number 5G 1 Client Number 5G 2 Client Number Down... Operation

Wireless Client

SSID Management
DCN-test No Authentication 1000 off 1 0 0 0 0 @ E
3

Wireless Managem...

111
www.dcnglobal.com



DCN ‘ i 55 5 X PR €8

I FIT AP + AC recommended layer-3 networking

Configure SSID on AC web, set service VLAN ID and AP group

Monitor Basic Network Wireless Authentication User System Upgrade & admin ¥

Setup Wizard System Overview Setup Wizard AP Management $SID Management

AP Management
~ General Configuration

SSID Management

NetworklD 1
Wireless Client [SS\D *  DCN-est ] Radio *
Wireless Managem. . Hidden SSID * on (8 off Terminal Isolation = on (e) of

[ Vian * 1000 ]

“ Advanced configuration

Uplink Bandwidth Per | 0 Downlink Bandwidth Per 0
Client(Kbps) Client(Kbps)
Time Limited Strategy + WDS Model * on () of

v Security Configuration

Authentication Method = No Authentication

v Select AP Group

An AP group can bind up to 16 SSIDs. An out of limit AP group cannot be selected.

To be selected Selected AP Group

DCN-test-ap-profile

Copyright (C) 2001-2022 by DC YunKe Networks Co. Ltd
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I FIT AP + AC recommended layer-

Configure SSID on AC web, change authentication method

DCN

Setup Wizard
AP Management
SSID Management

Wireless Client

Wireless Managem__.

www.dcnglobal.com

Monitor

System Overview

Setup Wizard

Basic Network

Authentication

Wireless User System Upgrade

SSID Management

~ General Configuration

NetworklD 1
SsID*  DCN-est Radio *

Hidden SSID * On C;_, off Terminal Isolation * On
Vianx 1000

~ Advanced configuration

Uplink Bandwidth Per 0 Downlink Bandwidth Per 0
Client(Kbps) Client(Kbps)
Time Limited Strategy - WDS Model * on

~ Security Configuration

Authentication Method * No Authentication

¥ Select AP Group WPA/MWPA2-Personal

Anf WPA/WPAZ-Enterprise hP group cannot be selected

Portal Authentication Selected AP Group

WPA2/WPA3-Personal DCN-test-ap-profile

WPA2/WPA3-Enterprise

Copyright (C) 2001-2022 by DC YunKe Netwarks Co. Ltd

®

hetworking

) Off

DCN

& admin ¥

WY 55 E 5 o) €8
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J FIT AP + AC recommended layer-3 networkin

Configure SSID on AC web, change authentication method

Monitor Basic Network Wireless Authentication User System Upgrade & admin ~

Setup Wizard

System Overview Setup Wizard SSID Management

AP Management
v General Configuration

SS5ID Management

NetworklD 1
Wireless Client S8ID*  DCN-test Radio =
Wireless Managem... Hidden SSID * on (e of Terminal Isolation * on (e of
Vian * 1000
“ Advanced configuration
Uplink Bandwidth Per | 0 Downlink Bandwidth Per 0
Client(Kbps) Client(Kbps)
Time Limited Strategy WDS Model * on (e) of
 Security Configuration
[ Authentication Method *  WPA2/WPA3-Personal [ Password | 12345678 @_}
~ Select AP Group
An AP group can bind up to 16 SSIDs. An out of limit AP group cannot be selected
To be selected Selected AP Group

DCN-test-ap-profile

Copyright (C) 2001-2022 by DC YunKe Networks Co.,Ltd.
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FIT AP + AC recommended layer-3 networking

Check AP group configuration on AC web

Monitor Basic Network Wireless Authentication User System Upgrade 2 admin ~

Setup Wizard System Overview

Setup Wizard B1D Management

AP Management

AP Management

AP Group List AP List

SSID Management

m

Wireless Client AP Group ID AP Group Name Management VLAN Untag Vian Air-Match LED Status Auto Channel Adjustment Eco Mode Waork Mode Operation
1 DCN-test-ap-profile 1 1 on on on off dual-4 B
Wireless Managem_ .. D
n go to 1 page  confirm  Totle 1ltems 10 ltems/Page

www.dcnglobal.com
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I FIT AP + AC recommended layer-3 networking

AP group basic configuration on AC web

Wireless Authentication User

DCN Monitor Basic Network System Upgrade & admin ~

Selup Wizard System Overview

AP Managemer ( Basic Information

SSID Management Basic Information

Setup Wizard

381D Management Wireless Management IP AP Management

AP Remote Configuration

Wireless Client [ AP Group Name #* DCN-test-ap-profile ]
Wireless Managem Management VLAN * 1 Suggestion: keep the management vian and the untag vian same
Untag Vian * 1
AirMatch = () On of
LED Status * (®) On off
Auto Channel Adjustme (@) On off
nt *
APEscape * (®) On off
Eco Mode * on (e) of
Work Mode * ? dual-4 single-8 dual-8
Terminal isolation * on

Vian Information

Lan Port1Vian * 1

[P S 1 -

Copyright (C) 2001-2022 by DC YunKe Networks Co.,Ltd
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j FIT AP + AC recommended layer-3 networking

AP group basic configuration on AC web

Monitor Basic Network Wireless Authentication User System Upgrade & admin v

Setup Wizard System Overview Setup Wizard SSID Management Wireless Management IP AP Management

AP Management Vian Information

SS5ID Management Lan PortiVian * 1

Wireless Client Lan Port2Vian = 1

. Lan Port3Vian * 1
Wireless Managem__.

Lan PortdVian * 1

I Radio Information 2. 4G

Status * () On off

[ Bandwidth * HT20 ]

Tx-Power 100%

I Radio Information 5G_1

Status = () On of

{Eiandwwdlh # HT40 ]

Tx-Power 100%

I Radio Information 5G_2

Copyright (C) 2001-2022 by DC YunKe Networks Co. Ltd
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FIT AP + AC recommended layer-3 networking

Set AP remote access method on AC web

Monitor Basic Network Wireless Authentication User System Upgrade 2 admin v

Setup Wizard System Overview Setup Wizard SSID Management Wireless Management 1P AP Management (8) Page Operation ¥

AP Management Basic Information [ AP Remote Configuration ] @
SSID Management I AP Remote Configuration
Wireless Client Telnet Server * (®) On of
- SsHserver=  (®) oOn off
Wireless Managem ... —
WEB Server = (®) On off

User Name = admin

Password * s
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FIT AP + AC recommended layer-3 networking

Check specific AP in AP list on AC web

DCN Monitor Basic Network Wireless Authentication User System Upgrade & admin ~

Setup Wizard

System Overview Setup Wizard SSID Management AP Management eration v
AP Management 9 b Group List AP List @
SS
D Management > Conditional Search
- Cli
S DoOCBEnao :
Wireless Managem___ AP Name AP MAC AP IP AP Location AP Model AP Status Uptime Client Number Operation
00-03-0f-11-22-00 00-03-0f-11-22-00 100.100.100.2 WL8200-X1 Managed 0d:21:54:47 0 ﬂ
- go to 1 page confirm  Totle 1 liems 10 liems/Page w
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I FIT AP + AC recommended layer-3 networking

Configure specific AP on AC web

Monitor Basic Network Wireless Authentication User System Upgrade & admin ~

Setup Wizard System Overview Setup Wizard SSID Management AP IManagement

AP Management | Basic Information
551D Management AP Name * 00-03-0f-11-22-00
= 3 AP Group * DCN-test-ap-profile
Wireless Client [ P ]
AP Location
Wireless Managem. ..
AP MAC = 00-03-0f-11-22-00

Radio Information:2.4G

Channel Auto

Tx-Power Auto

Radio Information:5G

Channel Auto

Tx-Power Auto

E cance
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I FIT AP + AC recommended layer-3 networking

A group of APs batch operation on AC web

Monitor Basic Network Wireless Authentication User System Upgrade & admin

Setup Wizard System Overview Selup Wizard SSID Management AP Management (® Page Operation ¥

AP Management
SSID Management
Wireless Client

Wireless Managem...

Distribution Group

x
[ AP Group DCN-test-ap-profile ]

G = -

Copyright (C) 2001-2022 by DC YunKe Networks Co. Ltd 1 2 1
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I FIT AP + AC recommended layer-3 networking

Configure built-in portal server on AC

& admin ~

User

Wireless Authentication System Upgrade

DCN Monitor Basic Network

Auth Page Template Am Overview

Setup Wizard Auth Page Template

Auth Success Tem. ..

Portal Auth Template

External Portal

External AAA

Portal Known Client

Black&White List

Other Auth Configu...

Free Resource

122
www.dcnglobal.com



IDCN | v==xme

I FIT AP + AC recommended layer-3 networking

Edit portal authentication template of built-in server on AC web

Monitor Basic Network Wireless Authentication User System Upgrade 2 admin ¥

Auth Page Template System Overview Setup Wizard S3ID Management Auth Page Template (8) Page Operation v
L ELEEEE TR [Template Name Default ]
Portal Auth Template Welcome Greeting * Welcome to Default Template
External Portal Agresment type * (®) none text External url
(Dupload i i t F
External (DUpload image requirements Welcome Greeting
PC Background Image * Select the file default_pc.jpg
Portal Known Client
Mobile Background Image * Select the file default_mobile.jpg
Black&White List remember password
Auth-box Background Color #dddddd Agree to
abide by the terms of the local operator
Other Auth Configu.._ y .
Welcome Font Color #333333 _
Button
Free Resource Button Background Color #009688 .
B
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I FIT AP + AC recommended layer-3 networking

Edit portal auth success template of built-in server on AC web

DCN

Monitor Basic Network Wireless Authentication uer System Upgrade

Auth Page Template System Overview

Setup Wizard

Auth Success Tem. .. @ @ [ Notice message * Authentication successful, now you can access the Internet ]

Select the file o auth_success. jpg

SSID Management Auth Page Template Auth Success Template

Portal Auth Template Image

External Portal Preview

External AAA

Portal Known Client

Black&White List

Other Auth Configu...

Free Resource

Authentication successful, now you can access the
Internet
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j FIT AP + AC recommended layer-3 networking

Configure portal auth aging time and portal server type on AC web

Monitor Basic Network Wireless Authentication User Upgrade 2 admin ¥

DCN

System

Auth Page Template System Overview

Setup Wizard Auth Page Template Other Auth Configuration

Auth Success Tem... ~ Portal Aging Time

Portal Auth Template Portal Aging Time (days) 1

External Portal m

External AAA ~ Portal Auth Type @
Bl [ Gl iEr Portal Auth Type ? External

Black&White List E

Other Auth Configu... @

Free Resource
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Check built-in portal auth template on AC web

Monitor Basic Network Wireless Authentication User

System Upgrade

Auth Page Template System Overview

Auth Success Tem. .. E a

Template Name Authentication Page Template Successful Jump Page User group

Portal Auth Template

IDCN | v==xme

& admin v

Operation

Portal Auth Template
[ Default Default default

ma |

External Portal

External AAA

Portal Known Client

Black&White List

Other Auth Configu._.

Free Resource

www.dcnglobal.com

126



I FIT AP + AC recommended layer-3 networking

Built-in portal auth user management on AC web

& admin ¥

Authentication User Upgrade

Wireless System

D c N — Monitor Basic Network

User Management Em Overview Portal Auth Template User Management @ (@) Page Operation v

> Conditional Search

Account Full Name Phone Number User group Operation

IDCN | v==xme
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I FIT AP + AC recommended layer-3 networking

Edit built-in portal auth user account on AC web

= Monitor Basic Network Wireless Authentication User System Upgrade 2 admin

User Management System Overview  Portal Auth Template User Management

Add User

Account *  testuser
Password *  testtest
Full Name name_name

Phone Number = 1234567890

Qsefgmlm default -+ New group

Copyright (C) 2001-2022 by DC YunKe Networks Co. Ltd.
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I FIT AP + AC recommended layer-3 networking

Check built-in portal auth user account on AC web

Monitor Basic Network Wireless Authentication User System Upgrade 2 admin ¥

User Management System Qverview Portal Auth Template User Management (®) Page Operation ¥

> Conditional Search

Account Full Name Phone Number User group Operation

testuser name_name 1234567890 default | | ]
goto 1 page confirm  Totle 1 ltems 10 tems/Page w

I
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Apply portal auth template to specific SSID on AC web

Monitor Basic Network Wireless

Authentication User

System Upgrade

DCN

& admin ~

Setup Wizard System Overview External AAA Black&\White List Other Auth Configuration Setup Wizard AP Management SSID Management Auth Page Template
AP Management
~ General Configuration
SSID Management NetworkiD | 1
Wireless Client SSID*  DCN-test Radio *
Wireless Managem Hidden SSID * on (e off Terminal Isolation * on (e of
Vian = 1000
~ Advanced configuration
Uplink Bandwidth Per 0 Downlink Bandwidth Per 0
Client(Kbps) Client(Kbps)
Time Limited Stralegy + WDS Model * on (8 or
~ Security Configuration
Portal Authentication  Default

Authentication Method =

Portal Authentication

Temg\ale

v Select AP Group

www.dcnglobal.com

To be selected

An AP group can bind up to 16 SSIDs. An out of limit AP group cannot be selected.

Selected AP Group

DCN-test-ap-profile

Copyright (C) 2001-2022 by DC YunKe Networks Co. Ltd.
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I FIT AP + AC recommended layer-3 networking

DhslCl R e @ N0 5E @) 1811

. _ Do jeds )l 6@ Q0306 180
B0 il R £, 8@ Q048 @ 1807 meo W AP B L ® 10.10.10.2:53727/Portal/Htmi/port  Q Ao
10.10.2: /Portal/Html/port
[ & http//123123123123] X ] @ (DN\a0 00253727 Fertalifinl/pei ® 10.10.10.2:53727/Portal/successTi; X

Welcome to Default Template

2 testuser
R please input Username

& testtest

& please input Password«

remember password remember password

Authentication successful, now you can access
the Internet

.com .net .org v

Save password for this site?

11213415161 78]9]0

Browser will encrypt and save your password
so it can be autofilled the next time you visit
this site.

SAVE

NEVER SAVE

CANCEL
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FIT AP + AC recommended layer-3 networking

Check wireless client information on AC web

IDCN Monitor Basic Network Wireless Authentication User System Upgrade 2 admin ¥

Setup Wizard System Overview  Setup Wizard @|ess Client

AP Management

> Conditional Search

SSID Manageme::t =
Wireless Client Client MAC Client IPv4 SSID AP MAC Client Type Uptime NetBios Name Operation

[c2—f1-88—28—88—46 200.200.200.4 DCN-test 00-03-0f-11-22-00 OXF-AN10 0d:00:08:31 ]
Wireless Managem... n 1 page  confirm ~ Totle 1 ltems 10 ltems/Page
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02 Deployment Scenarios of WLAN product

« FAT AP networking

« AP wired mesh networking

* FIT AP + AC simple layer-2 networking

* FIT AP + AC recommended layer-3 networking

 Cloud AP networking
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j Cloud mode of AP networking

Enable cloud mode on AP web

DCN = Logout

Running Status Running Status AP I

AP Mode AP can work in three modes: fat AP mode, thin AP mode or cloud AP mode. In fat AP mode and cloud AP mode, AP exists as an independent individual in the network. In thin AP mode, you can manage it through AC. Fat mode can be divided into two
specific medes routing mode and bridge mode. ITAP Is a gateway device, select routing mode; if AP is a bridge device, select bridge mode. The cloud AP mode is a bridge device, which is connected to the public cloud. The default mode is thin mede. If you
need to modify it. please click the "Edit" button.

System Settings

AP Mode Switch Fat Mode Fit Mode [@ Cap Mode ]

Statistics

System Maintenance ¥

= Logout
Running Status Running Status AP Mode
Setup Wizard . . i :
~ Device Information ~ Network Information
AP Mode
Serial Number: 8102002V13C00123 IP Address: 172.30.78.13
Basic Settings
Device Model: WL8200-X1 MAC Address: 00:03:0F:11:22:00
Statistics
Startup Mode: Warm Start Default Gateway: 172.30.78.1
System Maintenance ¥
Firmware Version: 5.1.1.30 DNS Server: 202.103.44.150
Boot Version: 2.3.2 Downlink VLAN: 1
Running Time: 0 days 0 hours 36 minutes 8 seconds [Manage Status: Have Been Managed discovery.dcnimcloud.com ]
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03 Abnormal Situation

Handling Guide

- Basic information for troubleshooting

« How to restore AP & AC under boot mode
« How to retrieve AC password

«  What to check if all APs are not online

«  NAT traversal between AC and AP

« How to check BSSID from the same AP



03 Abnormal Situation Handling Guide

Basic information for troubleshooting

How to restore AP & AC under boot mode

How to retrieve AC password

What to check if all APs are not online
NAT traversal between AC and AP
How to check BSSID from the same AP



l Basic information for troubleshooting

www.dcnglobal.com

admin@Dcn:~# get system detail

Property Value

username admin

model WL8200-WH?2
version 3.8.2.38

country CN
nmode-supported Y
forty-mhz-supported-g Y
forty-mhz-supported-a Y

base-mac 00:03:0F:B0:55:90
base-mac-status on
serial-number WL0218101C07000200
country-code-is_configurable 1
device-type 61

reboot-mode cold
usb-support Y

DCN

WV 55 0 2 o) £3
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l Basic information for troubleshooting

DCWS-6028#show version

DCWS-6028 Device, Compiled on Jun 06 17:58:03 2020

sysLocation China

CPU MAC 00-03-0f-14-8f-a3

VLAN MAC 00-03-0f-14-8f-a2

Software Version 7.0.6.1(R0001.0057)

Bootrom Version 7.0.24

Hardware Version RO1

CPLD Version 0.08

Serial No AA33004902

Copyright (C) 2001-2020 by Yunke China Information
Technology Limited.

All rights reserved

Last reboot was cold reset.

Uptime is 0 weeks, 0 days, 0 hours, 5 minutes

138
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I Basic information for troubleshooting

DCWS-6028#show vendor

NAME LEN VALUE

SwitchName 9 DCWS-6028

VersionPre 0

VendNameEn 26 DC YunKe Networks Co.,Ltd.

VendNameBr 3 DCN

VendWWW 28 http://www.dcnetworks.com.cn

VendLocate 5 China

CopyRight 53 Copyright (C) 2001-2020 by DC YunKe Networks Co.,Ltd.
VendContact 12 400-810-9119

WebLogo 2729
WebLogin 8683
WebFacebd 21104

WebBG 14685

WebLang 2 cn

VendorOid 16 1.3.6.1.4.1.6339
DeviceOid 24 1.3.6.1.4.1.6339.1.5.1.9
KeyNeed 4 0

BaseMac 6 00 03 0f 03 00 00
CliStyle 3 0

HsrpNeed 4 0

Devlype(ID) 4 508

ChassisCard 0

FileVersion 9 10.19.253
IMGPrefix 0

www.dcnglobal.c

139



I Basic information for troubleshooting

RomPrefix

HardWarePre

Prompt
UserName
PassWord
ManagelP
SupportAPs

0

5 admin

admin

4 192.168.1.1
3861

1 DCWL_7952AP R3 R3 DCWL_7952AP R3, Indoor Single Radio a/b/g/n

2 DCWL_7942AP R3 R3 DCWL 7942AP R3, Indoor Single Radio b/g/n

3 DCWL_7962AP R3 R3 DCWL_7962AP_R3, Indoor Dual Radio a/n, b/g/n

4 DCWL_79620T R3 HPR3 DCWL 79620T R3 HP, Outdoor Dual Radio a/n, b/g/n
5 DCWL_7942AP R4 R4 DCWL 7942AP R4, Indoor Single Radio b/g/n

6 DCWL _7942AP R4 HP R4 DCWL 7942AP R4 HP Indoor Single Radio b/g/n
7 DCWL_7962AP R4 R4 DCWL 7962AP R4, Indoor Dual Radio a/n, b/g/n

8 DCWL _7942AP E R1 DCWL 7942AP E, Indoor Single Radio b/g/n

9 DCWL _7962AP E R1 DCWL 7962AP E, Indoor Dual Radio a/n, b/g/n

10 DCWL_79620T R1 DCWL 79620T, Outdoor Dual Radio a/n, b/g/n

11 DCWL_7942AP W R1 DCWL 7942AP W, Indoor Single Radio b/g/n

12 DCWL_7942AP WH R

13 DCWL_79420T R3_HP R3
14 DCWL_79620T R4 HP R4
15 DCWL_79420T R4 HP R4

DCWL_7942AP_WH, Indoor Single Radio b/g/n
DCWL_79420T R3_HP, Outdoor Single Radio b/g/n
DCWL_79620T R4 HP, Outdoor Dual Radio a/n, b/g/n
DCWL _79420T R4 HP, Outdoor Single Radio b/g/n

www.dcnglopbai.com

16 DCWL_7942AP R4 5R4 5 DCWL 7942AP R4 5, Indoor Single Radio b/g/n
17 DCWL_7962AP R4 5R4 5 DCWL 7962AP R4 5, Indoor Dual Radio a/n, b/g/n
21 DCWL 7942AP R5 R5 DCWL_7942AP R5, Indoor Single Radio b/g/n

22 DCWL 7962AP R5 R5 DCWL_7962AP R5, Indoor Dual Radio a/n, b/g/n

DCN
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I Basic i

nformation for troubleshooting

23 DCWL 79620T R5 R5 DCWL 79620T R5, Outdoor Dual Radio a/n, b/g/n
24 DCWL_7942AP R5 1R5 1 DCWL 7942AP R5 1, Indoor Single Radio b/g/n

25 DCWL 7962AP_R5 1 R5 1 DCWL_7962AP_R5 1, Indoor Dual Radio a/n, b/g/n

26 DCWL_1000WAP R1 R1 DCWL 1000WAP_R1, Indoor Single Radio b/g/n
27 DCWL_2000WAP R1 R1 DCWL 2000WAP R1, Indoor Single Radio b/g/n
28 DCWL-1000WAP R1.1 DCWL 1000WAP(R1.1), Indoor Single Radio b/g/n
29 WL8200-12(R1) R1 WL8200-12(R1), Indoor Dual Radio a/n/ac, b/g/n

30 WL8200-I13(R1) R1 WL8200-13(R1), Indoor Dual Radio a/n/ac, b/g/n

31 DCWL 2000WAP(L) RT DCWL _2000WAP(L), Indoor Single Radio b/g/n
32 EAP280(L) R1 EAP280(L), Indoor Single Radio b/g/n

33 DCWL 8200 W2 R1 DCWL 8200 W2, Indoor Dual Radio a/n/ac, b/g/n
36 DCWL-7962AP-D R1 DCWL-7962AP-D, Indoor Dual Radio a/n, b/g/n
37 DCWL 79420T R5 R5 DCWL 79420T R5, Outdoor Single Radio b/g/n
38 DCWL _79620T R6 R1 DCWL 79620T R6, Outdoor Single Radio b/g/n
39 WL8200-T2 R1 WL8200-T2, Outdoor Dual Radio a/n/ac, b/g/n

40 WL8200 T3 R1 WL8200 T3, Outdoor Dual Radio a/n/ac, b/g/n

41 WL8200-WL2 R1 WL8200-WL2, Indoor Dual Radio a/n/ac, b/g/n

42 WL8200-1T2 R1 WL8200-IT2, Outdoor Dual Radio a/n/ac, b/g/n

58 DCWL-2000WAP(R2) R2 DCWL-2000WAP(R2), Indoor Single Radio b/g/n
59 WL8200-12(R2) R2 WL8200-12(R2), Indoor Dual Radio a/n/ac, b/g/n

60 WL8200-I3(R2) R2 WL8200-I3(R2), Indoor Three Radio a/n/ac, b/g/n

61 WL8200-WH?2 R1T WL8200-WH2, Indoor Dual Radio a/n/ac, b/g/n

62 WL8200-IT3 R1T WL8200-IT3(R1), Outoor Dual Radio a/n/ac, b/g/n

63 WL8200-T3 R1 WL8200-T3(R1), Outdoor Dual Radio a/n/ac, b/g/n
64 WL8200-I1 R1 WL8200-I1, Indoor Dual Radio a/n/ac, b/g/n

65 WL8200-TL2 R1 WL8200-TL2, Outoor Dual Radio a/n/ac, b/g/n

66 WL8200-TL1 R1 WL8200-TL1, Outoor Single Radio b/g/n

DN
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I Basic information for troubleshooting - Acinformation

Check supported AP list on AC web

Basic Network

Wireless Authentication

System

DCN ‘ i 55 5 X PR €8

2 admin ¥

Cloud Managemen. . System Overview

Country Code

License Management

NTP

SNMP Management

Syslog Configuration

Backup/Restore

Diagnostic Tools

Reboot/Reset

Supported AP List

www.dcnglobal.com

Diagnostic Tools

AP Model

DCWL_T952AP_R3

DCWL_T942AP_R3

DCWL_T962AP_R3

DCWL_79620T R3 HP

DCWL_T942AP_R4

DCWL_7942AP R4 HP

DCWL_T962AP_R4

DCWL_7942AF_E

DCWL_7962AF_E

DCWL_79620T

DCWL_T7942AP_W

DCWL_7942AP_WH

Supported AP List

AP Type

Indoor Single Radio

Indoor Single Radio

Indoor Dual Radio

Outdoor Dual Radio

Indoor Single Radio

Indoor Single Radio

Indoor Dual Radio

Indoor Single Radio

Indoor Dual Radio

Outdoor Dual Radio

Indoor Single Radio

Indoor Single Radio

L)
T
]
=]
T
[e]
[17]
M
[=]

Radio Model
alblg/n

big/n

a/n, bigin

a/n, bigin

a/n, bigin
big/n
a/n, bigin
a/n, bigin
big/n

bigin
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Abnormal Situation Handling Guide

Basic information for troubleshooting
How to restore AP & AC under boot mode
How to retrieve AC password

What to check if all APs are not online
NAT traversal between AC and AP

How to check BSSID from the same AP



l How to restore AP under boot mode

RN

192.168.1.100/24 192.168.1.10/24

~~—

C:\Users\Caroline>ping 192.168.1.10

Pinging 192.168.1.10 with 32 bytes of data:

Reply from 192.168.1.10: bytes=32 time=100ms TTL=128
Reply from 192.168.1.10: bytes=32 time=50ms TTL=128
Reply from 192.168.1.10: bytes=32 time=51ms TTL=128
Reply from 192.168.1.10: bytes=32 time=51ms TTL=128

www.dcnglobal.com

IDCN | v==xme

Press and hold the reset button of the AP and power up the AP.
When the power indicator of AP is on, release the reset button
after about 8 seconds. Then you can enter the Web interface of
the AP boot mode.

A Mot secure | 192.168.1.10 A T8 T

Firmware Upgrade

You are going to upload new firmware to the device.
Choose a proper file from your local hard drive and dick "Upgrade firmware™ button.
Please, do not power off the device during Upgrade, if everything goes well, the device will restart.

Choose File RORIETRGET] Upgrade firmware

Note:

1. Under normal circumstances, you can ping the default IP
address of the AP. If not, please try to reset the AP first.

2. You must use the http protocol, not the https protocol.
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l How to restore AP under boot mode

» WL8200-12-R2_3.3.2.53 v O

Unzip the AP firmware file "WL8200-xxxxx.tar" , you can see the .
"upgrade.bin” file. Select that "upgrade.bin “ file in the Web e et e e

. " . n H H D board 2019 1:44 PM File 1KBE
page, then click "upgrade firmware" and wait patiently for the e e e

9 1:44 PM MDS5 File 1KB
File 1KE

AP to complete the repairment and the "upgrade success” Tupgrademd
page will appear. [ version

w o ;o
S o

Check Success And Updating

Firmware Upgrade

Don't power off.Update is in progress and you should wait for automatic reset of the device.
You are going to upload new firmware to the device. You can close this page.Update time depends on image size and may take up to a few minutes.
Choose a proper file from your local hard drive and dick "Upgrade firmware" button.

Please, do not power off the device during Upgrade, if everything goes well, the device will restart.

Choose File Ll Upgrade firmware

e

AP » WLB200-12-R... v ] L Search WL8200-12-R2_3.3.2.53
folder = 1 @
~
B MName Date modified Type Size|

| board 8/2/2019 1:44 PM File

19 1:44 PM BIN File 1
Upgrade.md 19 1:44 PM MDS5 File
[7] version 8/2/2019 1:44 PM File

The platform is upgraded successfully by the specified firmware.
The device is resetting automaticly,you can dose this page or restart the device.

145
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] How to restore AC under boot mode

10.1.1.1/24

Ethernet port  Ethernet
port
L3

COM port\‘x‘

Console port

TFTP server

Bootrom version: 8.0.11
Creation date: Mar 9 2022 - 21:18:51

Testing RAM...
0x10000000 RAM OK.

(Re)start USB...
USBO: Port (usbActive): 0 Interface (usbType = 2) : USB
EHCI 1.00
scanning bus 0 for devices... 1 USB Device(s) found
scanning usb for storage devices... 0 Storage Device(s)
found
scanning usb for ethernet devices... 0 Ethernet Device(s)
found
[Boot]:
[Boot]: showconfig
Host IP Address: 10.1.1.1
Server IP Address: 10.1.1.2
[Boot]:

www.dcnglobal.com

10.1.1.2/2

IDCN | v==xme

Q}c}"_'—.::il:_:'.:." — O >

Current Directon |I::'xLIsers"-.BE'IEEIHDDcuments'\DEN_\-'-ﬂ Browsze

Server interfaces ]10.12?.14.88 Cisco Aryl v |

Ttp Ser !

W Tfpd32: directory et
peer | ‘
DCwS-E028-R2_7.5.4.3(R0002.0035)_nos.img J 20221049

If you can enter the boot command line of AC, you can perform the

following steps to try to repair.

(1) Get the effective IP address in AC and the IP address of TFTP server.
[Boot]: showconfig

(2) Configure the IP address of the debugging computer as the IP
address of the TFTP server and start the TFTP service.

(3) [Boot]: run tftp:DCWS-6028-R2_7.5.4.3(R0002.0035) nos.img

(4) After the above operations are completed normally, you can enter the
CLI of AC, and then perform upgrade operation in the CLI.

copy tftp://10.1.1.2/DCWS-6028-R2_7.5.4.3(R0002.0035) nos.img

nos.img
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03 Abnormal Situation Handling Guide

 Basic information for troubleshooting

« How to restore AP & AC under boot mode
« How to retrieve AC password

« What to check if all APs are not online

» NAT traversal between AC and AP

« How to check BSSID from the same AP



I How to retrieve AC password

[Boot]: dir

Scanning JFFS2 FS: . done.

-rw-r--r-- 10201 Thu Jan 01 04:02:15 1970
startup20220810.cfg

-rw-r--r-- 4571 Fri Jan 02 19:44:37 1970 startup_20220630.cfg
~-rW-r--r-- 32 Thu Jan 01 02:27:26 1970 configCtrl.licx
-rw-r--r-- 2673 Fri Jan 02 00:40:07 1970 startup.cfg

-rwW-r--r-- 70 Fri Jan 02 00:40:07 1970 portal-locale.cfg
-rw-r--r-- 6707 Thu Jan 01 00:55:04 1970

startup_20220801.cfg

-rw-r--r-- 3754 Thu Jan 01 03:06:44 1970 startup-1x.cfg
-rw-r--r-- 245 Thu Jan 01 00:00:25 1970 dh1024.pem
-rw-r--r-- 156 Thu Jan 01 00:00:25 1970 dh512.pem
-rw-r--r-- 245 Thu Jan 01 00:00:25 1970 wsdh1024.pem
-rw-r--r-- 156 Thu Jan 01 00:00:25 1970 wsdh512.pem
-rw-r--r-- 928 Thu Jan 01 00:00:25 1970 wssl2_cert.pem
-rw-r--r-- 916 Thu Jan 01 00:00:25 1970 wssl2_key.pem
-rW-r--r-- 48 Thu Jan 01 00:00:38 1970 default license.lic

-rw-r--r-- 23238357 Thu Jan 01 23:20:18 1970 nos.img
[Boot]:

[Boot]: boot startup-config null

..default factory-config will be used.

[Boot]:

[Boot]: reboot

www.dcnglobal.com
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Note:

After the left side operations, the switch will start with
the factory configuration and be able to enter the CLI
normally. The username and password are the default.
Never execute the ‘write’ command after entering
CLI.

DCWS-6028-C#type startup.cfg
1$$1,511
|

ﬁo service password-encryption
!

hostname DCWS-6028-C
sysLocation China

sysContact 400-810-9119

|

authentication logging enable
|

Ljsername admin privilege 15 password 0 admin
|

authentication line console login local
|
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I What to check if all APs are not online

If all APs are
not online,

please check
these aspects in
turn.

www.dcnglobal.com

Check IP and
Port

Check Device-
type and AP
mode

IDCN | v==xme

« Generally, check whether the IP addresses of AC and AP can reach each other
through ping command. Except for Traversing NAT scenario.

« Configure the wireless management IP address of AC statically in FIT AP to
check whether the network and port are normal.

 Check whether the vendor file of AC contains the device-type of AP.
 Check whether the mode of AP is FIT.

e Check whether the relevant commands and services are normal in the CLI of AC.

« Configure the relevant debug command in the CLI of AC for analysis and
judgment.
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| What to check if all APs are not online

Check IP connection on AC web

Monitor Basic Network Wireless Authentication User System Upgrade

Cloud Managemen... System Overview AP List Cloud Management Seffings Diagnostic Tools (#) Page Operation v

Country Code Ping Tools ] [Trace Route ]

License Management Destination IP Times 1

NTP Execute Ping

Information Display
SNMP Management

Syslog Configuration

Backup/Restore

Diagnostic Tools
Reboot/Reset

Supported AP List
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l What to check if all APs are not online

DCWS-6028#ping ?
A.B.C.D Destination ipv4 address
ethernet Ethernet
host  Ping destination hosthame <1-64>
character
SIc Use ipv4 source address option

vrf VPN Routing/Forwarding instance
<cr>

www.dcnglobal.com
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DCWS-6028#traceroute ?

A.B.C.D Trace route to destination address
ethernet Ethernet

host  Trace route to destination hostname
source Use ipv4 source address option

vrf VPN Routing/Forwarding instance
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I What to check if all APs are not online - AC CLI

DCWS-6028#show wireless

Administrative Mode........................... Enable
Operational Status..............cu.......... Enabled
WS IP Address.......oeeeeeeereeeeenne 10.10.10.2
WS IPv6 Address........oeeeeeuerenaens ===~

WS Auto IP Assign Mode ........................ Disable
WS Switch Static IP ... 10.10.10.2
WS Switch Static IPv6 ... ==---

AP Authentication Mode......................... None
AP Auto Upgrade Mode...............c......... Disable
AP Independent Auto Upgrade Mode............... Disable
AP Validation Method........................... Local
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l What to check if all APs are not online - AP CLI v

admin@Dcn:~# sh —
If you login CLI of AP with telnet,
BusyBox v1.30.1 () built-in shell (ash) — you need to redirect the
debugging information to the
admin@Dcn:~# cd /tmp/ telnet terminal.

admin@Dcn:/tmp# touch consoleredirect
admin@Dcn:/tmp# ubus call mapd
show_disc_info

mapd show disc info.

static sw ip num = 1.

static sw ip[0] = 192.168.1.254

provision ip primary ipv4 = 192.168.1.254
dhcp sw ip num = 1.

dhcp sw ip[0] = 10.10.10.2

dhcpv6 sw ip num = 0.

ac_domain: www.acaddr.com

dns sw ip[0] = 0.0.0.0

dns sw ip[1] = 0.0.0.0

dns sw ip[2] = 0.0.0.0

dns sw ip[3] = 0.0.0.0 154
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I What to check if all APs are not online - AC CLI

@ Default Configuration: The debug command is off by default.

@ Use relevant debug command:
@ Can only operate in the CLI of AC;
@ If you log in to AC through Telnet, you need to add command “AC#terminal monitor” .

DCWS-6028#debug wireless discovery detail
detail WD _LEVEL DISC INFO debug is on

DCWS-6028#

DCWS-6028#debug wireless discovery packet all
packet WD _LEVEL DISCOVERY IP TX debug is on
packet WD LEVEL DISCOVERY L2 TX debug is on
packet WD _LEVEL INITIAL ID TX debug is on
packet WD LEVEL DISCOVERY IP_RX debug is on
packet WD LEVEL DISCOVERY L2 RX debug is on

packet WD _LEVEL INITIAL ID RX debug is on
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I Traversing NAT scenario analysis — Ap online process

o —

o —

www.dcnglobal.com

Destination address: AC
Destination port: UDP 57776, TCP 57777

-—--—--—--—--—--- B T

LAN

I

------------_ ---------

Destination address: NAT A
Destination port: UDP 57776, TCP 57777

IDCN | vaExmE

AC is located on WAN side of NAT
device. Although AP is on LAN side, AP
can directly access AC, so no special
configuration is required on NAT device
for AP going online.

When the AC is on the LAN side of the
NAT device, the discovery message sent
by the AP needs to be forwarded to
reach the AC. Therefore, port mapping
rules need to be configured on NAT A
to forward UDP message arriving at
NAT A with destination port number
57776 and TCP message with
destination port number 57777 to AC.
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I Traversmg NAT scenario anaIyS|s — AC Redirect portal page

---------------------------------------------

Portal server
/

o e e
D

Destination address: AC
Destination port: TCP 53725, TCP 53726, TCP 8800, TCP 8443

L

Destination address: NAT A
Destination port: TCP 53725, TCP 53726 . TCP 8800, TCP 8443
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I Traversing NAT scenario analysis — AP Redirect portal page

---------------------------------------------

Portal server

o —
N i

Destination address: AC
Destination port: TCP 8800, TCP 8443

|' Portal server \I
i I /—\ A :
5 ) BB 8§ |
>

Destination address: NAT A
Destination port: TCP 8800, TCP 8443
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I How to check BSSID from the same AP

Report from Wi-Fi scanning software:

=N

r— =N

MAC Address  RSSI Chan Max Speed | WEP WPA WPA3 WPS |Vendor

DCN 00:03:0F:83:DA:80 -50 36+44 866.7 Mbps Open Digital China (Shanghai) Networ
. DCN_WLAN 00:03:0F:DA:6C:C0O_ -19 11 286.8 Mbps Open Digital China (Shanghai) Networ
B so 00:03:0F:83:D3:12Y 74 6 144.4 Mbps Open Digital China (Shanghai) Networ
. Yunke_WLAN 00:03:0F:83:D3:11 -71 (3 144.4 Mbps PSK-(TKIP|CCMP) PSK-(TKIP|JCCMP) Digital China (Shanghai) Networ
. DCN 00:03:0F:83:D3:10 -65 6 4.4 Mbps Open Digital China (Shanghai) Networ

DCN_WLAN 00:03:0F:DA:EC: DO\ 7 149+153 1201 Mbps Open Digital China (Shanghai) Networ
. Yunke_WLAN 00:03:0F:83:D3:21 = 36+44 866.7 Mbps PSK-(TKIP|CCMP) PSK-(TKIP|CCMP) Digital China (Shanghai) Networ
. DCN 00:03:0F:83:D3:20 -7 36+44 866.7 Mbps Open Digital China (Shanghai) Networ
. 60 00:03:0F:78:B4:82 o0 6 144.4 Mbps Ope Digital China (Shanghai) Networ
. Yunke_WLAN 00:03:0F:78:B4:81 - 6 144.4 Mbps PSK-(TKIP|CCMP) PSK-(TKIP|CCMP) Digital China (Shanghai) Networ
. DCN 00:03:0F:78:B4:80 -50 6 44.4 Mbps Open Digital China (Shanghai) Networ
. 60 00:03:0F:83:E4:B2 -22 1 44.4 Mbps Open Digital China (Shanghai) Networ

Yunke_WLAN 00:03:0F:83:E4:B1 -21 1 44.4 Mbps PSK-(TKIPJCCMP) PSK-(TKIP|CCMP) Digital China (Shanghai) Networ
. DCN 00:03:0F:83:E4:B0 -26 1 144.4 Mbps Open Digital China (Shanghai) Networ

\_ESSID ) \_ BSSID

They are BSSIDs generated by the same AP.
The MAC address of this AP is 00-03-0F-DA-6C-CO.
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I How to check BSSID from the same AP

1
VAPO ; BSSIDO Base MAC 00-03-0F-01-02-
| J 1

)
VAP1 E BSSID1 Base MAC+1 00-03-0F-01-02-
bommme 1

)
VAP2 | BSSID2  Base MAC+2  00-03-OF-01-02-
e 1

Radio 1

A
! VAP15| BSSID15 Base MAC+15 00-03-OF-01-02-
R 1
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I How to check BSSID from the same AP

)
VAPO ; BSSIDO Base MAC+16 00-03-0F-01-02-
| J 2

)
VAP1 E BSSID1 Base MAC+17 00-03-0F-01-02-
bommme 2

\
VAP2 | BSSID2  Base MAC+18 00-03-OF-01-02-
‘oo 2

Radio 2

\
' VAP15 E BSSID15 Base MAC+31 00-03-0F-01-02-
R 2
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I How to check BSSID from the same AP

)
VAPO ; BSSIDO Base MAC+32 00-03-0F-01-02-
| J 3

)
VAP1 | BSSID1 Base MAC+33 00-03-0F-01-02-
| ! 3

\
VAP2 | BSSID2  Base MAC+34 00-03-OF-01-02-
R 3

Radio 3

\
' VAP15 E BSSID15 Base MAC+47 00-03-0F-01-02-
EEEEEE 3

164
www.dcnglobal.com



