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▪ A rural community outside Houston, TX
▪ Assailant - a 17 year old boy with a
shotgun and a .38 pistol
▪ 10 dead, 13 wounded
▪ School had an Active Shooter plan and 2
armed police officers

▪ An affluent suburb of Ft. Lauderdale
▪ Assailant was 19 year old with an AR-15 rifle
▪ Assailant pulled fire alarm to gain access to
multiple victims
▪ 17 dead, 7 wounded
▪ Warnings had been made in the past regarding
assailant’s desire to shoot up a
▪ Safety weaknesses in classroom doors and
windows one cause of higher death toll.

▪ Small town outside New York
▪ Assailant: 20 year old man using an AR-15
and 2 pistols

▪ 26 Dead (including 20 children)
▪ School had installed a new security
system that required visitors to be visibly
identified and buzzed in. As part of the
security system, the school locked its
doors each day at 9:30 a.m.
▪ Assailant used the AR-15 to shoot an
entrance into the building

Common
Threat to
Schools Active
Shooters

School shootings increased from 23 to 179
between the 1980s and 1990s and also increased
from 179 to 245 between the 1990’s and 2013.*
*American Counseling Association, School Shootings and Student
Mental Health: Role of the School Counselor in Mitigating Violence,
Allison Paolini
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ACTIVE
SHOOTER
“PROFILE”

All school shooters have been male and 90% were
active or recent students at the school.
If there is one predominant theme in school
shootings, it is anger/revenge.
Tended to be socially awkward and avoidant, and
often isolate themselves with few if any friends.
a. They were sometimes described as “strange”
b. Seem to have a penchant for ”retreat into
fantasy,” especially when Under stress
c. Obsessive planning capabilities without
considering consequences
d. Focus upon interpersonal rejection, unfair
treatment, and elaborate plans for revenge
e. They expressed fascination with violence,
morbid media, death.
f. Any associations are likely to be with those
who share preoccupations with the macabre
g. Shooters may have a history of cruelty to
animals
h. Often have a sense of hopelessness that
predicts their own death by end of event.

ACTIVE
SHOOTER
“PROFILE”

4. The media contagion effect (copycat killings)
may serve as an especially powerful motivator
for those who already feel anger, frustration
or loss.
5. Shooters tend to have experienced
dysfunctional family situations or experience
a lack of effective adult supervision, mentoring,
or oversight.
6. 68% of shooters obtained weapons from their
home or the home of a relative.
7. Shooters tend to express their frustrations
and anger using art and/or social media posts,
thus monitoring of such media becomes an
important tool in early identification of
individuals at risk for committing violence.
Psychology Today, ‘”Profiling” School Shooters, George S. Everly, Jr., Ph.D., ABPP, FAPA, FAPM
(Department of Psychiatry and Behavioral Sciences at The Johns Hopkins University School of
Medicine), When Disaster Strikes: Inside Disaster Psychology.

ACTIVE
SHOOTER
EVENT
FACTS

• The average person is 700 times more likely to
die in a car crash than be involved in an Active
Shooter event
• 97% of Active Shooters are males and 98% of
these are acting alone
• Average age of Active Shooter in school
shootings is 15-19 years old
• 60% of Active Shooters used a pistol or revolver
• 41% carried multiple weapons and ammunition
• 49% of Active Shooter events ended before law
enforcement arrived
• Over in 8 minutes
• 75% are connected to the location or institution
(i.e. student, employee, volunteer) and are
generally not ideologically or theologically
motivated.
• Typically will be more injured victims than
fatalities.

Primary
Focus of
Today:
What can we
do about
Active
Shooter
threats?

▪ Active Shooter events are the most seen
and heard of in the news media as they
account for the highest incidence of injury
and/or death of school aged personnel from
a man-made threat.
▪ Active Shooter events are also the most
understandable from the standpoint of
development of mitigation measures and
the most common request in our line of
work.
▪ The solution needs to be a team effort.

But….where do you start?

What does it mean when we
say “Secure a School”?

What is
School
Security?

➢ For a Superintendent, it means
actively planning and implementing
safety measures that mitigate
threats and fit within the budget…
➢ For a Principal, it means a school
campus that is prepared and
supports teachers’ efforts and
students’ growth…
➢ For a Teacher it means a learning
environment conducive to teaching
and learning…
➢ For a Parent it means peace of
mind…
➢ For a Student it means feeling safe
and supported so they can excel…
➢ For the Security Engineer it is all of
the above.

HOLISTIC APPROACH TO
SCHOOL SAFETY

POSITIVE SCHOOL CLIMATE
Research consistently shows that
focusing on school climate, or the
“the quality and character of school
life,” creates safer schools. Efforts
to deepen relationships between
students and teachers help
everyone feel safer, and schools
where students feel safe are
schools where students are less
likely to engage in risky
behavior and create trouble in
general. These changes require
shifts in school culture.*
* Medium, How Active Shooter Drills Became a Big (and
Possibly Traumatizing) Business, Adam K. Raymond,
September 12, 2018

SOCIAL AND EMOTIONAL LEARNING
The most effective social and
emotional learning (SEL) requires a
strategic, systemic approach that
involves everyone, from district and
school leaders to community partners
to family members, working together
to ensure students receive the
support they need. Successful SEL is
not a standalone program or an addon. It is central to how schools,
communities, and families value and
support the social, emotional, and
academic development of their
children.

www.MindingYourMind.com

THE ROLE OF THE COUNSELOR
•

•

•

Experts advocate hiring more counselors: At the
current rate of one counselor per 482 students,
the American School Counselor Association says
the number of mental health professionals in
public schools needs to be doubled.
Counselors can teach students ways to improve
their coping, communication, problem solving,
and self-regulation skills so that they make
beneficial choices for themselves.
Counselors can also assist students in developing
more positive constraints in their lives by acting as
mentors, reinforcing student involvement in
extracurricular activities, teams and clubs,
communicating with parents and guardians to
enhance family involvement, creating a positive
and accepting school climate in which students
celebrate their differences, motivating students to
promote a connection within the school, and
helping students recognize and build upon their
strengths in order to achieve their personal goals.

American Counseling Organization, www.Counseling.org, SCHOOL SHOOTINGS AND STUDENT MENTAL HEALTH:
ROLE OF THE SCHOOL COUNSELOR IN MITIGATING VIOLENCE, Allison Paolini, Phd (an assistant professor of
Counselor Education at Kean University

ASSESSING THE STUDENT
▪ In conjunction with physical security and
emergency management, a threat assessment
process is an effective component to ensuring the
safety and security of our nation’s schools.
▪ Threat assessment procedures recognize that
students engage in a continuum of concerning
behaviors, the vast majority of which will be nonthreatening and non-violent, but may still require
intervention.
▪ The threshold for intervention should be relatively
low so that schools can identify students in
distress before their behavior escalates to the
level of eliciting concerns about safety.
▪ Everyone has a role to play in preventing school
violence and creating safe school climates.
Students should feel empowered to come forward
without fear of reprisal. Faculty and staff should
take all incoming reports seriously, and assess any
information regarding concerning behavior or
statements.
Department of Homeland Defense https://www.dhs.gov/cisa/school-safety-andsecurity

THE ROLE OF THE TEACHER
▪ SEL in the classroom takes shape in a
variety of ways. It is promoted through
explicit instruction, often using an
evidence-based program, and should also
be integrated across classroom instruction
and academic curriculum. SEL plays an
important role in classroom climate—for
example, how teachers build relationships
with students, how students build
relationships with each other, and how
conflict and discipline are addressed.
▪ Another critical element of classroom SEL
is the interaction of teachers and students
with parents and community members.
This includes parent-teacher interactions,
service-learning opportunities, and
partnerships with community
organizations.

THE ROLE OF THE STUDENT
• In 81% of planned incidents,
others knew about the attack
ahead of time.
• Other students and peers are
usually the first to know about
an impending attack
• See Something, Say Something
Employ anonymous tip
program.

HARDWARE/SOFTWARE
• Software programs for
tracking absences, social
media apps, etc.
• Campus communications
• Hardware for surveillance
and security, access
control, etc.

EXERCISES
• Lockdowns have been the standard
approach for schools dealing with a
threat for nearly two decades and they
should remain the foundation of any
response plan, according to a report
from the National Association of School
Psychologists and the National
Association of School Resource Officers.
• "Lockdowns involve locking the door,
moving students out of sight, and
requiring students to remain quiet
within the room," the report says.

STAFF TRAINING
• Providing teachers with ongoing
intervention training by
emergency preparedness drills
and teacher inservices training
helps the teachers feel more
prepared and confident
addressing crisis situations*

*Bandura, A. (1994J. Self-efficacy. (V.S. Ramachaudran Ed. New York: Academic
Press.)

THE HARTFORD CONSENSUS
Hartford Consensus I–IV
▪ Joint Committee to Create a National Policy to Enhance
Survivability from Intentional Mass Casualty and Active
Shooter Events
▪ Convened by the American College of Surgeons (ACS) in
collaboration with the medical community and
representatives from the federal government, the
National Security Council, the U.S. military, the Federal
Bureau of Investigation, and governmental and
nongovernmental emergency medical response
organizations, among others.
▪ To create a protocol for national policy to enhance
survivability from active shooter and intentional mass
casualty events. The committee’s recommendations are
called the Hartford Consensus, and currently consist of
four reports.
➢ Improving Survival from Active Shooter Events: The
Hartford Consensus
➢ Active Shooter and Intentional Mass-Casualty
Events: The Hartford Consensus II
➢ The Hartford Consensus III: Implementation of
Bleeding Control
➢ The Hartford Consensus IV: A Call for Increased
National Resilience

NFPA 3000 STANDARD
ASHER – Active Shooter Hostile
Event Response
Public Education Component
▪

Stop the Bleed Training - www.dhs.gov/stopthebleed
➢ Stop the Bleed is a national awareness campaign
and call-to-action. Stop the Bleed is intended to
cultivate grassroots efforts that encourage
bystanders to become trained, equipped, and
empowered to help in a bleeding emergency
before professional help arrives.

▪

Ready Campaign - ready.gov/active-shooter
➢ Ready is a National public service campaign
designed to educate and empower the American
people to prepare for, respond to and mitigate
emergencies, including natural and man-made
disasters. The goal of the campaign is to promote
preparedness through public involvement.

EMERGENCY MANAGEMENT:
Best Practices
Schools can reduce the likelihood of a
violent incident with significant
casualties from occurring on their
campuses by:
1) establishing a strong security team
2) completing a security assessment
(Threat/Vulnerability Assessment)
3) developing and implementing
appropriate plans for security and
emergency operations*
*Federal Commission on School Safety: Protect and
Mitigate; CHAPTER 16, Best Practices for School Building
Security

EMERGENCY MANAGEMENT Resources: Current Guidelines
▪ Homeland Security BIPS 07,
Primer to design safe school
projects in case of Terrorist
Attacks and School Shootings
▪ NFPA 3000 ASHER – Active
Shooter Hostile Event Response
▪ Best Management Practices
(various)

EMERGENCY MANAGEMENT
Resource: BIPS 7
Active Shooters & Vehicles
Homeland Security’s Building and Infrastructure
Protection Series Version 7 Primer (BIPS 7) provides
security guidance for elementary schools, middle
schools, and high schools, which will ideally provide
resistance to active shooters and vehicle threats
where possible and applicable and includes:
▪ Active Shooters
➢ School lockdown procedures and isolation
of the threat
➢ Ballistic-resistant walls and doors in
hallways
➢ Access control and security
▪ Vehicle Threats:
➢ Coordination of ingress/egress for
classrooms and safe areas
➢ Driveways

EMERGENCY MANAGEMENT
Resource: NFPA 3000 Standard
ASHER – Active Shooter Hostile Event Response
▪ NFPA 3000 was drafted by the National Fire Protection Association to provide a
comprehensive and coordinated response that includes fire departments, law
enforcement and emergency first responders.
▪ The purpose is to identify the minimum program elements needed to organize,
manage, and sustain an active shooter and/or hostile event response program
and to reduce or eliminate the risks, effect, and impact on an organization or
community affected by these events.

EMERGENCY MANAGEMENT:
Physical Security Best Practices
Technology – Standard Operating
Procedures
▪ Keyless Access
▪ PA System
▪ Clock System
▪ Security Cameras
▪ Intrusion Alarm
▪ Visitor Management System
▪ Fire Alarm System
▪ Phone geo-location app to assist First
Responders in locating “Go Bags”

Procedures and Protocols
▪ BIPS 7 Review and Charettes
by Security Expert
▪ NFPA 3000 – coordination with
First Responders
▪ Best Practices determined by
Threat and Vulnerability
Assessment and Charettes
with District & School
administration, employees &
students.

Building Material/Hardware
▪ Passive blast and ballistic and forced entry resistant walls, doors and windows
▪ Appropriate locking and door handle hardware
▪ Passive site perimeter protection that doesn’t promote negative feelings or fear

SCHOOL DESIGN CONSIDERATIONS
▪ Curb to Core Philosophy – Considering
threats starting at the street or curb and
moving in to the buildings and
classrooms
▪ Defense in Depth - Defense-in-depth is
an information assurance strategy that
provides multiple, redundant defensive
measures in case a security control fails
or a vulnerability is exploited.
▪ Issues to consider:
➢ Access Control Points
➢ Natural surveillance
➢ Age of facility
➢ Upkeep and Maintenance of School

HAZARD MITIGATION BUILDING MATERIAL:
Aesthetics
We must always keep in mind that this is
an educational facility, not a military
installation, so the atmosphere is
important in the learning process

HAZARD MITIGATION BUILDING MATERIAL:
Aesthetics
The aesthetics are
important to ensure
that the student is
safe but doesn’t
recognize the passive
protection so they
are able to focus on
the education that is
the primary purpose
of the school.

HAZARD MITIGATION DESIGN:
Site Perimeter
Perimeter security for hostile vehicle mitigation:
▪ Curbs and landscaping (deterrents)
▪ Passive bollards
▪ Active barriers
▪ Decorative site features incorporating heavyduty
construction (concrete, etc.)

HAZARD MITIGATION DESIGN:
Site Perimeter Protective Art in Public Spaces
▪ Meets all security requirements
▪ Urban Renewal/Beautification
▪ Murals, sculptures, metal
sculptures, etc.
▪ Unrecognizable as security
structures
▪ Non-threatening
▪ Support local artists/community
outreach
➢ Media surveys
➢ Community ideas
➢ Art contests
➢ Group art projects

Hazard Mitigation Design:
CPTED Site Considerations
Crime Prevention Through Environmental Design
(CPTED) is management of site features for crime
prevention:
▪ Merging of aesthetics and safety
▪ Deterring criminals by increasing the apparent
difficulty of executing a crime

Threat Mitigation
Design Basis
▪ Not a one size fits all solution
▪ Developed from specific
threats and vulnerabilities
▪ There are a plethora of
mitigation recommendations
but these are not a panacea
for all threats
▪ There will always be a
residual risk
▪ Mitigation cost vs. funding
available

School Safety
Mitigation Experts
• Full suite of specialty services offered:
• Experienced working for Federal, State and
local entities for protection of K-12,
College/University campus, Adult learning
and technical/vocational institutions
• Active Shooter Safety Designs and Protocols
• Aesthetically pleasing Defensive
Fencing/Hostile Vehicle Mitigation
• Passive Building Hardening
• Visitor Management including Entry Control
and Access Control systems
• Mass Notification including tie-ins to social
media and apps

Relevant
School Experience
• Murray Middle School, Sierra Sands
USD, Ridgecrest, CA
• Burroughs High School, Sierra Sands
USD, Ridgecrest, CA
• Scandia Elementary School, Travis USD,
Travis, CA
• Bailey and Branch Middle Schools,
Desert Jr. High and Desert High Schools,
Muroc JUSD, Edwards, CA
• Georgia Fulton County Schools (K-12)
• New Hanover School District (K-12),
North Carolina

Major Retrofit
Projects Completed
• World Trade Center, NY, NY: Vehicle Security
Center blast design and engineering
• ExxonMobil refinery, Torrance, CA: Blast
proof window retrofit
• The Pyramid Center, San Francisco, CA: Antiterrorism protective design
• D.C. Cook Nuclear Generating Station,
Bridgman, MI: Retrofit of central alarm
system
• IT Building at V.A. Medical Center, Temple,
TX: Mission critical protective wall design
and build

Takeaways
▪ Numerous Design considerations must be taken into
account- including integration with NFPA, Local
Regulations, Safety, Emergency Exits, etc.
▪ Complex weaving of Design requirements and best
management practices
▪ Remember: If someone is willing to die for their cause,
it is very hard to stop them, but you can mitigate
effectively.
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protection and
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world a safer
place.

